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Cybersecurity Fundamentals



First, Let’'s Define Cybersecurity
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The ability to protect
or defend the use of
cyberspace from

cyber attacks.
Source: CNSSI-4009

11 0

Refers to the protection
(defense), exploitation
and/or attack of
networks, systems,
information, physical
assets and people (the
users) through
cyberspace. It includes
capabilities that allow
one to detect, assess,
respond to and exploit

potential cyber threats in

real / near real time.
(Based on Northrop Grumman
Operational definition)
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ability or capability, or
state whereby
information and
communication systems
and the information
therein are protected
from and/or defended
against damage,
unauthorized use or
modification or

exploitation. Source:
US-CERT

S on devices and online [
. from people you don't
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Strategy, policy, and standards regarding the security of and
operations in cyberspace, and encompass[ing] the full range of
threat reduction, vulnerability reduction, deterrence, international
engagement, incident response, resiliency, and recovery policies
and activities, including computer network operations, information
assurance, law enforcement, diplomacy, military, and intelligence
missions as they relate to the security and stability of the global
information and communications infrastructure. Source: US-CERT



Information Security Triad: NORTHROP GRUMMAN
Three Key Cybersecurity Tenets —

CONFIDENTIALITY INTEGRITY AVAILABILITY

Only shared among Authentic and Complete
authorized persons Sufficiently Accurate
or organizations Trustworthy and Reliable

Accessible when
needed by those
who need it




Why the Internet is Not Secure

NORTHROP GRUMMAN

Security was not considered in
development of protocols (rules)

— Designed for connectivity
— Security was an afterthought

Transmission mediums are wide
open (Ethernet, wireless, 3G/4G)

— Communications subject to sniffing
— Not inherently secure

Open access is everywhere

— Airports / Hotels / Restaurants

Networks, hosts, & applications
have not been secured




What's at Stake woRTHROR, GrUEIAN

Personal Safety
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Power Grid

Utilities

What's at Stake

Transportation



Background: Key Takeaways NORTHTOR GRUpMAN

« Confidentiality, Integrity, and Availability
are the three pillars of Cybersecurity.

* The Internet is a global network of dissimilar
networks that communicate via common
protocols.

« Security was not considered in the development of Internet
protocols. This directly relates to the prominence of cyber attacks
today.

 |nternet security impacts national security, economic prosperity, and
personal privacy.

The internet impacts everyone’s way of life
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Why Do We need Cyber Professionals?

NORTHROP GRUMMAN

Lifestyle dependence

Defense and Protection of Information
— Personal
— Private Industry
— Public Infrastructure
— National Security

Critical fields for our Nation’s:
— Continued security
— Economic prosperity
— Critical infrastructure protection
— Global competitiveness

Current and future demand

— Hundreds of thousands of jobs currently open across the government and private
industry

— Continued need for bright minds and diverse innovative solutions!
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Growing Dependence on the Internet

* Increased number of devices use Internet = more dependence
— 57% of the world’s population is connected to the Internet!
— The 2019 global population is 7.7 billion?

— 23 billion devices connected to the Internet — projected growth to
75 billion by 20253

* Increased dependence = increased demand for security
— Complexity to protect increases with number of devices connected to networks

— Increased interconnections between devices will impact more people when
services aren’t available

Cyber careers will need to grow and evolve to meet industry needs

Sources: 1. Global digital population as of July 2019 (Statista, Nov 17, 2019);
2. Current World Population (Worldometers, Nov 20, 2019)
3. Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in billions) (Statista, 2018)



What Can Happen When Cybersecurity Falls NORTHROP GRUMMAN
Short? -

* Loss of critical services
— Example: Local government services unavailable due to ransomware
— 9-1-1 call center services shut down
— 7 Florida municipalities attacked with ransomware in 20191

* Personal security compromised
— Example: 25% of American families have experienced cyber crime?
— Loss of money and personal information

« Economic impact
— Example: Small Business
— 99% of all firms are small businesses?®
— 2.5 million small businesses in Florida®
— 43% of cyber attacks target small business?*
— 60% of small businesses go out of business within 6 months of a cyber attack*

Cybersecurity impacts everyone!

Sources: 1. 7 Florida Municipalities Have Fallen Prey to Cyber Attacks Since Last Year (Naples Daily News, Aug 20, 2019); 2. One
in Four Americans Have Experienced Cyber Crime (Gallup, Dec 11, 2018); 3. 2018 Small Business Profile (U.S. SBA Office of
Advocacy, 2018); 4.Cyber Security Statistics: Numbers Small Businesses Need to Know (Aug 22, 2019);
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1 NORTHROP GRUMMAN
Quiz

What Is, and continues to be, the
number one vulnerabllity in any cyber
system?




Cyber Workforce Outlook woRTHROR, GrUEIAN

Increased demand across all industries
— Growing dependence on the Internet

Not enough skilled employees available to meet demand
— (ISC)? estimates the current global shortage is 3 million; 498,000 are in the U.S.

Need for diversity

— Women are underrepresented in the global cyber workforce
(USA 14% / Asia-Pacific 10%)

— Underrepresented populations (Title 1 schools)

Millenials have changed trends for computer and technical degrees

— Millennials are closing the gender gap in computer science and engineering
disciplines

— 52% of women under age 29 have an undergraduate degree in computer science;
this trend may drive increased advancement opportunities for women

How do we best balance internet dependency and protection?

Sources: 2018 (ISC)? Cybersecurity Professionals Focus on Developing New Skills as Workforce Gap Widens:
The 2017 Global Information Security Workforce Study: Women in Cybersecurity



Developing Pathways for Tomorrow’s Cyber

Professionals
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Workforce Resources

Characteristics
Ethics, intellectual curiosity, analysis,
problem solving, critical thinking, creativity,
perseverance

Traditional

Information
Systems or

Security Engineering

Network
Security

‘ Non-Traditional

Cybersecurity

Qualifications/
Experience

No College Degree
2,4, 6 Year College Degree
Internship
Apprenticeship
Certifications

Sustainable, Effective and
Engaged Workforce

Capabilities
Communication, collaboration,
leadership, adaptability

Architect
and Design

Securely

1€ Protect and
Provision

Defend

Operate and
Maintain

Design for
Security

Investigate

Collect and
Analyze

23 Diversity in education, experience, characteristics and capabilities is critical



CyberPatriot — A Global Student
Gateway for Cyber and STEM
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CyberPatriot — a Student Gateway for Cyber NORTHROP GRUMMAN
and STEM

Elementary through high school (preK-12)
— CyberPatriot Literature Series

— CyberPatriot Elementary School Cyber
Education Initiative (ESCEI)

— CyberCamps

— CyberPatriot National Youth Cyber Defense
Competition

Age appropriate interactive learning
modules

Can reach students earlier and inspire
Safe extra-curricular program interest in STEM

— Draw more students into high school programs
Need a small space,

1-2 laptops, and internet — Attract more females and diversity early

connection to participate

Low barriers for participation

Teach non-technical principles
— Cyber safety, hygiene and ethics 21
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CyberPatriot Overview

 CyberPatriot is the largest and fastest growing national youth cyber
education program designed to excite, educate, and motivate the
next generation of cyber defenders (and other STEM grads) critical to
our nation’s future security

» Created and led by the Air Force Association

* Program Objectives:
— Promote basic cybersecurity education and understanding
— Provide a fun and exciting competitive team experience
— Enhance team-based leadership, communication, and cooperation skills
— Teach defensive techniques; no offensive operations

» CyberPatriot provides students the opportunity to gain hands-on,
practical knowledge that prepares them for post-secondary education
and jobs in cybersecurity
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CyberPatriot Success

CyberPatriot Xll  Growth

All Service

Division 475 | 611 | 806 | 868 |1,007/1,281/1,589(1,717 1,851 | 1,885 | 297%

Open Division | 186 | 403 | 419 | 628 | 978 |1,638|2,217| 2,757 | 3,293 | 3,630 | 1852%

Middle School 70 | 190 | 460 | 598 | 1,110 1,243 | 1,245 |1679%

Total Teams 661 | 1,014 |1,225|1,566|2,175|3,379 4,404 | 5,584 | 6,387 | 6760 | 923%

e Northrop Grumman committed over $ 454,000 in scholarships to top
three teams in each high-school aged division since 2011

» Over 355 CyberPatriot competitors have been hired by Northrop
Grumman across the U.S. for paid internships since 2011, other
sponsors and Government agencies may also hire interns

24
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CyberPatriot Registration Growth

2010-11 2011-12 2012-13 2013-14 2014-15 2015-16 2016-17 2017-18 2018-19 2019-20
CP-llI CP-IV CP-V CP-VI CP-VII CP-VIII CP-IX CP-X CP-XI CP-XlI
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CP- Xll Competition Timeline

Registration
Opens
April 1, 2019 Exhibition
Round 1
May 15— Jun. 14

National Finals

Mar. 19-23
(Bethesda, MD)

Exhibition
Round 2
Jul. 17 — Aug. 16

Semifinals
Jan. 24-25

CYBERPATRIOT XII Training

Round

State Round SC H E D U LE Sept. 5 - Oct. 1

Dec. 6-8

(2019-2020 competition season)

Sneak

Preview
TBD

Important Deadline

Unscored Round

Round 2
Nov. 15-17

~— Practice

Competitor Registration (— Roster Round

Closes on November 1 Finalization Oct. 3-15

Nov. 1 | Round 1
Oct. 25-27

. . S dR d Registra!tion
Team Registration Closes pu— Desdling
on OCtOber l Payment Due
Nov. 15

27 © Air Force Association
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National Recognition and Endorsement

» National Association of Secondary School
Principals (NASSP) listed since 2011

— “Good Housekeeping” seal of approval

o Competitor Relationship Management System

— Enables contact with and education/career tracking
CyberPatriot alumni

— Internship/employment opportunities

— Tracking mechanism to measure our real
effectiveness in drawing students to STEM
training, education, jobs, and careers

maoveo FOR Ljg ,«: \pPROVED FOR LisT _ (gRROVED FOR Ligy
NASSP NASSP
; Dy 2018-2019 «©

N 2017-2018
%%xmmﬂw sy procaans©

2014-2015
"~-:§';~1§§_T_S_&,E>

28
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Global Expansion - CyberCenturion

CyberPatriot in United Kingdom (UK); executed by AFA

Partnership between NGUK and Cyber Security Challenge UK
(CSCUK)

The only youth-focused cyber competition within a portfolio of
sponsored competitions; highly successful and well received

National Finals held at Plexal in London in March

2,059% growth in team registration since inception in 2014

Number of Teams 22 115 350 575 475 2059%




Ext metrics



		Metric		CyberCenturion I						CyberCenturion II						CyberCenturion III						CyberCenturion IV						CyberCenturion V						CyberCenturion VI				CyberCenturion VII				CyberCenturion VIII

				Goal		Actual		%		Goal		Actual		%		Goal		Actual		%		Goal		Actual		%		Goal		Actual		%		Goal		Actual		Goal		Actual		Goal		Actual

		Total				22						115						350		est				575				600		475

		All-female		No category														63		18%				116		20%		130		75		16%

		All-male		No category														151		43%				251		44%		218		196		41%

		Mixed		No category														109		31%				163		28%		192		159		33%

		Cadet		No category														28		8%				45		8%		60		45		9%

		12-14 yrs		No age category																								150		139

		15-18 yrs		No age category																								450		314

		Number of Teams																														314

		Group 1																														102

		All girls																														13

		All boys																														35

		Mixed																														22

		Cadets																														14

		Undefined																														18

		Group 2																														180

		All girls																														25

		All boys																														75

		Mixed																														35

		Cadets																														19

		Undefined																														26

		Number of Employee Volunteer Mentors/Technical Advisors



		Playing teams 				14						55						118						178						196

		Retention %: Reg to Played				64%						48%						34%						31%						41%

























Basic metrics

										2015-2016				2016-2017				2017-2018				2018-2019				2019-2020

		Metric		CyberCenturion I				CyberCenturion II				CyberCenturion III				CyberCenturion IV				CyberCenturion V				CyberCenturion VI

				Goal		Actual		Goal		Actual		Goal		Actual		Goal		Actual		Goal		Actual		Goal		Actual

		Number of Teams				22				115				350				575				475

		Number of Coaches

		Geographic Demographics

		Number of Potential Employees Identified

		Number of Volunteer Mentors/Tech Advisors

		Scholarship dollars committed or grand prize funding







Slide metrics

		CyberCenturion		I		II		III		IV		V		Growth

		Number of Teams		22		115		350		575		475		2059%





Regional Teams

		Region		CyberCenturion I		CyberCenturion II		CyberCenturion III		CyberCenturion IV				CyberCenturion V				CyberCenturion VI

				Number Registrations		Number Registrations		Number Registrations		Number Registrations				Number Registrations				Number Registrations

		Total		22		115		350		575		%		475		%

		South West England								81		14%		64		13%

		South East England								69		12%		78		16%

		Scotland								69		12%		33		7%

		London								92		16%		58		12%

		West Midlands								69		12%		40		8%

		Northern Ireland								35		6%		35		7%

		North West England								40		7%		51		11%

		East of England								29		5%		28		6%

		North East England								23		4%		7		1%

		Wales								12		2%		3		1%

		East Midlands								23		4%		26		5%

		Yorkshire and Humberside								17		3%		36		8%

		Elsewhere								6		1%		1		0%

		Brit. Overseas								7		1%		8		2%

		Isle of Mann								1		0%		4		1%

		Blank								3		1%		3		1%






Global Expansion - CyberArabia NoRTHROP GRUMbMAN

« CyberPatriot in Kingdom of Saudi Arabia (KSA); executed by AFA

« Partnership between Northrop Grumman Middle East and King Saud
University (KSU)

» Participants from many universities across KSA

 Engage Computer Science, Information Systems and Software Engineering
students in learning cybersecurity defense tools and techniques in hands-on
workshop setting and in discussing the cyber profession

« Each day culminates in competition between campuses; awards for each
member of highest scoring teams

e 126% growth in participation since 2015

Men's Campus 69 68 -1%
Women's Campus 73 90 23%
Total Teams 70 142 158 126%




Basic metrics



		Metric		CyberArabia I				CyberArabia II				CyberArabia III				CyberArabia IV				CyberArabia V

				Goal		Actual		Goal		Actual		Goal		Actual		Goal		Actual		Goal		Actual

		Number of Teams

		Men's Campus

		Women's Campus

		Number of schools represented









Growth CAGR



				CyberArabia		I		II		III		VI		VII		VIII		IX		X		Growth		CAGR*

				Men's Campus						68												ERROR:#DIV/0!		20%

				Women's Campus						90												ERROR:#DIV/0!		47%

				Total Teams		0		0		158		0		0		0		0		0		ERROR:#DIV/0!		36%



				* Compound Annual Growth Rate











				"Growth" is simple growth rate since NG Foundation became Presenting Sponsor. Use this one for the "big splash" effect

				"CAGR" is a smoothed growth rate per year. This rate of growth would take you to the ending value, from the starting value, in the number of years given, if growth had been at the same rate every year. (In reality, growth is seldom constant.). So you could say we've experienced a CAGR of 36% since NGF became Presenting Sponsor, but that number isn't significant to folks outside the business/finance world








Competition Outcome



				CyberArabia Competition Results		I				II
(2016)				III
(2017)				IV

						Day 1		Day 2		Day 1		Day 2		Day 1		Day 2		Day 1		Day 2

				1st Place						n/a		n/a		Women		Women												CyberArabia		I		II		III		Growth		CAGR*

				2nd Place						n/a		n/a		Men		Men												Men's Campus				69		68		-1%		20%

				3rd Place						n/a		n/a		Women		Men												Women's Campus				73		90		23%		47%

				Men's campus						36		33		33		35												Total Teams		70		142		158		126%		36%

				Women's campus						34		39		49		41

				Total Teams						70		72		82		76



				CyberArabia		I		II		III		VI		VII		VIII		IX		X		Growth		CAGR*

				Men's Campus				69		68												-1%		20%

				Women's Campus				73		90												23%		47%

				Total Teams		70		142		158		0		0		0		0		0		126%		36%



				* Compound Annual Growth Rate







				"Growth" is simple growth rate since NG Foundation became Presenting Sponsor. Use this one for the "big splash" effect

				"CAGR" is a smoothed growth rate per year. This rate of growth would take you to the ending value, from the starting value, in the number of years given, if growth had been at the same rate every year. (In reality, growth is seldom constant.). So you could say we've experienced a CAGR of 36% since NGF became Presenting Sponsor, but that number isn't significant to folks outside the business/finance world















Global Expansion - CyberTaipan NoRTHROP GRUMbMAN

* CyberTaipan in Australia; executed by AFA

» Partnership between Northrop Grumman Australia and Australian
Cyber Security Growth Network (AustCyber)

» Launched with pilot competition in June 2018

— Pilot open to schools in Australian Capital Territory and Victoria
— National Finals Competition in Canberra March 2019




CyberPatriot Participant Demographics

Respondents Gender

Prefer not
to answer

2%

Female
27%

Male
71%

NORTHROP GRUMMAN

Respondents Ethnicity

Prefer not American Indian or
to answer Alaskan Native

Black or 8% — 1%

African American
i \

Hispanic
or
Latino

14%

White
52%

Asian or
Pacific
Islander

23%

Source: CyberPatriot Student Alumni Survey Report - 2018

32
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CyberPatriot Participant Demographics

 Female participation exceeds national STEM Program average
— 309 all-girl teams in CP XI
* One all-girl team at CP XI National Finals
— 244 all-girl team in CP X
« Two all-girl teams at CP XI National Finals

100.00%
24% g517% 85.27%
000% o R 1111

T743% FE.oBog
B0 i — A = 75.59% 75.75%

70.00%
60 00%
50.00%
40.00%
30.00% 19.93% 22.58% 23.02% 24.41% 25.25%

National STEM 2000% 1376% 1483% 1473% 1050% , A"
Program Average w—1 0 00

Female Participation 0.00%

CPl CP-1V CP-v CPVI  CPVII  CP-VIl  CPIX CP-X CP-XI

—t FEMiE|e  ——ldale

33 Statistics derived from CyberPatriot Program Update, May 2018
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CyberPatriot Academic Choice Impact

87.3%0 vs 44.4%0

87.3% of those CyberPatriots enrolled in high school
plan to pursue a four-year degree, compared with the
national average of 44.4%

LIEL

=ie =)ol
=) =Dq

J
i

=i =H«

75.6%20 vs 18.690

88.7% of high school CyberPatriots surveyed who plan
to pursue a 4-year or 2-year degree will do so in cyber
or STEM, compared with the national average of 14.9%

0060

34 Statistics derived from CyberPatriot Alumni Survey Report, June 2018
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CyberPatriot Career Choice Impact

CyberPatriot’s Influence
on Career Goals

How much did CyberPatriot influence the
career path of those who participated?

Wy, v
NotatAll

In what fields are CyberPatriot

23% 38%
SRMBWHEL Significantly graduates employed?
9% 28%
Non-STEI\ﬁ Cyberusec:urity WHAT'S YOUR

DREAM JOB?
28 ;';

35%
Computer
Science

35 Statistics derived from CyberPatriot Alumni Survey Report, June 2018



How Can | Bring CyberPatriot to My School? ORTTITOr SHERRE.

« School Information package

* Provides information for different perspectives
— CyberPatriot Xll Fact Sheet
— Why Hire a CyberPatriot
— CP XIll for Principals
— CP XIll for Coaches
— CP XIl for Mentors
— CP XIll for Parents
— CP XIll for Students
— Notional Career Path
— Why is CyberPatriot Important?

* Information updated annually

Timing Is iImportant to prepare for first time participation
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Getting Started: Resources Needed

 |dentify Team Coach

* Register the Coach and Pay registration fee*, which covers:

— Participant kits (shirts, certificates, etc.) for each competitor
— Licenses for Microsoft Academic Alliance Developer software package

— All direct costs, including transportation, food, and lodging for teams
qualifying for the in-person National Finals Competition

— Schools financially unable to pay the registration fee may apply for a grant
from Northrop Grumman

» Determine resource availability

— Teams will need computers, internet access, and a place to practice

* Registration fees per team: Refer to program web site for current information
37



I'm Not Technical — Can | Be a Coach? T S

* Practical Needs

— Logistics (meeting space and equipment)

\

‘id/y\?u rse f to
i < = a N &

— Internet connection to participate and research

» Student Experience Goals
— Have FUN! Foster intellectual curiosity.

— Learn to make good decisions online to avoid decisions that can exclude them from future
job opportunities

— Problem solving approaches (scientific method, root cause analysis, etc)
— Grow by doing and learning from experience — hallmark of STEM careers
— Making mistakes is OK — mistakes led to many of the worlds best discoveries

» Tips for Success

— Focus on the things you're good at — outsource for expertise where necessary
— Help students set goals - guide them; let them figure out how to reach those goals

— It's ok not to have all of the answers — work as a team to fill knowledge gaps
— Google and YouTube are great resources

Anyone who can lead a team can be a coach!
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Additional Resources
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For More Information

AFA's CyberPatriot website

— www.uscyberpatriot.org
— Direct contact at info@uscyberpatriot.org

* Northrop Grumman’s CyberPatriot site
- http:/lwww.northropgrumman.com/CorporateResponsibility/Pages/CyberPatriot.aspx
— Direct contact at cyberpatriot@naoc.com

» CyberPatriot School Information Package

* Available for download at
www.horthropgrumman.com/CorporateResponsibility/Pages/CyberPatriot.aspx using link
Additional Resources in right column

» CyberPatriot Video
—  https://lwww.youtube.com/watch?v=sesaiofAEWA
— Search “CyberPatriot X” on YouTube

» Cyber workforce and education

— National Initiative for Cybersecurity Education (NICE) Framework
https://www.nist.goV/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-
workforce-framework

— National Initiative for Cybersecurity Careers and Studies (NICCS) https://niccs.us-
cert.gov/

40


http://www.uscyberpatriot.org/
mailto:info@uscyberpatriot.org
http://www.northropgrumman.com/CorporateResponsibility/Pages/CyberPatriot.aspx
mailto:cyberpatriot@ngc.com
http://www.northropgrumman.com/CorporateResponsibility/Pages/CyberPatriot.aspx
http://www.northropgrumman.com/CorporateResponsibility/Documents/CyberPatriot-OverviewPacket.zip
https://www.youtube.com/watch?v=sesaiofAEWA
https://www.nist.gov/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-workforce-framework
https://niccs.us-cert.gov/

CyberPatriot Publication: CyberSentinel NorTITOF eREEAN

* Began publication January 2012

» Pushed monthly to 15,000+ readers
— Coaches, mentors, participants, public

» 4-8 pages

» CyberPatriot news items
« Competitor achievements
* Cyber education

» Cyber career news

Sign up for a free email subscription by sending a request to info@uscyberpatriot.org
41
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Cyber Education Literature Series

 Introduce the cybersecurity concepts early in age-appropriate
language with eye-catching artwork

» Creates a positive, exciting view
of cybersecurity

« Companion Activity Book and
game sheets available

* lllustrates the important role a girl
can play in cyber

» Consider a copy for the school
library

A school cyber education program has been teaching Sarah all about cyber safety and how to
protect a computer from intruders. Can Sarah use her new cyber skills to shut down the

dreaded virus?
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AFA’s Elementary School Cyber
Education Initiative (ESCEI)

Purpose:

— Educate on ubiquity of cyber systems
— Introduce concept cyber security
— Teach cyber safety basics

Originally launched July 31,2015

— Mac usable

— Available on “App Stores”

— Voice over text for all modules
— Saving capabilities

— Encourages multiple plays

Avalilable at no charge to academia

V2.0 launched July 2016; enhancements:

NORTHROP GRUMMAN
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AFA’s Elementary School Cyber Education

Initiative (ESCEI) Learning Modules

Key Topics: Personal Information
Grade levels: K-2

Security Showdown 2

BlAkn al =

Lovery| Sl et

Key Topics: Phishing, Malware, Firewalls ' ~Lf
Grade levels: 3-6 I=-4Np=

Lewel G Matwme

Key Topics: Malware, Defenses, Passwords
Grade levels: 3-6

NORTHROP GRUMMAN

Security Showdown 2

+ Strangers are asking about you, but is it safe to
share with them? Leamn the basics of sharing
personal information with family, friends, and
strangers in this simple point-and-click game. Will
you share your information correctly and win the
security showdown certificate? Featuring charming
vaxel graphics, simple game mechanics, and
voice-overs in both English and Spanish, this
game is highly accessible and great for young
players.

JeffOS

+ Join Jeff, your helpful sidekick, as he guides you
through his operating system and covers
everything from basic computer skills to dealing
with complex issues like phishing and malware.
JeffOS delivers actionable advice for safer
computing in the real world and breaks down
advanced topics into digestible pieces, all while
providing players with fun, interesting interaction.
Players will walk away from JeffOS with a more
developed set of computer skills and a grasp on
the importance of cybersecunty in their everyday
lives.

Packet Protector

+ Build a computer network to mine for
cryptocurrency and use this money to expand and
secure your networkl Watch how your decisions
affect the security and effectiveness of a network
in this educational simulation. Along the way, you
will learn about some basic networking
components, malware, and security software, and
discover some of the ways you can protect your
network from cyber threats.
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 QOver 7,800 ESCEI kits delivered since 2015 - 75,000 students reached
e 1,450 kits delivered in 2018

e 10+ countries

o All 50 states

 Some schools have integrated ESCEI into their technology curriculum
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 Curriculum was designed to instruct novice students to learn about cyber
ethics, online safety, and the fundamental principles of cybersecurity

* AFA CyberCamp Curriculum Kit:

— Five four-hour instruction modules

— Instructor’s guides

— Student workbooks

— Demonstration and competition software

o 20-hour Curriculum
— Completed over five days (Monday through Friday)

— Fifth day serving as a “mini-CyberPatriot” competition day

* AFA CyberCamp Kit Costs:

— Please visit the AFA CyberPatriot website for standard and advance camp pricing
— Digital copies of curriculum materials
— 2 demo images and 2 competition images

— Hard copy instructor guides and student workbooks as well as other materials available as
additional purchase
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AFA CyberCamps OO SRR

2018 Standard AFA CyberCamps Search

Google

Session Q SessonA @ SessionB Q) SessionC Q) SessionD @ SessionE @

Gualemala

Google Msp data 2018 Google, INEGI | 1000 km Lo | Terms of Use

Session 9 Session 1: June 18-22 9 Session 2: June 25-29 9 Session 3: July 23-27 9 Session 4: July 30-August 3

« Seven sessions offered early June to early August

* Over 180 camps (6,500 students) conducted around U.S. in 2018
e 18% increase from 2017

« Standard and Advanced curricula offered



THE VALUE OF PERFOBRMANCE.

NORTHROP GRUMMAN
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