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About this Presentation

= Who is iKeepSafe & what we do

* |mportance of understanding data privacy in education
= Collaboration to develop data privacy training

= What is EduPaths?

= What is covered in the data privacy training

= How to access

= Use cases in Ml and beyond

= What you can do to help
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iKeepSafe Mission

The iKeepSafe mission is to provide a safe digital landscape for
children, schools, and families by supporting the protection of student
privacy, while advancing learning in a digital culture. To support this
mission, we provide data privacy certifications to technology
companies, educational resources to schools, and information to the
community., and information to the community.
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iKeepSafe Privacy Certifications

FERPA Certified

COPPA Safe Harbor

California Student Privacy
Certified

ATLIS Certified

Schools can be comfortable allowing their
students to use systems with this certification,
knowing that a trusted third party has reviewed
the vendors’ privacy and security policies, with
a specific focus on the needs of Independent
schools. IT Directors can speed the adoption
and use of such systems, without requiring the
time and expense of conducting an intensive
internal review of the product’s policies.
Parents can also be assured that we are using
only those vendors who have been proven to
protect the data privacy of their children.

Bill Freitas, CETL, MIE, CISSP,
Chief Technology Officer of Charlotte Latin School



Privacy Overview for K12 Teachers & Administrators
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http://www.youtube.com/watch?v=pQ6DJluq_t4

Data Privacy in Education o
An iKeepSafe Educator Training Course |

= jKeepSafe introduced Data Privacy
in Education: An iKeepSafe Training
Course PDF version at NICE K12

= The Michigan Department of
Education was in attendance

= MDE got an ideal - What if we
connected iKeepSafe + EduPaths

= Collaboration between all groups to
take current resources and develop

free online modules
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Binge Watch

Your favorite PD!

EduPOIThS
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Canvas LMS + user focused catalog layered on

Professional Development N A TS top
for Educators =t

e Asynchronous: courses are NOT Facilitated!
T D g o Reflection: Quizzes, Discussion Boards, and
varying levels of interactivity

e Completion: enroll, START and STOP when
it's convenient for you

eeeeeeeeee

Featured Courses

I Juraths
Y
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@ 1 Welcome to Your Course!

Click on one of the options below to get started, or view our Course Navigation Video e to

o | I =JDM For Personalized Learning

Courses
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EduPaths Usage
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Completed Courses: 57363 (+1826 from November)
SCECHs awarded: 23159 (+296 from November)
Registered Users: 17600 (+361 from November)
Published Courses: 316 (+4 from November)
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Data Privacy in Education - iKeepSafe + EduPaths Courses

= Four (4) FREE online modules
= 30 minutes each
= Training for ALL educational roles

= teachers
iKeepSafe Data Pri i iKeepSafe Data Pri i iKeepSafe Data Pri i P H
" Education Course #1: " Education Course #2: | Education Gourse #5: Data = administration
Introduction to Data Privacy in Reviewing EdTech Products for Privacy for Educational Leaders
Education Data Privacy u S u p p O I t S ta ff

® o ® o ® 0 = Content contained
= within the EduPaths Canvas LMS
= helps keep the user measure
progress and focused
= Course #4
= Facilitating Educator Data
Privacy Training

iKeepSafe Data Privacy in
Education Course #4:
Facilitating Educator Data
Privacy Training

—— %e .,
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Who Should Take the Training Course?
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What is covered in the Training Course?

COURSE OBJECTIVES:

1. Communicate: balancing innovations with privacy and security

2. Explain: importance of teaching all students and staff about student
data privacy and security.

3. Describe: why everything and everyone who connects to the school
network must comply with privacy and security requirements.
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iKeepSafe Data
Privacy in

Education
Course #1:
Introduction to
Data Privacy in
Education

Course 1 Learning Objectives:

» Communicate the importance of balancing technology
and learning goals with privacy and security
responsibilities.

* Identify three key competencies necessary to promote
digital privacy and safety for students.

* Explain the basics of educators’ legal requirements
with respect to data privacy.
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safe Data Privacy in Education C
ing EdTech Products for Data P

iKeepSafe Data
" Privacy in /

Education
Course #2:
Reviewing
EdTech Products
for.Data Privacy

Course 2 Learning Objectives:
» [dentify the key elements needed in a privacy assessment
for technology in education.

» |dentify the necessary digital safety elements for tech
products in education.

* |dentify some of the necessary security elements for tech
products in schools.

» Explain what should be included in a vendor contract and
the outcomes if a contract does not contain all needed
information.
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acy in Education Course #3:

cational Leaders

iKeepSafe Data
A Prlvacy In

‘ ‘Education
v Course #3: Data
vacy 1{o]§

Course 3 Learning Objectives:

Communicate the importance of balancing technology
and learning goals with privacy and security
responsibilities.

Clarify the difference between data privacy and
security.

Contextualize your role as a school board member or
administrator in protecting student data.

Identify the key areas that will help guide your school
into privacy awareness and compliance.
16



ivacy in Education Course #4:

or Data Privacy Training

eepSafe Data
Privacy in

" Education
Course #4:
Facilitating
Educator. Data
Privacy Training

Course 4 Learning Objectives:
= Communicate the importance of balancing
innovations in learning with privacy and security
responsibilities.

* Explain the importance of teaching all students and
staff about student data privacy and security.

= Describe why everything and everyone who connects
to the school network must comply with privacy and
security requirements.

17



Course “Quick look inside...”

Lesson 2

Content contained within the EduPaths
How to be a Data Privacy Hero Ca n Va S L M S

Because digital learning is so valuable, it's important to balance learning goals with privacy and security responsibilities. But what

do educators need to know? There are many facets to teaching, and all of the pieces must come together for you to reach your ‘ h e | p S ke e p t h e u S e r m e a S u re

goals. You want to help your students to be successful and nurture their love of learning. You use new tools to personalize learning

and build on their individual interests. You are their hero. To be confident your students are safe when digital tools are used at p r O g r e s S
school, there are three main concepts you need to understand and apply: know where student data goes, understand what can be

shared, and have clear communication around student privacy.

Watch tl.ﬂsvideo.forasummary of the key competencies you'll need to develop, including information about key laws governing . fo C u S e d - | i m it th e n u m b e r Of
external links...goal is to bring
content within the LMS

How to be a Data Privacy Hero | KniowWhere Student DataGoes ~ What Can Be Shared  Clear Communication

Video Transcript &

Click on the next tab at the top to continue.
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Stay on track

Check for understanding e Prereuies: iroucion (Complete Ailtems) @ | +
® each lesson provides check for P — i
“ View i :
understanding
3 e Lesson 1 Quick Check T @®
‘ d l t H - - 4pts | Score at least 4.0 L ‘
eéna oj course rejiection
= iKeepSafe Data Privacy in Education Course #1: Introduction to Data Privacy in Education> Quizzes > Lesq | [@Eaid=c 0 0 0 0
i v Lesson 2 Prerequisites: Lesson 1 Complete All Items o +
ko Lesson 1 Quick Check
dul 22
Hodules Due No due date Points 4 Questions 4 Time Limit None G| \I;:‘s:)on A [l: O :
Allowed Attempts Unlimited
. i Lesson 2 Quick Check = .
InStrUCtlons = - 4pts | Scoreatleast 4.0 !l—— ° ‘

Answer the following questions after completing this lesson.

View Progress

® learning is organized in Modules/Lessons

® Additional content is available only after
completing prerequisites _®e
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How to access the Training Courses

iKeepSafe.org/resources Data Privacy in Education — An
iKeepSafe Educator Training Course Click thro ugh to
SR — EduPaths & Get
o FREE D:m?“iﬁoi Data Privacy in : Sta rtEd!

Course
Z K12 Educator Training Course
Assessment

Z FREE Webingf for Educators:
Intro to the iHeepSafe Data
Privacy in Egucation Training
Course

Z Data Privacy in Education -
iKeepSafe Educator Training
Course
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How can Professional Development Credit be earned?

Michigan: Each Course provides 0.5 State
Continuing Education Clock Hours (SCECHs) -
EduPaths users in Ml can apply for SCECHs for
FREE!

Utah: The Training Course provides 3 hours of tah State
Continuing Education Credits (CEU’s) - Check {E

3 ““‘. U
Board of
with Utah Board of Education’s MIDAS system ducation /
for details

Other States: Check with your District and/or
State’s Department of Education M | DAS

EDUCATION
¢11 iKeepSafe




Who has Tak

the Course?
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Action - We need YOUR help?

EduPaths +
iKeepSafe

Take two (2) minutes right now, think of
someone (anyone) who could benefit from
these free resources AND...

Send the slide deck,
Smore flier, and/or
web site

iKeepSafe

. m~_a_

https://www.smore.com/f2c03
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https://www.smore.com/f2c03-edupaths-ikeepsafe

Q:«A

PLEASE USE THE CHAT AREA
TO ASK A QUESTION.




Felicia Rateliff - felicia@ikeepsafe.org

Anthony Buza - abuza@geneseeisd.org

DISCLAIMER: MATERIAL IN THIS PRESENTATION IS NOT INTENDED
TO CONSTITUTE A LEGAL OPINION °
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