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znjp@calpoly> can we fix
what’s wrong with
computer security 
education
in an alternate  
reality?



  cyber>



> cyber



taulbee 
survey



computer 
science



>  curriculum



  established habits &  
  limited runway; 
>  security is no longer an 
  elective

  self-selected student body; 
>
>



00008054 <_start>:
    8054:       e28f6001   add     r6, pc, #1
    8058:       e12fff16   bx      r6
    805c:       1b24       subs    r4, r4, r4
    805e:       1c22       adds    r2, r4, #0
    8060:       21ff       movs    r1, #255        ; 0xff
    8062:       31ff       adds    r1, #255        ; 0xff
    8064:       31ff       adds    r1, #255        ; 0xff
    8066:       31ff       adds    r1, #255        ; 0xff
    8068:       3105       adds    r1, #5
    806a:       4678       mov     r0, pc
    806c:       302a       adds    r0, #42 ; 0x2a
    806e:       2705       movs    r7, #5
    8070:       df01       svc     1
    8072:       2214       movs    r2, #20
    8074:       4679       mov     r1, pc
    8076:       310c       adds    r1, #12
    8078:       2704       movs    r7, #4
    807a:       df01       svc     1
    807c:       1b24       subs    r4, r4, r4
    807e:       1c20       adds    r0, r4, #0

  security  
  can be hard; 
> perceptions & 
realities

>







…can they be more?



yes



authentic 
context 

counterfactual 
thinking

maintain 
engagement

social & 
collaborative 

yes



Enter Access Code:

1 2 3

4 5 6

7 8 9

0



Password:_________________

ACCESS DENIED

Debug Mode: SHA1 Hash Mismatch

4e1243bd22c66e76c2ba9eddc1f91394e57f9f83 != 
2d1b30542e3bcc8467096e4407e1276d026e4169

Submit



import hashlib

f = open("/usr/share/dict/words")

for guess in f.readlines():

digest = hashlib.sha1(guess).hexdigest()
if digest == "2d1b30542e3bcc8467096e4407e1276d026e4169":

print "Found it!", guess

loops

conditionals & 
types

objects & 
methods

file I/O
 modularity







efficacy



“wouldn’t be as fun 
without the game”

“hacking doesn’t 
mean being amoral”

“opens an entirely  
new world”

“I want to stay  
in the major”

“I have a power that can 
lead to the greater good”

efficacy



Variable Pre-Course Survey  
(Likert Scale)

Post-Course Survey 
(Likert Scale)

Confidence in Learning 3.64 4.41



behaviors

physical 
security

caution &  
curiosity

thoughtful 
apathy





the shadowConcern 







shadowCasters





challenges

terminology student needs

educator needs assessment



(a call to action)
 call   400556 <action(you*)>



...thank you>

@znjp

znjp.com

tabletopsecurity.com




