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Congress of the United States
Warhington, B.E.

January 29, 2003

The Honorable George J. Tenet
Director of Central Intelligence
Washington, DC 20505

Dear Director Tanat:

As you know, the final report of the Joint inquiry into the events of September 11
has been submitted to the Inteiligence Community for declasstfication review. We look

forward to early release of the public report so that efforts at reforms can be
accslerated.

Having been privileged to lead this bipartisan, bicameral investigation tast year,
we are committed to working in the curent Congress to help secure implementation of
its recommendations. In furtherance of that goal, we are writing to the President and
heads of departments and agencles about portions of the Joint Inquiry's
recommendations that may be of particular concem to them.

Our first recommendation calls for establishment of a Director of National
Intelligence, or DNI, who in addition to being the President’s princlpal intslligence
adviser “shall hava the full range of management, budgetary and personnel
responsibiliies needed to make the U.S. Intelligence Community operate as a coherent
whole." To help promote both strong leadership of the entire Intelligence Community
leadership and an effective CIA, the Joint Inquiry also recommended that Congress
provide that the DNI not simultaneously serve as director of the CIA or any other
agency. In considering this recommendation, the Congrass will certainly, wa believe,
benefit from leaming of your.visws about the strengthening of the role of head of the
Intelligence Community.

A number of the recommendations thal follow address proposed tasks of the
Director of Naticnal Intslligence, but as that reform will require study and deliberation,
for the immediate future those further recommendations are direcied to the Director of
Central Intelligence as the present statutory head of the intelligence Community.

The Joint Inquiry found that prior to September 11 neither the U.S. Govemment
88 a whole nor the Intelligence Community had a compraehensive counterterrorist
strategy. One of our recommendations calls on the National Security Cauncil, In
conjunction with key agency and department heads, to prepare such a strategy for the
Preskient's approval. The recommendation states that the strategy should be
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"government wide,” apply both home and abroad,” and include “the growing terrotism
threat posed by the proliferation of weapons of mass destruction and asscciated
technologies.” The recommendation asks that this strategy identify and fully engage the
Intelligence as well as foreign policy, economic, military and law enforcement elements
that are “critical to a comprehensive blueprint for success in the war against terrorism.”
The Director of Central intelligence's full participation in this overall process will be
essential, as will the DCi's development of the Intelligence Community component of
the full strategy. The Joint Inquiry recommended that the Intelligence Community's
component of the overall strategy include a number of important items, among them
development of human sources to penetrate terrorist organizations and networks.

To provide ta the Congress and Executive Branch policymakers intelligence
eslimates on terrorism, the Joint Inquiry has recommended establishment on the
National Intelligence Council of the positian of National Intelligence Officar for
Temorism. The recommendation suggests that the person holding this position also
assist the Intelligence Community in developing a program for strategic analysis.

Another recommendation addresses the need for Congress and the
Administration to ensure development within the Department of Homeland Security of
an effective all-source terrorism information fusion center, as mandated by the
Homeland Security Act of 2002. The success of that fuslon center will depend, as the
recommendation states, on the center's “full and timely access to all counterterrorism-
related intelligence information, including ‘raw’ supporting data as needed.” Your action
to ensure full cooperation between the entire Inteliigence Community {including, of
course, the CIA) and the Department of Homeland Security will be fundamental to the
success of this vital reform. We applaud the President’s anncuncement of the
establishment of a new Terrorist Threat Integration Center, which we understand will be
located under the Director of Central Intelligence. The important challenge, we believe,
is to assure the full and harmonious implementation of both the information fusion
requirement of the Homeland Security Act and the center that the President announced.

The recommendations include a list of significant reforms thal the Intelligence
Committees beliave are essential for strengthening the FBIl's domestic intelligence
capability. In regard to these critically needed reforms, the Joint inquiry has
recommended that Congress should direct that the head of the Intefligence Community,
together with the Attorney General and the Secretary of Homeland Security, should
report to Congrass on the FBI's prograss. The report should include "the specific
manner in which a new domestic Intelligence service could be estabfished in the United
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States, recognizing the need to enhance national security while fully protecting civil
liberties.”

The Committees expressed their strong conviction that “the Intelligence
Community’s employees remain its greatest resource.” They recommend that the head
of the Intelligence Community “should require that measures be Impiemented to greatly
enhance the recruitment and development of a workforce with the intelligence skills and
expertise needed for success in counterterrorist efforts.” Several particular actions are
set forth in the recommendation. One is that Inteiligence Gommunity agencies should
expand and Improve counterterrorism training, induding about information sharing
among law enforcement and intelligence personnel, the use of the Foreign Intefligence
Surveillance Act, and watchlisting. The recommendation includes steps lo improve
Inteiligence Community language capabilities and the utllization of the skills and
experience of retired personnel. It calls on the Intelligence Community to “enhance
recruitment of a more ethnically and culturally diverse workforce.”

A further personne! recommendation proposes, in part, that Congress enact
legislation, modeled on the landmark Goldwater-Nichols Department of Defense
Reorganization Act of 1986, to help instill the concept of “jointness” throughout the
Intelligence Community and ensure that its components will work more clasely together
than has been the case. The mechanisms identified in the recommendation include
such things as joint tours for intelligence and law enforcement personnel as well as
incentives for joint service throughout the intelligence Community. In develaping these
ideas, Congress would benefit from the Administration’s detailed proposals.

The Joint Inquiry identified severa! important objectives conceming classified
information, including expanding access by federal agencies outside the Intelligence
Community, by state and local authorities, and by the American public. To this end, we
recommended that the Direclor of Central Intelligence, in consultation with the heads of
key components of the Intelligence Community, including the Attorney General, should
report to the Intelligence Committees on “proposals for a new and more realistic
approach 1o the processes and structures that have governed the designation of
sensitive and classifled information.* The report should also address “proposals to

protect against the use of the classification process as a shield to protect agency seli-
interest.”

The Congress and the Nation as a whole will be grateful for your attention and
response to these and other matters identified in the course of the Joint Inguiry.
Further, we are confident that the Congress will benefit from other recommendations
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that you might have for legislative or administrative action to improve the Nation's

counterterrorist capabilities.

T

Bob Graham
Chairman, Senate Intelligence
Committee, 107" Congress

m S ‘49&77
Richard Shelby

Vice Chairman, Senate Inteftigence
Committes, 107" Congress

Enclosure: As stated

Stncerew' %A
Porter G

Chairman, House Intelligence
Committee, 107™ and 108"
Congresses

Nancy Pelosi

Ranking Minority Member, House

Intelligence Committee, 107" Congress

and Member ex officio (as Minority
Leader), 108™ Congress
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In approximately 1998, the FBI became aware of millions of dollars in wire transfers
fram the Somali community in San Diego to Al Barakazt Trading Company und other businesses
affiliated with Usama Bin Ladin. At the time, the funding appeared to be originating from the
local Somali community in the forr of donations to vatious Somali non-profits. Ilowever, the
FBI now belicves that the some of the funding actually originated from Saudi Arabia and that
both the Ibn Tamiyah Mosque in Los Angeles and the Islamc Center of San Dicgo were
involved in laundering the money.

According to the former FBI agent in Sau Dicgo whio was involved in this iuvestigation,
this scheme may 2llow the Saudi Government to provide al-Qa’ida with funding through covert
or indirect means. In his October 9, 2002 testimony the forter agent commented on the possible

money lanndering:

My guess Saudi-it's connected somehow with the Saudis. And knowing that probably

70-80 percent of the population of Saudi Arabia support Usama Bia Ladin, it might be an

indication.

There are also indications of Saudi governmental supporn for terrorist activity through
charitable organizations. The Saudi-based Umm al-Qura Islamic Chanitable Foundation (UQ) is
an Isiamic non-govermnmental organization linked to terrorist support activities. According to a
May 2002 Defense Intelligence Terrorism Summary, the UQ’s activities in support of terrorism
include: suspicious money transfers, dacument forgery, providing jobs to wanted terrorist
suspects, and financing travel for youths 1o attend jihad training. The Defense communication
notes that since September 2001, UQ couriers have transported over $330,000 in cash, most of
which they received from Saud: Emnbassies in the Far East. In January 2002, UQ administrator
Yassir FI-Sayid Mohammed traveled to Thailand to pick up appreximately $200,000 from the
Saudi Embassy in Bangkok. In early November 2001, the personal assistant to the UQ
edministrator traveled to Kuala Lumpur for a meeting at the Saudi Arabian Embassy. He
returned with tens of thousands of doltars, according to the Department of Defense.

CIA, Treasury, and FBI officials have all expressed their concern about the al-Haramain

Foundation’s ties to both the Saudi Government and terrorist activity. According to the FBI's
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point of view, the Saudis have been useless and obstructionist for years. In this agent's opinion,

the Saudis will only act when it is in their self-interest.

When a high-level - officer was asked how the Scptember 1! attacks might have been
prevented, he cited greater Saudi cooperation, pointing to an example from the summer of 2001,
whean the U.S. Government requested Saudi assistance, with po success. In May 2001, the U.S.
Government became aware that an individual in Saudi Arabia was in contuct witk Abu Zubaida
and was most likely aware of an upcoming al-Qa'ida operation. The U.S. Governmen: pressured
tac Ssudi Govemnment to locate him. The Saudis informed tho U.S. Government thot they
required additional information to do so. The U.S Government agency that had originally
leerned of this individual's knowlcdge refused to provide the Saudis with additional information
because it would ruveal sources and methods. The National Security Council also tried to
pressure the Saudis, but the Saudis would not cooperate without the additionnl information.

According 10 some FBI personnel, this type of response is typical from the Saudis. For
example, one FBI agent described ane investigation after September 11 in which he provided the
Saudi Government with capies of the subjects’ Saudi passports. The Saudi Government
maintained that they had no record of the subjects.

According to the former Chiefof Alec Station, the unit in the DCI's Countertcrronst
Center cstablished in 1996 to focus specifically on Usama Bin Ladic, it was clear from abowt
1996 that the Saudi Government would not cooperate with the United States on matters relating
1o Usama Bin Ladin. There is a May 1996 memo from the DCI's Counterterrorist Ceater [}
[l stating that the Saudis had stopped providing background information or other assistance on
Bin Leadin because Bin Ladin had *'too much information about official Saudi dealings with
Islamic extremusts in the 1980s for Riyadh to deliver him into U.S. hands.” In a Juae 1997
memo to the DCL, Alec Station reemphasized the lack of Saudi cooperation and stated that there
was liltle prospect of future cooperation regarding Bin Ladin. The former Chief of Alec Station
thought that the U.S. Goverament's hope of eventually obtzining Saudi cooperatier: was
unrealistic because Saudi assistance to the U.S. Govermment on this matier was contrary to Saudi

national intercsts.
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[N =sicd on this issue on October 9,

On the issue of al-Qa'ida and Saudi intelligence, that gocs back to our efforts to interact
with the Saudi to get them 1o help us or investigaticg al-Qa'ida. .. for thc most part it was
a very troubled relationship where the Saudis were not providing us guickly or very
vigorously with response to it. Sometimes they did, inany times they didn’t. It was just
very slaw in coming.

Both FBI and CIA pcrsonnel cited an individual named Madani al-Tayyib as a specific
case in which the Saudis were uncooperative. The CIA and the FBI bad been pressuring the
Saudis for years for permission to talk to al-Tayyib. According 1o the former head of ALEC
Station, ai-Tayyib managed all of Bin Ladin's finances when Bin Ladin was in Sudan, and any
expegse over $1,000 had to be approved by al-Tayvib. Al-Tayyib maved to London in 1996 to
work with Khalid al-Fawwagz, another important al-Qa’ida figurc who has since been arrested. In
the summer of 1996, al-Tayyab retumed 1o Saudi Arabia. The Saudis continuously refused the
EDT's and the ClA's requests to talk ‘o al-Tayyib, stating, in the words of an FBI agent, that al-
Tayyib was *“just a poor man who lost his leg. He doesn’t know anything.”

The former chief of Alec Siation also cited the example of Mohammed Jamial Khalifa.
Khalifa is Bin Ladin's brother-in-law and an important figure in al-Qa'ida. The U.S.
Govemnment arrested Khalifa in the United States in 1994, Khalifa had been sentonced to death
in absentia by the Jordanian Government for his role in a bombing in Jordan. As a result, the
U.S. agreed to extradite him to Jordan. The Jordanians then retimed him to Saudi Arabia. In the
opinion of the C1A officer, the Saudis "*bought off" the Jordanians for the return of Khalifa.
According to the CIA officer, whea Khalife subsequently armved in Saudi Arabia, be was met by
at least one important government official. Khalifa naw works for a Riyadh-baserd NGO and
travels and operates frecly.

The General Counsel of the U.S. Treasury Department testified at the July 23, 2002
hearing about the lack of Saudi cooperation with the U.S.:
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