
ITS Carolinas 2018 Annual Meeting

Cybersecurity: Going Beyond Protection



Security breaches are inevitable�

Being a headline is not ®
Mandiant – A FireEye™ Company



Tough questions after attack�

Could you have done 

more to prevent this 

attack?

Will I lose my job?

Is the public safe?

What was the impact on 

operations?
How will this impact funding 

for future projects?

Will there be fines and 

litigation?

Could this happen 

again?



� The New Norm - Managing Cyber Threats

� Protecting Critical Infrastructure

� NIST Cybersecurity Framework (CSF)

� CSF Core Functions
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WannaCry ransomware 

attack affects more than 

200,000 computers in 150 

countries.



“The data breach is one of the 

worst ever, by its reach and by 

the kind of information exposed 

to the public.”



2017 Annual Threat Report
� Key Findings From 2016: Cyber Criminal Advances



2017 Annual Threat Report

Key Findings From 2016: Cyber Criminal Advances







Intruders gained hands-on 

access to power grid 

operations9 they could have 

induced blackouts at will.



Why security will become even more 

challenging�



Source: www.opinno.com

Smart Cities





Lines Between IT / OT BLURRED



2016 Dell Security – Annual Threat Report

Breaches in 2015 succeeded not because the 

victims lacked security altogether, but because 

thieves found and exploited a small hole in their 

security program.



Last Published Date: December 30, 2016

16 sectors vital to US 

security, economic security 

& national health and 

safety
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NIST Cybersecurity Framework

� Voluntary, risk-based approach for managing cybersecurity risks for 
critical infrastructure

� References industry standards and best practices to help organizations 
manage cybersecurity risks

� Addresses broad security needs of all critical sectors but is not a one-
size-fits-all approach.  Sector-specific guidance needed to address 
unique needs of each sector

� More info: www.nist.gov/cyberframework
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NIST FRAMEWORK

Tiers Core Profiles



Implementation Tiers

• Framework Implementation Tiers (“Tiers”) provide context on 
how an organization views cybersecurity risk and the 
processes in place to manage that risk.

• Progression to higher Tiers is encouraged when such a change 
would reduce cybersecurity risk and be cost effective.

• Tier 1: Partial

• Tier 2: Risk Informed

• Tier 3: Repeatable

• Tier 4: Adaptive



Profiles

�Alignment of Core functions with the business 
requirements, risk tolerance, and resources of the 
organization

�Useful in establishing a roadmap to move from “current” 
profile to “target” profile

�Does not prescribe Profile templates 



CORE

IDENTIFY

PROTECT

DETECTRESPOND

RECOVER

Framework Core



Framework Core



FUNCTION

• IDENTIFY (ID)

CATEGORY

• ASSET 
MANAGEMENT 

(ID.AM)

SUBCATEGORY

• Physical 
devices and 

systems 
inventoried 
(ID.AM-1)

INFORMATIVE 
REFERENCES

• ISA 62443-2-1 
2009:  4.2.3.4

Linking function to 

Informative References





CSF Informative References



• Managing cyber risks is now the norm.

• Protecting critical infrastructure, including transportation 
systems is essential to our country’s economic and national 
security.

• The NIST Cybersecurity Framework provides guidance and 
informative references for a comprehensive security plan.
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Answers for the tough questions�

Could you have done 

more to prevent this 

attack?

Just 2 years till 
retirement!

Because we have a comprehensive security 

plan we were able to detect the cyber 

activity early and implement 

countermeasures quickly to mitigate the 

event.  As a result the impact on public 

safety and our operations were minimized.



Easy questions for me?
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Request white paper: “Cyber White Paper” in Subject
Line

Cybersecurity: Going Beyond Protection to Boost
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