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Cyber Program

National Ranking

Ranked No. 1 in the nation

for Cybersecurity Program
in 2013

- 2016 ranked as one
of the top two
graduate cybersecurity
programs
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CENTER FOR INFRASTRUCTURE
ASSURANCE AND SECURITY
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Established in 2001

The Center for Infrastructure
Assurance and Security (CIAS) is
developing the world's foremost
center for multidisciplinary
education and development of
operational capabilities in the areas
of infrastructure assurance and
cybersecurity.

Vision - to become the leader in
the advancement of state and
community cybersecurity
capabilities and collaboration.

NATIONAL
COLLEGIATE
CYBER
DEFENSE
COMPETITION
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The CIAS is engaged in several areas:

« Cyber Competitions
= CyberPatriot; 2009 (middle & high school)
- National Collegiate Cyber Defense Competition; 2005 (collegiate)
- Panoply; 2009 (professional)
- Cybersecurity Training
= Professional Certifications
« Custom Built Courses
- Educational Cybersecurity Game Development

- Developed Games for the AFA/CyberPatriot Elementary School
Cyber Education Initiative (ESCEI); 2015-2016

= Cyber Threat Defender Program: 2016 card game, 2018 PC game

X UTSA
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Repetition for Retention
- All CIAS games are designed around this concept

- Games need to be fun
- Need a game with replay value
- The more a student plays, the greater the ability to learn

& UTSA
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CTD PrOg ram - Y Defender

« Cyber Threat Defender:
the collectible card game

- Released in early 2016 hatis Cyber Threat Defender?
5 collectible card game
- Objective is to teach basic et et

cybersecurity principles

- Cyber Threat Defender - PC

= Released in summer 2018

- Obijective is to reach students
beyond the classroom




Cyber Threat Defender Goals

- Playable by various target audiences
- Grade 6 and up (11+ years, but 8-10 years old playing now)
= No technical experience needed

- Engaging — Players want to continue to play

= Functional in a STEM classroom environment
- Low cost, low tech method of teaching a high-tech subject
- Adds a social interaction between students
« Quick games: 10 to 20 minutes each

- Extending Game Play
= Increase difficulty and complexity with booster packs

- Game becomes customized for students interests and knowledge
base

X UTSA
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Student learning outcomes
- Stresses DEFENSE vs “Hacking / Attacks”

- Basic Network Structure

- Cyber Relationships between cyber-attacks and
defensive counter measures

- Cyber Attacks such as Hacks, Phishing, DOS, Malware,
and Data Breaches

- Cyber Threats / Actors

- Cyber Defenses such as Hardware, Policies and Training
- Real World challenges to maintaining a protected network
- Cybersecurity Facts and Historical Information

& UTSA
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Card Name N _AIT) ___TOWNNaa, Point Value
Attend Security Conference E

Card Type

Card
| You attend one of the largest 1A Descri ption

cybersecurity conferences in the world.
While there, you meet insightful security
professionals, learn about some of the
latest technologies, and gather some
useful free resources.

Card EffeCt Draw three cards and then discard this
Instructions
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- Create a network of Assets to gain points

- Build Defenses to prevent undesirable =venis and malicious
Attacks against your Assets

Event
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[Asset - Wireless System Defense - Encryption

[Attack - Phishing

A typical laptop computer that can be
! | used to connect to the Internet via a
Wireless Router.

The failure of critical computer and
network equipment causes your
opponent to lose the use of an asset.

You activate encryption on your wireless
device. This scrambles the signal so that
attackers can't listen to your wireless
traffic.

Your opponent's company was targeted
by a special phishing attack known as
Spear Phishing. They received emails
created specifically to look more
convincing to fool them into revealing
sensitive information.

You must have a Wireless Router in play
before playing this card. You receive 1
point each round this card is in play.

Select an Asset - System card that an
opponent has in play. Both the target card | g

Select a Wireless Router that you have in
and this card are discarded.

play and attach this card to it. That

sity of Texas.at,Sah/Antonic

CIAS
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Wireless Router is now encrypted. While
encrypted, it cannot be the target of
Wireless Sniffing cards. Remove from play
any Wireless Sniffing cards that affect the
encrypted Wireless Router.

© 2019 The University of Texas at San Antonio — All Rights Reserved

Select an opponent. That opponent loses
2 points per round for 3 rounds. Remove
this card from play after 3 rounds.

Tsity of Texas,abSanfANtonio
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Wireless Router is vulnerable to Wireless Sniffing
- Not vulnerable if you use Encryption on Wireless Router

1110010 01100101 01010000 01110010 01100101 011101
1110100 01111001 01000001 01110111 01100101 0111001
1101111 01101101 011007 2-700110 01101111 0111100
1100101 0111001101 110010 01100101 0101000
1110010 0110010101 110100 01111001 0100000
1110111 01100101 01 77111 01101101 0110010§
1000110 0110111101 ~« . .01110011 0100000}
1110010 01100101 010. ” “?Jlﬂ 01100101 0111010§
1110100 01111001 0100000 20111 01100101 0111001
1101111 01101101 01100101 0.000110 01101111 0111100
[§1100101 01110011 01000001 01110010 01100101 0101000
1110010 01100101 01110100 01110100 01111001 010000

] Asset - Wireless Network [Defense - Encryption [Attack - Information Gathering

This wireless router allows laptop You activate encryption on your wireless An attacker has been listening to the
computers and other wireless systems to device. This scrambles the signal so that wireless transmissions of your opponent.
be connected to the Internet through an attackers can't listen to your wireless The attacker has collected critical files and
Internet Service Provider (ISP). traffic. login data and can now access your

opponent's systems.

|| Select a Wireless Router that you have in |
put any Laptop Computers into play. This play and attach this card to it. That Select an Wireless Router card that your
card allows you to put an unlimited Wireless Router is now encrypted. While |§ opponent has in play. Your opponent
number of Laptop Computers into play. encrypted, it cannot be the target of loses 2 points each round for 2 rounds.
Wireless Sniffing cards. Remove from play Remove this card from play after 2

any Wireless Sniffing cards that affect the rounds.

encrypted Wireless Router.
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Using Cards as a Teaching Tool

- Use individual cards to introduce cyber strategies, such
as Encryption, and how that correlates to ciphers and
encryption keys. Then introduce Project Cipher.

11
1001141
01110010 @2:100
1110100 01

Defense

You activate encryption on your wireless
M | device. This scrambles the signal so that
attackers can't listen to your wireless |
traffic.

This card remains in play and is not
discarded. It will prevent or counter the
Wireless Sniffing attack. It can only be
played if you have a wireless router card
in play.
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Extending The Game’s Value

Booster Packs
- Focus on particular themes / concepts of cybersecurity
- Additional informational / educational material

N/ AT [N\
[IT Security Engineer @

[Asset - Personnel

IT Security Engineers provide a specialized
| engineering approach to cyber security,
often involved in systems maintenance
and performing security checks.

You gain one point at the end of the
round for each Attack in your opponent's
discard pile, to a max of 3 points. Discard

@l | this card at the end of the round. Cyber Thl’eat DEfEF‘IdEI’

Cyber Personnel Booster Pack
Contains 12 Playable cards

¥ ©.7018 THe University of Texds.at.SaARLINIC
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ety Extending The Game’s Value

Booster Packs as a Teaching Tool

- Students investigate one job from Personnel Booster
Pack, then share with class and one cool fact

« Students customize CTD Starter Deck with Booster Pack,
with a max number of cards

N/ AT Lo NN,

01010000101001- 411
1001101091000/ nel=
0101001001 - 100

(Asset - Personnel

A Chief Information Security Officer (CISO)
is responsible for planning, coordinating,
and directing all computer, network, and
data security needs of their employer.

When played, each Personnel card that
you have in play, excluding Attack -
Personnel, generate one point at the end
of the round while this card is in play.
Discard this card after 2 rounds. Only one
of this card can be in play at a time that
you control.

_©.2016 The' Univelrsity of Téxas,at,SanAntonio_~.
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[Defense - Personnel

Penetration testers are authorized
personnel tasked with breaking into and
finding vulnerabilities in computers and
network before outside intruders can
cause harm.

Search your deck for a Defense card that
removes an Attack your opponent has in
play. Put the Defense card in your hand
then shuffle your deck. Discard this card
after shuffling.

_,©,2016 THe Univelrsity of Texas,at.San Antonic
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(Attack - Personnel

Your opponent has been targeted with a
coordinated campaign from a nefarious
group who is opposed to their political
views.,

Select an opponent, they must discard 1
card from the top of their deck. While in
play, your opponent loses 2 points per
round. After 2 rounds discard this card.

_,©.2016 The Univelsity of Téxas,at,San’ARtonic
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Booster Packs as a Teaching Tool

- Students create own cards that can be incorporated into

the game

wWCIAS

Cyber Threat Defender (CTD)
Custom Card Challenge

Your Task

Your task will be to build a total of four new CTD cards. You will design a new: asset, defense,
attack, and event card that does not currently exist in the game. You want to make sure that you
den't build a card that is too “overpowered” but that it is also werthwhile in the game.

For each of the three cards you need to find/make the following:

Card Name

Card Type (ex. "Asset - Server”)

Shert technical description of the card

A short description of how it impacts the game.

You can check out the official “card list" for a high-res phota of all the card, and a chance for you
0 even use Google Drawings to design you own. If you don't use Google Drawings you should
get creative as to how you 'design’ your card

Building Your Cards
Build yaur custom cards below

Type your Defence Card here, or paste Type your Event Card here, or pastein
in the photo the photo
Reflection

Inthe game, why were you not safe even if you had gvery single defense card in play?
What could your opponent do? Consider how this is true of real life security.

Type your Asset Card here, or paste in Type your Attack Card here, or paste in
the photo the photo

[Type your response here]

Should we use this card game as a learning tool next year with students? Why or why
not? What did you personally think of the game?

[Type your response here]

© 2019 The University of Texas at San Antonio — All Rights Reserved



The CTD Program exists through individual and
organizational sponsorships

- Sponsor the production and shipment of card decks
- Enables schools / teachers to receive the decks for free

LOCKHEED MA nn% ijmantecm

GENERAL DYNAMICS (a
Mission Systems rackspace




“It gives students a ‘real world application’ of
concepts they are learning. It also helps
them understand just how important a good
defense is when maintaining a network.”

~ Jacob Rodriguez, cyber camp instructor

“I love the principle behind the game:
teaching future cybersecurity professionals
attack and counter-attack concepts in a
highly interactive game environment.”

~ Nicky DeBolt, CyberPatriot coach, high
school technology department chair



35 States
= 400+ Schools
= 50,000 decks distributed

10 Countries

- USA, Canada, Mexico, United Kingdom, Japan,
Hong Kong, Estonia, Sweden, France and Germany

Universities, Colleges, Middle & High Schools,
Cyber Clubs and Various Organizations
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Space Limited to
64 Spots

Players 9+ years old
$5 Registration ($54 Value)
Family Activities Too!
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Ny iren | 38 il The Center for
i Infrastructure
Assurance and
Security

. .

Winner was a 12-year-old
who went undefeated
throughout the tournament!

c !
T?tl! Security

............

All three winners were middle
grade students!

Threatp
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« Released June 4th, 2018
- Free Download on CyberThreatDefender.com
= 4,000+ downloads to date

A hacker has spoofed your opponents login data

) [ar‘ld is stealing their critical data! \

#DEFENDYOURNETWORK ON YouRr PC

» LU\ E’JX ¢ |




- Game format is the same as the physical card game

- Allows students/players to continue playing (...and
learning) outside the classroom.

NCCDC.org

= TEAMWORK
TIME MGMT
7 INFOSEC SKILLS

Player contracted with an Internet Service Provider
(ISP) to connect their systems to the Internet.

C r Threat
a lCards Played: 3| ‘" End Turn

Network Security

Teamwork
Timed Competition
CyberPanoply.com @ 19 % 18 "“

N
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Deck Building in CTD - PC

- Players can gain cyber-bytes (currency) to purchase new
cards and updates via watching sponsor videos and
playing the game.
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=)@\, Cyber Threat Defender - PC

- Great companion piece to the physical card game.
- Players play against various Al difficulty levels.

« Future plans call for a true multi-player, ONLINE
experience where players compete against one another.

st Play Game
U 10V 1
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Cyber Threat Protector!
- Targeting 3-5 Grades
- Beta Testing Now

- Similar to Cyber Threat Defender, with simple rules
and styling

Firewall

[Defense

Block: [You activate or update the ruleset for the
Denial of Service m | firewalls that come on your Laptop and

Desktop computers. This will help block
many of the attacks used to gain
unauthorized access to your systems.

Spoofing/Hacking

Remove "Firewall Rules Not Updated" if
your opponent has one in play. Only
one of this card can be in play at a time. This card will prevent or counter the
Spoofing/Hacking attack card and
removes the Firewall Rules Not Updated
card. Players may have only 1 Firewall

Firewall defends your systems from outside connections h ;
card in play at a time.

@2020 The University of Texas at San Antonio
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Ada (Lovelace) ¢ / y Vint (Cerf)
CyBear _ Grace (Hopper) CyBear
Alan (Turing)  CyBear

CyBear

Meet the CyBear Family! (cyversecurity Mascots)
- Grades K-5: Introduced to Cyber Concepts

= Grades 6-12: Comprehend Cyber Defense Strategies
(using Cyber Threat Defender and Project Cipher)

X UTSA
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- Kids Activities
- Downloadable Games
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Cuturestoybersecuity.com | 3
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name is

1e CyBears Need Your Help!

tou unscramble the words below to help decipher what Grace CyBear
lo to keep her electronic devices safe from bad guys?

. NTUARVSII

. AILFLWRE

. ECNONPRITY

. OTPEYHON

. ASRPOWDS

. SROTAEFW UDEPTA

&
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ob! Now, Alan CyBear needs cyber sleuths like you to help him understand
| the words you just unscrambled. Use the context to find the answers!

2gging into an electronic device, you use this secret word
access to the system.

rewall b. Password c. Encryption

{ computer system that is designed to block
fized access to important information.
ti-Virus

b. Honeypot c. Firewall

decoy used to attract cyber attackers and capture them
handed” in a crime. This trap helps cybersecurity professionals
and learn more about the attacker’s activities and prevent

ler crimes.

late Software  b. Anti-Virus c. Honeypot
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= Tips for the Whole Family!
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Julina Macy
210.458.2292
Julina.Macy@utsa.edu

CyberThreatDefender.com
CultureofCybersecurity.com

Defender |

A LEADERIN '

CYBERSECURITY

Cyber Defense Competitions. Educational Game Development.
Cybersecurity Training and Exercises. Information Sharing.

o UTSA
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