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Cyber Program 
National Ranking
 Ranked No. 1 in the nation 

for Cybersecurity Program 
in 2013

 2016 ranked as one 
of the top two 
graduate cybersecurity 
programs

The University of Texas at San Antonio



 Established in 2001

 The Center for Infrastructure 
Assurance and Security (CIAS) is 
developing the world's foremost 
center for multidisciplinary 
education and development of 
operational capabilities in the areas 
of infrastructure assurance and 
cybersecurity. 

 Vision - to become the leader in 
the advancement of state and 
community cybersecurity
capabilities and collaboration. 

Center for Infrastructure Assurance & Security



© 2019 The University of Texas at San Antonio – All Rights Reserved

Focus Areas of the CIAS

The CIAS is engaged in several areas:
 Cyber Competitions

 CyberPatriot; 2009 (middle & high school)
 National Collegiate Cyber Defense Competition; 2005 (collegiate)
 Panoply; 2009 (professional)

 Cybersecurity Training
 Professional Certifications
 Custom Built Courses

 Educational Cybersecurity Game Development
 Developed Games for the AFA/CyberPatriot Elementary School 

Cyber Education Initiative (ESCEI); 2015-2016
 Cyber Threat Defender Program: 2016 card game, 2018 PC game
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Learning & Gaming

Repetition for Retention
 All CIAS games are designed around this concept
 Games need to be fun

 Need a game with replay value
 The more a student plays, the greater the ability to learn

Learning Gaming



Cyber Threat Defender Program

CTD Program
 Cyber Threat Defender:

the collectible card game
 Released in early 2016
 Objective is to teach basic 

cybersecurity principles
 Cyber Threat Defender - PC

 Released in summer 2018
 Objective is to reach students 

beyond the classroom
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CTD Program Development Goals

Cyber Threat Defender Goals
 Playable by various target audiences

 Grade 6 and up (11+ years, but 8-10 years old playing now)
 No technical experience needed
 Engaging – Players want to continue to play

 Functional in a STEM classroom environment
 Low cost, low tech method of teaching a high-tech subject
 Adds a social interaction between students
 Quick games: 10 to 20 minutes each

 Extending Game Play
 Increase difficulty and complexity with booster packs
 Game becomes customized for students interests and knowledge 

base
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Program Educational Outcomes

Student learning outcomes
 Stresses DEFENSE vs “Hacking / Attacks”
 Basic Network Structure
 Cyber Relationships between cyber-attacks and 

defensive counter measures
 Cyber Attacks such as Hacks, Phishing, DOS, Malware, 

and Data Breaches
 Cyber Threats / Actors
 Cyber Defenses such as Hardware, Policies and Training
 Real World challenges to maintaining a protected network
 Cybersecurity Facts and Historical Information



Anatomy of a Card

Card Name Point Value

Card Effect 
Instructions

Card Type Card 
Description
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Core Concept of Cyber Threat Defender

 Create a network of to gain points
 Build to prevent undesirable and malicious

against your 
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Learning Basic Concepts

Wireless Router is vulnerable to Wireless Sniffing
 Not vulnerable if you use Encryption on Wireless Router
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Learning Basic Concepts

Using Cards as a Teaching Tool
 Use individual cards to introduce cyber strategies, such 

as Encryption, and how that correlates to ciphers and 
encryption keys. Then introduce Project Cipher.
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Extending The Game’s Value

Booster Packs
 Focus on particular themes / concepts of cybersecurity
 Additional informational / educational material
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Extending The Game’s Value

Booster Packs as a Teaching Tool
 Students investigate one job from Personnel Booster 

Pack, then share with class and one cool fact
 Students customize CTD Starter Deck with Booster Pack, 

with a max number of cards 
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Extending The Game’s Value

Booster Packs as a Teaching Tool
 Students create own cards that can be incorporated into 

the game



Sponsor Support

The CTD Program exists through individual and 
organizational sponsorships

 Sponsor the production and shipment of card decks
 Enables schools / teachers to receive the decks for free



Teachers / Instructors Feedback

“It gives students a ‘real world application’ of 
concepts they are learning. It also helps 
them understand just how important a good 
defense is when maintaining a network.”  

~ Jacob Rodriguez, cyber camp instructor

“I love the principle behind the game: 
teaching future cybersecurity professionals 
attack and counter-attack concepts in a 
highly interactive game environment.”

~ Nicky DeBolt, CyberPatriot coach, high
school technology department chair



Who is Using CTD?

35 States
 400+ Schools
 50,000 decks distributed

10 Countries
 USA, Canada, Mexico, United Kingdom, Japan, 

Hong Kong, Estonia, Sweden, France and Germany

Universities, Colleges, Middle & High Schools,
Cyber Clubs and Various Organizations



City Wide Tournaments

 Space Limited to 
64 Spots

 Players 9+ years old
 $5 Registration ($54 Value)

 Family Activities Too!



City Wide Tournaments

Winner was a 12-year-old 
who went undefeated 
throughout the tournament!

All three winners were middle 
grade students!



Cyber Threat Defender - PC

 Released June 4th, 2018
 Free Download on CyberThreatDefender.com
 4,000+ downloads to date



CTD-PC Branding Opportunities

 Game format is the same as the physical card game
 Allows students/players to continue playing (…and 

learning) outside the classroom.



Deck Building in CTD - PC

 Players can gain cyber-bytes (currency) to purchase new 
cards and updates via watching sponsor videos and 
playing the game.



Cyber Threat Defender - PC

 Great companion piece to the physical card game.
 Players play against various AI difficulty levels.
 Future plans call for a true multi-player, ONLINE 

experience where players compete against one another.
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What’s Next?

Cyber Threat Protector!
 Targeting 3-5 Grades
 Beta Testing Now
 Similar to Cyber Threat Defender, with simple rules 

and styling
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What’s Next?

Meet the CyBear Family! (Cybersecurity Mascots)

 Grades K-5: Introduced to Cyber Concepts
 Grades 6-12: Comprehend Cyber Defense Strategies

(using Cyber Threat Defender and Project Cipher)

Ada (Lovelace) 
CyBear

Vint (Cerf) 
CyBearGrace (Hopper) 

CyBearAlan (Turing) 
CyBear



What’s Next?

 Kids Activities
 Downloadable Games  Tips for the Whole Family!
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Questions?

Julina Macy
210.458.2292

Julina.Macy@utsa.edu

CyberThreatDefender.com
CultureofCybersecurity.com

mailto:Julina.Macy@utsa.edu
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