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Welcome!
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• NICE Strategic Plan/Goals

• About Augusta University

• Community Partners: Alliance for Cybersecurity Education

• GA K-12 Career Pathways/NICE Cybersecurity Framework

• Remote Access to University Cyber Virtual Labs

• White Hat Agreement
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NICE Strategic Plan/Goals 
Goal #2: Nurture a Diverse Learning Community –

Strengthen education and training across the ecosystem to 

emphasize learning, measure outcomes, and diversify the 

cybersecurity workforce

- Objective 2.1: Improve education programs, co-curricular 

experiences, and training and certifications

- Objective 2.3: Inspire cybersecurity career awareness 

with students in elementary school, stimulate 

cybersecurity exploration in middle school, and enable 

cybersecurity career preparedness in high school

- Objective 2.5: Facilitate the development and 

dissemination of academic pathways for cybersecurity 

careers.

Integrating Innovative Cybersecurity Educational Approaches
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About Augusta University…

• One of four research 

universities in Georgia

• State’s only public Academic 

Health center

• Become a leader in 

cybersecurity education and 

training

• Home to Hull-McKnight 

Georgia Cyber Training and 

Innovation Center



Achieved Designation as a Center of Academic 

Excellence in Cyber Defense (CAE-CD)
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2016 - 2021

Less than 250 universities nationwide have the CAE-CD designation

The BS in Computer Science program is accredited by the 
Computing Accreditation Commission of ABET, http://www.abet.org. 

http://www.abet.org/
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Offering academic programs in Computer Science, Information 

Technology, and Cybersecurity

Undergraduate Programs

• BS in Computer Science

• BS in Information Technology (IT)

• BS in IT with a concentration in cybersecurity

• Future BS in Computer Science with a concentration in Cyber Ops

• Cyber Defender/Advanced Cyber Defender Certificate

Graduate Programs

• Master in Information Security Management

• Health Security Certificate



Augusta – Location, Location, Location

7

Columbia County School System 
Richmond County School System



The Alliance for Cybersecurity Education

http://ace.tsjackson.com/

http://ace.tsjackson.com/


Mission & Membership

Aiken Technical College

CSRA Alliance

Augusta Technical College

Augusta Metro Chamber of Commerce

Columbia County School System

Fort Gordon Richmond County School System

Augusta University

Columbia County Chamber of Commerce

• ACE founded to facilitate the creation of a community-based cybersecurity niche to 

raise the effective value of the 6-12 educational system and its integration into 

post-secondary education. 

• ACE seeks to increase area students’ capabilities, generate an employable 

cybersecurity workforce, and position the CSRA as a resource and partner to the 

NSA/Cyber COE/Ft. Gordon in cybersecurity expertise.



Deliverables
• Foster teacher/faculty-preparedness programs relative to 

cybersecurity curriculum.

• Identify and appropriate technology resources to support 

cybersecurity curriculum.

• Achieve certification for cybersecurity curriculum.

• Develop branding for the ACE consortium, including a marketing and 

communications plan.

• Identification of potential industry and education partners.

• Develop an advisory board with community partners to provide 

guidance and oversight to ensure mutual benefits in the future.













GaDOE Cybersecurity Pathway Targets



Achievements to Date
 Created Cybersecurity (Curriculum) Pathway for Georgia High Schools.

• Curriculum approved by the Georgia Board of Education in Spring 2015

• Curriculum offered Fall 2015

• Richmond County: Academy of Richmond County, Technical Career 

Magnet School, and Hephzibah High School.

• Columbia County: Lakeside, Greenbrier, and Grovetown High Schools.

 Conducted Training for HS Teachers

 Allowed Remote Access to AU Virtual Lab to enhance cybersecurity 

learning for four high schools 

• Richmond County: Academy of Richmond County, and Technical Career 

Magnet School.

• Columbia County: Greenbrier and Lakeside High Schools.



Technical Overview



Technical Overview
 Accessing Augusta University’s Cybersecurity Virtual Lab.

• Available to our supported High Schools via an HTML 5 compatible web 

browser. Such as Firefox, Google Chrome, or Safari on a Mac or PC.

• We provide 24 simultaneous connections for each of our High Schools and 

support over 300 students from both Richmond County and Columbia 

County.

• Available 24 hours a day for our teachers and during class time for 

students.

 Supporting our High School Teachers and Students.

• We provide teachers with training videos and documentation on how to utilize 

our virtual lab. This includes creating student accounts, enrolling students in 

courses, and creating lab reservations.

• Augusta University provides on-going IT support. 



NETLAB+ is a remote access solution developed 

by Network Development Group (NDG) that allows 

academic institutions to host IT equipment, virtual 

machines, and custom courseware.

• The Center for Systems Security and Information Assurance (CSSIA) uses NETLAB+ to 

facilitate hands-on cybersecurity competitions.

• The National Cyber League (NCL) utilizes NETLAB+ to support cyber competition stadiums.

NETLAB+

 NDG has over a decade of experience and partnerships with the following organizations:



Technical Overview Cont.
 VMware ESXI Cluster:

• 80 Physical CPU Cores at 2.30 GHz with Hyper-Threading support.

• 1.53 TB of Memory (RAM)

• 19.6 TB of RAID 5 local storage.

 Storage Network for VM Traffic:

• 40 TB of redundant storage configured in RAID 5 for virtual machine storage.

• Redundant 10 GbE SFP+ network switches. 

 Dedicated Internet Connection

• Completely isolated from Augusta University’s Enterprise network.

• 50 Mbps of dedicated network bandwidth. 



NISGTC Security+
 Overview:

• Students gain hands-on practice in the skills needed to secure a network.

• Aligns with CompTIA Security+ Certification.

 Content:

• 5 Virtual Machines.

• 16 Lab Exercises.



NISGTC Network+
 Overview:

• Students learn key skills to troubleshoot, 

configure, and manage a network.

• Aligns with CompTIA Network+ 

Certification.

 Content:

• 5 Virtual Machines.

• 12 Lab Exercises.



NISGTC Linux+
 Overview:

• Students gain hands-on practice in the skills needed to 

configure, manage, and troubleshoot Linux systems.

• Aligns with CompTIA Linux+ Certification (LPIC-1).

 Content:

• 4 Virtual Machines.

• 22 Lab Exercises.



NDG Ethical Hacking
 Overview:

• Students gain hands-on practice conducting a variety of ethical hacking 

techniques.

• Prepares students for a variety of IT positions, including: Cyber Security 

Analyst or Penetration Tester.

 Content:

• 5 Virtual Machines.

• 20 Lab Exercises.



NICE Cybersecurity Workforce Framework



Impact
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Major Milestones
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Dec 2013-Army Cyber Command 
Announces Move to FT Gordon

Fall 2013-AU creates 
and offers BS IT

Fall 2014-
Cyber Summit

Spring 2014-
ACE is formed

Spring 2015-GDOE approves  
cyber pathway 

Spring 2015-
AU creates Cyber Institute
Seeks NSA/DHS CAE-Cyber Defense

2015 Dr. Keel commits 
$3.5M investment

2018-
AU create new 

SCCS/GCITCFall 2016-PD for K-12 
HS teachers

2015 construction  
begins on AY Cyber Lab

2015 construction  
begins on AY Cyber Lab

Spring 2016-AU designated as a 
CAE-Cyber Defense

2017-Pilot K-12 HS
Remote access to
AU Cyber Lab



Questions?
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Hull McKnight Georgia Cyber and Innovation Training Center – July 2018
Home for the new School of Computer and Cyber Sciences 

https://vimeo.com/atomicstudios/review/238797533/de1562df59

https://na01.safelinks.protection.outlook.com/?url=https://vimeo.com/atomicstudios/review/238797533/de1562df59&data=02|01|BRMARSHALL@augusta.edu|ab895e44f8e94e5ac07e08d5170442eb|8783ac6bd05b4292b483e65f1fdfee91|0|0|636440229436063004&sdata=Vv%2BGfAcXMM32ofKphT1tb2hXrqvDoBvjXeHAzQersFg%3D&reserved=0

