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W

PROLOGUE

hen the COVID-19 virus first emerged in December of 2019, the
Chinese government sprang into action, deploying a suite of world-class
technology to keep people safe and prevent the spread of the disease.
Within weeks of the first cases, mobile smartphone applications had been
created and pushed out to protect the country’s 1.4 billion people, using
China’s superior wireless data networks integrated with publicly deployed
body-temperature sensors, facial-recognition devices, and building-security
controls. These systems were tied together using artificial intelligence
technology that made sense of the massive flood of information and enabled
authorities to impose restrictions on end users while notifying police of
lapses in citizens’ behavior.

These mobile-based controls tracked people’s locations by using the
GPS feature of their phones to aid in contact tracing and determine when
they were in close proximity to others who were at high risk of infection.
Cash payment was banned in favor of touchless (and trackable) electronic
transactions, allowing authorities to monitor health supply purchases at
drugstores or supermarkets, whether made online or in person. The
information was used to generate health scores for each person and to block
citizens from entering buildings or leaving their own homes if they scored
too low.

It was a masterful use of mobile technology to serve the public good,
though some observers were puzzled at how quickly the country was able to
pull together such a comprehensive suite of monitoring and tracking
applications. In fact, it appears that China had been forced to make public



the full capabilities of the technology-driven surveillance state that the
Chinese Communist Party (CCP) had spent the past several years putting in
place: deploying a combination of mobile technology, public sensors, and
artificial intelligence to observe and control everything its citizens said, did,
or bought, even who they met and communicated with. The result, in this
case, was an abrupt reduction in the spread of the disease. Even Wuhan, the
city at ground zero of the deadly pandemic, escaped the worst consequences
felt by the rest of the world.

Globally, a shortage of personal protective equipment exacerbated the
crisis, and medical centers around the world discovered that many of their
supplies came exclusively from Chinese factories, and they were arriving
with serious quality problems—or not at all. It appeared that China, not
interested in experiencing its own internal shortages, or simply flexing its
muscle over trade rivals, wasn’t shipping on its contracted agreements.

Yet on January 30, 2020, the World Health Organization (WHO) issued
a press release on the novel coronavirus praising “China’s commitment to
transparency and to supporting other countries.” By the time of the release,
internal emails and transcripts of meetings were already circulating at the
WHO that revealed a very different assessment. The Associated Press, in its
investigation of the WHO, found that China had delayed notifying global
health authorities of the details of the disease for weeks, hastening the
spread of the illness from Europe to North America and then to the rest of
the world.

As the initial wave of the crisis passed, global leaders started asking
questions about what took place in the first months of the pandemic: how
China shared what it knew and whether it had lied to other countries’ health
authorities. But when Australia’s prime minister announced a desire for an
inquiry, the Chinese government responded with across-the-board trade
sanctions, breaking international treaties and letting the world know not to
push it on the matter.

Seeing the belligerence from the CCP and worrying about the
vulnerability that came from using China as a single-source supplier of vital
goods, corporate and government leaders around the world began to
reconsider another critical technology that was being supplied, increasingly,
from a single Chinese vendor: the very mobile telephone network gear that
had enabled China’s rapid response to the pandemic. China’s technology



giant Huawei, the $120 billion company that had delivered so much of the
surveillance and monitoring capability used to protect the country in the
early days of the crisis, had taken a massive lead in the development and
sale of wireless equipment and was poised to dominate the world market for
the new networks being deployed for 5G mobile services. This was the
technology that would enable driverless cars, automated homes, and
connected factories—the Internet of Things. Solutions that could make a
country more productive or protect against the next pandemic.

Concerns had been raised in recent years that Huawei’s equipment
presented a security risk, as claims arose that China had used Huawei’s gear
to spy on other countries, and this new worry increased the apprehension.
As some countries expressed reservations about deploying Huawei
equipment into their networks, China threatened retaliation, warning
Germany, for example, that the future of its automotive markets in China
could be jeopardized by a German ban on Huawei. Similar warnings went
out to other countries.

At the same time, wireless service operators around the world realized
that, perhaps, they didn’t have many choices anyway. The Western
companies that had invented mobile telephony were nearly all bankrupt,
driven out by the low prices and strong technology of the Chinese giants.
For years, companies and consumers had been seduced by low prices and
shiny technology coming from a country that was now looking less like a
trading partner and more like a geopolitical rival, asserting its might
through the use of trade dependence, technology domination, and financial
muscle.

But if the world couldn’t turn to China for this critical 5G technology,
what was the alternative?



W

INTRODUCTION

orking in Beijing in the late nineties, I found myself unable to bribe
my customers.

I was selling Lucent Technologies’ wireless communications gear to
companies all over the world, including the large Chinese phone companies,
and my competitors were taking business away through their liberal use of
inducements. Cars and cash, mainly. The problem was, I didn’t work that
way, my company didn’t tolerate such behavior, and my government (unlike
many other countries’) considered bribery a crime, under the Foreign
Corrupt Practices Act. Yet there I was, trying to compete with other
companies that had no such compunctions, chasing customers all too
willing to put themselves in play.

So the buyers wouldn’t give our salespeople the time of day, and they
didn’t always seem interested in making a purchasing decision based on
product quality or price anyway. In the end, I developed a solution that shot
two vultures with one arrow, as our hosts might say: Lucent flew in
professors from Harvard Business School to teach classes in supply-chain
management to executives from the Chinese carrier community. We set up
seminars (translated into Mandarin, of course) on Western business
practices to equip a phone company with gear that would achieve their
mission. The telecom execs learned something useful, hopefully
recognizing the cost to their companies of throwing hundreds of millions of
dollars in business to whoever parked a Volvo in their driveway, and they
left our training sessions carrying a personalized achievement certificate
bearing the Harvard Business School logo. For a culture that values brand



almost as much as it reveres education, this had enormous appeal. Everyone
who attended the sessions felt good about Lucent for sponsoring the free
seminars, and we were able to deal with more educated buyers. My
company established a huge business in China, taking a lead role in the
largest telecommunications build-out in history.

At the time, North American and European telecommunications
equipment companies were so far ahead of China that we thought nothing
of educating Chinese customers, partners, and even competitors on how to
do things better. Yet, for at least some of the Chinese executives, those
business classes launched them on the road to world domination in the
telecom sector. We taught them how to cook food Western style, and now
they’re eating our lunch.

•  •  •

A few years ago, not many people had heard of Huawei (pronounced
“wahway”), at least in the United States, and little thought was given to 5G
—fifth-generation mobile telephone networks—beyond the commercials
claiming that it was “a hundred times faster than 4G.” But Huawei has
grown from a $5,000 seed investment in 1987 into a $120 billion company
—bigger than BMW, General Electric, or Boeing, and bigger than all the
other major telecom network equipment makers in the world combined,
while also surpassing Samsung and Apple as the world’s largest maker of
smartphones. Their twenty-billion-dollar-a-year research-and-development
budget is larger than most competitors’ entire revenue streams.

By 2019 it looked like China’s most successful international company
was going to be building the world’s 5G networks; they made the cheapest
equipment, and it also happened to be the best. They had dominant market
share in the industry and were the lead supplier in Europe, Asia, Africa, and
Latin America.

But suspicions had been growing in the intelligence services of the
“Five Eyes” nations—the United States, Canada, the United Kingdom,
Australia, and New Zealand—and the FBI set up a team charged with
determining what Huawei was after. They studied the company’s failed
efforts to get a foothold among the Tier 1 service providers in the US



market, with sales limited to smaller, regional, and rural cellular companies,
a far cry from the Sprint and AT&T accounts they really wanted. Even
those sales were won only by practically giving the equipment away. Why
would Huawei even bother?

The answer became clear as a pattern emerged; according to
counterintelligence agents at the FBI, the map of their rural network
deployment overlaid too closely with America’s most secure defense
facilities: Air Force Global Strike Command, United States Special
Operations Command (SOCOM), and intercontinental ballistic missile
(ICBM) bases. Far too many of them were being served by wireless
equipment provided and managed by China. Other countries around the
world also became concerned that the CCP might start using its national
equipment giant to compromise foreign networks.

And then something happened that changed the way the world viewed
China. Suddenly, in 2020, the worst pandemic since the Spanish Flu struck,
originating in Wuhan, China. In their analysis of the COVID-19 crisis,
countries began to pay closer attention to issues of Chinese government
transparency, supply-chain vulnerability, and the dangers of relying on an
authoritarian government with disturbing views on public disclosure and
personal liberty.

Just when it seemed that China had reached a point where it might be
the last man standing, controlling communications equipment for nearly all
of the world, its national champion was brought to a grinding halt by a
Western reaction it never expected. The unstoppable Huawei had its legs cut
out by a shockingly aggressive US administration. Countries around the
world began to reconsider their relationship with Huawei, surprising
political observers who had seen the United States losing the support of its
long-time allies. As one European technology leader confided to me, “We
hate Trump, but secretly we love what he’s doing about China.”

These issues shouldn’t have caused a panic about who was making the
components that go into our communications networks—Chinese
electronics are already pervasive—but there was an important difference
between earlier wireless networks and the new 5G systems that were being
rolled out. For the first time, the new generation of wireless technology was
less about better cell phone services and more about transforming the way
businesses and governments work. These new 5G networks access our



financial information, control factories, deliver medical treatment, steer
cars, and even link soldiers on the battlefield. Whoever builds these
networks may be able to observe, throttle, or even terminate what passes
over them. 5G is about a lot more than faster downloads, and the idea that a
Chinese company with a questionable history would be responsible for
delivering these services started to sound alarm bells in the halls of
businesses, lawmakers, and intelligence agencies around the globe.

When the time rolled around to deploy 5G, governments across the
world were torn by conflict. German chancellor Angela Merkel saw the first
opposition she had ever faced from her own party when she tried to green-
light Huawei to deploy 5G across Germany, as the Bundestag pushed to ban
the company. Other national leaders were pressed by their own parties to
reverse course and even rip out the billions of dollars of Huawei gear that
had been installed. And the world’s two superpowers, the United States and
China, marched to the brink of a full-fledged trade war, with the
Democratic leaders in the US engaging in rare consensus with the
Republican Trump administration over a complete ban of Chinese gear in
American telecom networks.

•  •  •

How did we get to this point?
AT&T’s Bell Laboratories invented cellular telephony in the sixties and

seventies, competing with scientists at Motorola and Nortel, who together
created one of the world’s largest industries. Yet the top-tier North
American and European manufacturers who quickly established themselves
as standard-bearers blew a seemingly insurmountable lead in wireless
communications by relocating factories to China and transferring
technology to the local partners in order to get access to its cheap labor and
its massive, growing customer market. These companies traded their future
for short-term profits without considering the dangers of passing the lead to
a country whose rulers have values that most people (Chinese citizens
included) find reprehensible.

It was people, not companies, who made the decisions to relocate those
factories to China, but they may not have been as foolish as they seem.



Western telecom executives found themselves in a trap, faced with the
choice between moving their manufacturing to low-cost locations (with the
risk of an eventual loss of control) or keeping it local and ensuring their
imminent defeat by any companies that did take advantage of cheap labor
and R&D. It’s easy to look back on the transfer of technology and
manufacturing to China and say it was a boneheaded, short-sighted mistake.
After all, there were plenty of boneheads in positions of authority at the
Western equipment makers. But in many ways, their hands were forced by
the circumstances described here.

Their mistake lay in failing to chart a “phase two” that would ensure
future advancement of their business after moving their plants and
technology to China. The Western companies had to acknowledge the risks,
take advantage of the opportunity in the short term, and build a bridge from
their boom of the nineties to twenty-first-century success. Instead, they
emerged from the telecom meltdown in 2001 to find that the bridge was out
and they were plunging into the abyss.

The rise of the Chinese telecom equipment giants like Huawei and ZTE
(the state-owned rival to Huawei run by a former general in the People’s
Liberation Army) occurred exactly as the dot-com bubble burst, and with it
the collapse of the service provider sector that comprised the customers of
telecom equipment makers. Equipment sales fell in half, and service-
provider consolidation led to a shift in power from the equipment makers to
their customers. The result was the wipeout of North American and
European equipment vendors. Once-magnificent organizations like Bell
Labs fell into the hands of foreign acquirers, who also shortly found
themselves collapsed and folded into other acquirers. How do you fit eight
hundred pounds of potatoes into a sixty-pound sack? Take Lucent,
Motorola, Nortel, and Alcatel, once worth nearly a trillion dollars between
them, and roll them into Nokia and Ericsson, together valued at less than
$60 billion in 2021.

This collapse signifies more than the loss of one industry sector.
Telecom is not just critical infrastructure; it enables and controls all other
critical infrastructures, from air travel to power grids to hospitals. Even the
military, which already relies heavily on public communications networks,
has become increasingly dependent on wireless public networks to execute
its mission. Telecom networks, by their nature, are more vulnerable than



other critical infrastructure because they allow a bad actor to cause trouble
without needing to be physically on the scene or to breach a physical
barrier. They are vulnerable to attacks from anyone, anywhere in the world,
who is clever enough to access them. And they make other critical systems
vulnerable to bad actors too.

•  •  •

The United States has lost leadership in technology areas in the past, with
steel, automobiles, televisions. In most cases, the successors, like Japan and
Korea, were based in countries that may have had very different cultures
from America’s, but they shared basic values of democracy and respect for
human rights. All shared the concepts of representative government,
beholden and accountable to the will of the people. It’s not hard to imagine
why the US wasn’t supplanted by companies in authoritarian regimes; such
systems rarely produce world-class commercial enterprises. So even as
newly emergent countries competed against the United States and each
other, it was a rivalry, not a war.

The battle for 5G brings a much different story. The Chinese
Communist Party does not design or deploy telecom equipment. But the
CCP demands that its national champions serve the national interest. With
network equipment makers, this presents a grave danger: once a telecom
system is deployed, the manufacturer is expected to remain active inside
their customer’s network, monitoring performance and managing and
updating the equipment with security patches and performance
enhancements.

Does China use this position to spy? Arguments can be made that
“everybody does it.” The United States has the best-funded spy apparatus in
the world and uses it to listen in on friend and foe alike. But the similarities
end there. Governments in democracies, imperfect as they may be, operate
under different constraints and obligations than in China, where reports of
suppression have emerged that exceed even the most dystopian fantasies of
state control. Credible reports have emerged of China rounding up its own
Muslim citizens in the far west provinces and placing them in brutal “re-
education camps.”



It’s known that Chinese citizens are under constant scrutiny while in
their home country. It’s less known that many of them are unable to escape
that scrutiny while abroad, even long after they have moved to a free
society and adopted a new country and citizenship. For example, Chinese
students studying at US universities are subject to punishment or arrest for
views expressed in their classrooms, leading some top colleges to block
student names from appearing on papers and exams.

There are those in Western intelligence communities who see China’s
handling of its own citizens as a live fire drill for how it could monitor,
observe, and control rivals in the United States and elsewhere. The Chinese
government can extend such abuses using its access to the world’s
communications networks, whether through databases believed to be
hacked by the People’s Liberation Army’s infamous Advanced Persistent
Threat unit or through eavesdropping, phishing, or socially engineered
breaches into the most secure systems.

Huawei’s role in the supply chain and the authorized access that comes
after deploying the gear means they can do damage in many more ways.
The danger doesn’t come from allowing Chinese engineers or factory
workers to touch a product during its construction. Most electronic products
already contain components made in China. That may present risks, but
they are manageable. The problem is when someone else can disrupt your
flow of parts, monitor your communications, and throttle or terminate
service on your network, whether it supports a hospital or a military
exercise.

More important than the location of the factory is the question of who
calls the shots at the equipment manufacturer. What’s the culture of the
company? Is it that of a dynamic Silicon Valley innovator? Does it have the
paternalistic gentility of a midwestern utility? Or does it encourage the
“wolf culture” that Huawei’s founder and CEO urges on his company’s
employees, which he describes as “bloodthirsty, working in packs, and
resistant to harsh environments”?

There’s an additional concern about the expansion of Huawei: that the
company’s technology is being used to project China’s influence around the
world and advance the values of the Chinese Communist Party. As Huawei
deploys crime-fighting systems to municipal governments—part of its
“Smart Cities” package of solutions—watchdog groups have raised



questions about what is happening to the vast amount of information
vacuumed up in those systems. Activists and officials in “Smart Cities”
from Kazakhstan to Ecuador have complained that information about
citizens may be redirected to servers in Shenzhen. Worse, the danger may
not lie in what Huawei is doing to its customers, but what it’s doing for
them. Strong-arm governments in Africa have been accused of sweeping up
popular opposition party leaders by relying on Huawei-based systems and
experts to track them and crack the encryption on their devices.

Huawei denies the claims, attributing them to countries defending their
own national equipment makers, explaining away allegations that they
“open back doors” in their network switches as misunderstandings over
software used in the devices. Huawei asserts their independence from the
Chinese government, citing their “private ownership,” unlike state-owned
Chinese companies. But recent research suggests the company may not be
independent from the government at all and, since 2017, China’s new
National Intelligence Law requires all companies to assist the CCP’s
intelligence apparatus.

Is China exporting its own brand of authoritarian surveillance and
control? China’s views on public participation in governance, as exhibited
by the Hong Kong crackdown of 2019–2020, raised the specter of America
relying on an authoritarian and belligerent rival to deliver crucial support
across multiple critical infrastructures.

•  •  •

The United States ratcheted up the conflict in 2019, pressing allies to
eliminate Huawei equipment from their networks and to ban the company
from bidding on future business, but in early 2020 it appeared that calls for
cooperation would fail. Then the US made an extraordinary move. Just
when the diplomatic pressure on allies seemed to falter, the Trump
administration blocked chip sales to Huawei and then blocked sales of chip
fabrication equipment to companies who made chips for Huawei. China
recognized this as a potential deathblow to a company considered essential
to the future of the country.



After the United States made these aggressive moves in July of 2020,
everything seemed to grind to a halt. The ban on chip sales to Huawei
appeared to raise the possibility that they would not only lose the ability to
sell to the West, but that they could not deliver world-class solutions to their
own captive market. It could be the end of the company. The nuclear option
had been played, with great effect but not without terrible risk. Sun Tzu
warns that an aggressor should always leave his opponent with an escape
route, lest he find himself facing a desperate enemy with nothing to lose.

Without Huawei, what alternative had the free world left itself? North
American and European telecom companies had been defeated at every turn
as the Chinese system worked on a single, coordinated front to beat the
disorganized West. China, with more than a billion people and seemingly a
thousand ministries, consistently maintained a unified presence, like the
2,008 Fou drummers assembled for the 2008 Beijing Olympics, drumming
as one. They used our freewheeling, every-man-for-himself entrepreneurial
market mindset against us effectively. For a long time, it worked.

Ironically, it may be precisely those cultural traits that present the best
solution to our current bind. The countries of Europe and the Americas have
lost the early battles for 5G, but that doesn’t mean they can’t win the
wireless war.

The remnants of the once mighty wireless telecom equipment sector
now mainly consist of Finland’s Nokia and Sweden’s Ericsson, with limited
solutions coming from vendors in Korea and Japan. While these are
competent companies with legacies of deploying advanced telecom
systems, do they have what it takes to deliver world-class 5G networks? Or
does the answer lie in developing systems that allow off-the-shelf hardware
from any company to be used in the network, systems that let any
company’s software engineers—not just those from Nokia, Ericsson, or
Huawei—write whatever software is necessary for whomever needs it?
China’s Huawei has dominated because of the benefits that come with
scale, whether in R&D or production, but perhaps the era of scale—at least
company scale—is about to pass. Is this the beginning of a technology
revolution in wireless like the internet revolution that replaced huge,
centrally developed and managed phone networks with the even larger and
vastly more flexible distributed networks of today’s internet? Could the
might of a $120 billion Chinese manufacturer be surpassed by thousands of



small, medium, and large companies working in a completely new kind of
market? The scale we need to win may come from an ecosystem of
established players and entrepreneurs that is, together, far bigger than even
the Goliath Huawei.

•  •  •

Many people have written books about China’s efforts to assert dominance
in economic, technological, military, and political spheres. They talk in
terms of marathons and stealth warfare, both of which capture essential
elements of the Chinese Confucian philosophy, with a dose of Sun Tzu’s
advice to “win without fighting.”

Wireless Wars isn’t just a book about the global struggle between China
and the rest of the world. It’s about how ordinary people—men, women,
executives, scientists, salespeople—as well as politicians and spies, made
choices, with the result being the evaporation of the world’s leading
network equipment companies and the emergence of Huawei as the lone
telecom superpower.

This book tells the stories of the people who first went to China to open
partnerships with local vendors like Huawei, taught them the basics about
making and selling the gear, and sometimes stayed long enough to turn out
the lights as the Western parent companies collapsed. It shares the personal
accounts from the scientists and executives who were tempted by cheap,
smart labor and massive markets, only to find their gains short-lived. It
describes the telecom sector’s clash of China versus the world through the
eyes of people who were there as it unfolded and paints the picture of how
we got here, what our options are, and what the consequences may be if we
get it wrong. Finally, it proposes a path forward that may enable the United
States and other free countries to reap the enormous benefits of next-
generation networks while keeping our networks secure from the hands of a
geopolitical foe.

The stakes are high. Implications and risk go far beyond mobile phones,
or even the enablement of advanced services. They are macroeconomic.
Geopolitical. Life and death. The disputes won’t be settled by the
International Telecommunication Union’s standards committee, or even the



World Trade Organization. If we don’t get this right, they may be settled by
the Pacific Fleet.



Part I

CREATING AN INDUSTRY
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1

The Study

Market potential for cellular communications appears
very limited.

—McKinsey & Company report, 1985

he need for mobile phones is not new. The first car phone dates to
around 1901, before the word “radio” existed and years before the first
Model T rolled off Henry Ford’s assembly line. Although some stories
attribute the first known use to a Swedish engineer, Lars M. Ericsson,
founder of a telephone manufacturer bearing his name, that’s not quite
correct; it was his hand-picked successor as CEO, Axel Boström, who made
the first call from a car phone.

Boström was interested in cars but struggled with the low reliability of
the early prototypes and lack of access to repair services. Finding that he
was often stranded on the side of the road and in need of a horse and
carriage to get home, he placed one of his company’s wooden crank phones
in the trunk of his steam-powered car, along with two wires and a stick.



When he found himself stranded, he would use the stick to hang the wires
over the copper phone lines, crank his phone, and connect to the nearest
exchange to complete his call. Certainly not wireless, but mobile, and a car
phone by any description.

It’s also an illustration of Boström’s ingenuity and vision, which would
push Ericsson to become an innovative leader in the creation and delivery
of communications equipment in the twentieth century. Under Lars
Ericsson’s charge in the early years, the company’s research and
development consisted of purchasing telephones from more established
manufacturers, such as AT&T Bell Laboratories, then run by Alexander
Graham Bell, and reverse engineering them, producing competent, cheaper
knockoffs that took advantage of Bell’s failure to adequately secure patents
in Sweden. When Boström became CEO, he grew the company, exploiting
lower-cost labor by moving Ericsson’s manufacturing offshore to cheaper
locations like Beeston, England. As sales slowed in his own country, he
turned to export markets, hiring aggressive overseas agents to take business
from his more expensive competitors.

Ericsson may have been the first company to use these tactics to gain
ground on better-established foreign rivals, but it wouldn’t be the last . . .

THE BIRTH OF WIRELESS

By the middle of the twentieth century, Bell’s company had grown into the
industry’s—and the world’s—undisputed technology leader. In the early
1960s, scientists at AT&T conceived of a new way to let people make calls
from their cars, far better than that clever approach of Boström. By
covering the country with towers, each connected by copper wires to the
central switching office, placed in the middle of a honeycomb-shaped cell
site and equipped with radio transceivers, they could enable people driving
in their cars to make phone calls as if they were on a wired network. Crude
versions of “radio telephones” had been around for decades, but they
employed a different approach, were difficult to use, had awful sound
quality, and could serve only a few customers in a city at a time. Now, these
technical breakthroughs promised the quality and ease of a wired call, and
even allowed the user to maintain the call as they moved from one tower’s



coverage area to the next—a “handoff,” the scientists called it—which
opened the service to support long drives as well as brief calls from the
middle of a traffic jam. The technology sprang from inward-looking
scientists, not outward-facing marketers, so no evangelist burst forth to tell
the world that “our lives have changed!” But they had.

If AT&T realized the impact this invention was going to have, they
didn’t show it. No unanticipated technical hurdles emerged to throw water
on the concept. No business-case economics appeared to make them think
this was a bad idea. It wasn’t. And yet, little effort went into
commercializing the technology over the coming decades. AT&T was a
regulated monopoly for nearly a century, earning a profit that was fixed by
the government and determined by the size of the company’s assets, not by
the brilliant inventions they could bring to the public. As a result, the
company’s efforts went into providing gold-plated service to the American
public, as defined by the company’s engineers.

Over the next two decades, the world’s most brilliant scientists, working
at Bell Labs’ headquarters in Murray Hill, New Jersey, continued to refine
and improve on their model, testing the service in a small trial run out of
Chicago. On April 3, 1973, a senior engineer at another Chicago-based
company, Motorola’s Marty Cooper, called Joel Engel, a rival at AT&T, and
told him that he was talking on his new invention, a handheld wireless
phone, courtesy of Motorola Labs. Engel may have been surprised, but
what should have served as a wake-up call for AT&T passed, and the
company went back to sleep. It was another seven years before the
company realized that they needed to make a decision about whether to
develop this potential wireless market.

Was it time to turn this magic into a commercial reality? Was this the
next big thing or just another passing fad? The company had continued to
pour millions of dollars into basic research on the electronics and had teams
working on how to arrange elements of the network—the architecture—in
order to best provide service. Now they had to decide whether to make the
investment needed to provide these mobile services to businesses and
consumers, or perhaps just manufacture handsets and network equipment
that would allow other companies to provide that service. Or maybe they
should walk away from this market altogether.



The cost to end customers of a car phone or one of Cooper’s brick-sized
handheld mobile phones would be high, and the per-minute rate for calling
might be, too, but that paled next to the cost AT&T would have to incur to
build a nationwide network, replete with cell towers dotting the cities and
highways of the country, crammed with stacks of radio transceivers,
processors, heating and cooling gear, and backup batteries. Unable to
determine the economic potential of their invention, AT&T’s senior leaders
brought in the experts.

THE STUDY

McKinsey & Company is one of the world’s most prestigious consulting
firms, widely acknowledged as the place to go when faced with a complex
business challenge. Their associates are the cream of the Ivies: bright,
hardworking, polished, and able to tackle any problem that can be answered
in a PowerPoint deck. McKinsey had long been an integral part of the
decision-making process at AT&T, advising on reorganizations and
business operations. But their analytical approach was not without its
shortcomings, and they faced a daunting challenge: It’s hard to build a
forecast without any historical data points to look back on. In 1980,
although it had been seven years since Motorola had demonstrated the first
handheld cellular phone call, it would be another three years before this
prototype became a reality and the first handset would be sold
commercially. If McKinsey’s predictive compass was off by one degree, the
forecast for twenty years out would be meaningless—or worse.

That turned out to be the case with this project, which later became
known infamously within AT&T as simply “The Study.”

This presentation came at a time when the company was debating
whether to pursue wireless services. The team of McKinsey analysts had
crunched the numbers to determine if AT&T should become a part of this
new industry. They looked at the demographics of the addressable market:
How many businessmen drove to work? What portion of them earned
enough to put a $5,000 phone in a $15,000 car? What were the forecasted
annual sales of Mercedes S-Class sedans and Cadillac Fleetwood



Broughams? How bad was traffic expected to get on the country’s urban
streets and suburban highways?

When McKinsey was ready to present its analysis, sitting at the far end
of the massive, polished conference room table, wearing his best navy suit,
pressed white shirt, and red-striped tie was a junior executive, tall, lanky,
dark-haired. Jim Brewington. Brew, as he was called, was the guy who had
been running the Chicago trial, and had just taken over the company’s
tentative exploration of cellular consumer products—mobile handsets,
mainly.

The first time he had ever heard of wireless phones was in 1976, when
he was working on something called “New Services” (AT&T was clearly an
engineering company, not a marketing firm), and among a long list of
projects were these early car phones. AT&T was providing the service more
as an experiment than as a business, and even then only to a small number
of wealthy executives. Connecting a call was a chore, and sound quality
was awful.

Over the next few years, Brew had remained involved in the fledgling
service before receiving the invitation to come to the company’s
headquarters in New York for the McKinsey presentation. He was the
closest thing the company had to a subject-matter expert, but at the time
Brew was about four or five levels too junior to be in the same room with
this crowd, let alone speak up. He was expected to sit in the back and keep
his mouth shut, which he did. It wasn’t easy.

Brew and the suite of executives watched as the McKinsey partner
placed each of the seventy-two foils, transparent plastic sheets with graphs
and bullet points, on the overhead projector—and sealed AT&T’s fate: The
future market for mobile phones would be miniscule, they said. Use of the
phones would “cap out at 0.5% penetration” of the market, even assuming
universal coverage and awareness. Brew remembers them stating that the
market wouldn’t exceed 976,000 customers by 2000.

The calculations were no doubt done accurately by the McKinsey whiz
kids. But the premise was terribly flawed. The original sin lay in defining
the market as businessmen willing to pay several dollars a minute to talk to
their offices from their car using a phone that cost thousands of dollars.
They didn’t grasp what would happen when these forty-pound suitcase-
sized devices were miniaturized to fit in the palm of your hand, and they



failed to develop an understanding of phones as a fundamental tool of
communication that would be useful for parents calling their kids, or
plumbers connecting with their dispatch offices. They didn’t seem to
consider that once a network was built, the phone company’s marginal cost
to connect each call was close to zero, and the price to consumers might
someday approach that.

Perhaps the greatest flaw was their reliance on customer surveys and
interviews to determine interest in using this transformational, as-yet-
unmarketed product. McKinsey’s research used “conjoint analysis,” a
complex and powerful analytics tool that discerns preferences and hidden
desires. According to a faded photocopy of their presentation, McKinsey
interviewed 3,178 business executives to gauge their likelihood of using a
cellular phone, and they questioned 4,533 consumers on their desires. Based
on their answers, the consultants developed a forecast for the future
acceptance of cellular phones, accurate “within a 90% band.” They were
confident in the predictive value of their surveys—far too confident,
because although people had answered McKinsey’s questions, they didn’t
know what they were talking about. As Henry Ford allegedly remarked, “If
I had asked people what they wanted, they would have said ‘faster horses.’”
People can’t give a useful opinion about their interest in a technology they
haven’t imagined, especially if it is evolving in ways that even the inventors
can’t predict.

McKinsey reported that the businesspeople and consumers surveyed felt
“beepers and payphones are sufficient for [their] needs.” The report went
further, cautioning against hopes that the service would pick up if it got
better and cheaper: “Significant incremental market growth will not result
from changes in either price or other product service attributes.” Perhaps
hardcore business executives, fighting bumper-to-bumper traffic in their
Fleetwoods, would bite? No chance: “Even high potential segments of the
population demonstrate very limited interest in cellular communications, at
any price.”

The conclusions seemed beyond question—but perhaps that was the
consequence of not knowing what to ask. While AT&T was still
investigating the potential business, Motorola, more confident in the future
of mobile telephony, had spent the ten years since their first prototype
refining and improving the technology, putting more than $100 million into



preparing an offer for the market. Shown a copy of McKinsey’s deck forty
years later, Marty Cooper has an interesting observation. “You know what
they never got?” he asks, shaking his head with a wry smile. “Wired
communications and wireless are two different businesses. Wires connect
one place to another. Wireless connects a person to another person.”

AT&T PASSES ON MOBILE PHONES

McKinsey would produce several reports for AT&T over those critical first
few years of the mobile phone industry, each piling on the pessimism and
confirming the initial results of a market that had no future. During one
presentation, a McKinsey senior partner, silk suit and salt-and-pepper
temples, looked across the boardroom table and confidently assured the
leadership of the world’s largest company, “The methodology and results of
these projections have been validated both internally and externally.” AT&T
didn’t need to bother with the car phone niche. The recommendation came
in loud and clear: “Shut it down.”

Perhaps McKinsey can be forgiven for dismissing the potential of radio
communications. It wasn’t the first time it had happened; in 1886, Heinrich
Hertz first demonstrated the existence of electromagnetic radio waves
capable of traveling through the air at the speed of light. He pronounced his
discovery “of no use whatsoever.”

As it turned out, McKinsey was also off by a bit. By 2000, there
wouldn’t be nearly a million mobile customers in the world, there would be
closer to a billion. Penetration didn’t top out at 0.5 percent; it approached
100 percent in many countries, and even exceeded that in some. And this
wasn’t just for the wealthiest countries. By 2018, more than 70 percent of
the people in sub-Saharan Africa would have their own mobile phone. In
the boom years ahead, nearly 976,000 new customers would be adding
service every business day. Penetration by 2020 exceeded the 0.5 percent
cap significantly, when the Ovum Group estimated the total number of
mobile connections surpassed 118 percent of the world population.

But most people in the AT&T conference room, on that fateful day in
1980, could not have imagined such a future. The executives gathered up
their papers and left the room with their minds returning to the work at



hand. In the back of the room, as Jim Brewington watched them leave, the
wheels started turning. This is not a business to kill, he thought. This is the
future. But he was in no position to stand up and shout, “Stop!” Addressing
the company president would be like a lieutenant interrupting a four-star
general with his opinion.

It wasn’t long before the world—and eventually AT&T—realized the
value of the market. Until the company seized its destiny, the exit from the
handset business and the services side of mobile telephony left AT&T far
behind its global competitors, just when the opportunity was greatest. This
ill-conceived decision hampered and delayed the company’s later efforts to
build the world’s biggest and best wireless equipment business, but it didn’t
stop them. However, as it became clear how wrong they were, it did derail
McKinsey’s gravy train at the world’s largest telecom company.

In the following years, Brew would rise through the ranks of the
company, eventually creating and leading their multibillion-dollar wireless
equipment operation, and he kept a copy of The Study in his office. As
McKinsey tried to regain its reputation and work its way back into AT&T’s
roster of consultants, they would periodically send a junior partner to share
his thoughts on whatever issues were facing the business. Brew would play
a little game with him. (“I know it was cruel,” he admits, “but . . .”) He
would be sitting in his chair with his back to the door as the partner
introduced himself.

“Hello, Mr. Brewington. My name is . . . McKinsey believes . . . We
think there’s a new opportunity to . . .”

Brew would pick up his copy of The Study, spin around, and slam it
down on the desk in front of them. “You see that study?” he would yell.
“That cost us twenty billion fucking dollars! What do you think about that?!
You gonna do another one of those for me?!”

His estimate of the cost wasn’t far off. The debate had been raging in
AT&T’s boardroom about whether they should bet on wireless or invest in
computers. In the aftermath of the McKinsey study, AT&T went with
computers, first developing its own, later augmenting them with
acquisitions. Meanwhile, several fledgling wireless operators had been
accumulating licenses from the Federal Communications Commission to
operate in markets across the United States, and some of the startups had
been accumulating even more debt in the process. In passing on wireless,



AT&T missed an early opportunity to snap up the struggling McCaw
Cellular, a pioneer national wireless network, for a few hundred million
dollars, rather than the $12 billion they ended up paying for it in 1994.
Instead, Brew suffered as AT&T spent nearly $8 billion to acquire NCR
Corporation (“The cash register business, for God’s sake!”), which would
be unwound and written off shortly thereafter. Between the money wasted
on computers and the lost opportunity to enter wireless cheaply, AT&T had
a $20 billion hole to climb out of just to get into the market.

No company in the world could have laid a claim to being a more
capable steward of this new service. If AT&T—the company that had
invented lasers, stereo, fiber optics, the transistor, the communications
satellite, and now cellular service—wasn’t going to lead, and even
dominate, the market for mobile equipment and services, then who in the
world would? AT&T’s Bell Labs had invented the technology, but their
scientists had invented a lot of things they were never able to monetize, like
“laser tweezers” that could pick up an individual atom. Their scientists had
even discovered the origins of the universe in the Big Bang, but never
cashed in on that either. No company played a greater role in advancing
America’s interests through technology. But, at the time, the United States,
like AT&T, let this opportunity slip through its fingers.

LIBERTY AND

BELL LABS

AT&T was more than just a technical jewel for the country. Perhaps
nothing better symbolizes the extraordinary role its Bell Labs played
in American culture than a little-known story from this time period. It
was 1985 and the centennial celebration of the Statue of Liberty was
fast approaching. President Reagan had decided to speak at the
dedication of the refurbished monument on Independence Day, but the
US National Park Service had bad news for him. The corrosion to her
surface, resulting from long-ago modifications of the torch, was worse



than expected. Large sections of copper were in bad shape, leaking
water, and even threatening the integrity of the superstructure.

It wasn’t clear if repairs could be made in time for the ceremony
that July. In searching for a solution, the Park Service turned to the
country’s leading expert on maintaining outdoor copper—the phone
company. With over 827 million miles of deployed copper running
from the sewers of New Orleans to the Pacific Northwest coast,
AT&T and its research arm, Bell Labs, knew more than anyone in the
world about what made copper corrode and how to preserve it. The
labs had an entire division filled with material scientists who did
nothing but test copper’s performance in difficult weather conditions.
Their farm in Chester, New Jersey, even had fields filled with planted
phone poles, the wood treated with different creosotes and
preservatives to determine which materials worked best and lasted
longest at keeping that copper in the air.

AT&T made John Franey, an expert from Bell Labs, available to
the Park Service to tackle the problem with the statue’s cladding.
Franey spent the better part of a year puzzling over how to repair
Lady Liberty’s robes and found that, while it wasn’t hard to patch the
corroded sections of the surface with new copper, the biggest
challenge was laying on sheets that wouldn’t look new. If the damaged
sections were patched with shiny copper, they would stand out like a
new penny against the familiar green patina of the statue.

Franey first attacked the problem like any scientist would: What
chemical process could he apply to new copper to make it resemble
the green, weathered material? He was able to develop a solution that
appeared to age the copper and create a patina that would match the
green of the statue. But he felt uneasy about his clever chemical trick.
This wasn’t just any copper. If the solution didn’t work as expected,
he couldn’t just generate a work order to roll a truck out to some
roadside phone pole. He would be responsible for making Miss
Liberty look like she was wearing a patched, shabby robe. And he
didn’t want to take the chance that the treatment would look good now
but corrode too fast, or that the patina wouldn’t last.

The answer to Franey’s problem didn’t end up coming from his
lab—at least not from inside it. Driving into his Murray Hill office



one day, Franey happened to look up at the roof of the Bell Labs
headquarters. For more than fifty years, the facility, where Dr. William
Shockley had invented the transistor and engineers had developed the
sonar systems the US Navy used to defeat Nazi subs, sat under a
massive copper-clad roof. And that copper was the same thickness and
quality as the copper used on the Statue of Liberty, faded to a green
patina that was indistinguishable from her own skin. As Franey drove
up to the parking lot, workers were prying the copper sheets up to
make repairs on the rotting wood sheathing beneath. Franey smiled—
he had found his solution.

A few weeks later, Bell Labs had stripped the copper from the roof
of its Murray Hill headquarters and loaded it into trucks to be
delivered to Liberty Island. Bell Labs had, once again, come to the
service of the United States of America, literally wrapping itself
around the Statue of Liberty and preserving the beacon to hold her
torch over the New York Harbor for the next century.

Thirty years later, bulldozers took down Building 1 at Murray
Hill, demolishing Bell Labs’ empty and idle research space—a victim
of aggressive foreign competition, market shifts, and bad management
decisions. This time, any valuable metal in the roof was sold for scrap.
At least Bell Labs’ two-million-square-foot Eero Saarinen–designed
facility in Holmdel, New Jersey, the lab that brought the world fiber
optics, had a better fate when the company downsized and vacated the
building. A relatively successful example of America’s shift to a
service economy, that facility was converted from a center of
groundbreaking telecom research and development to a mixed
residential, business, and retail complex also available for wedding
receptions.



A

2

AT&T Creates a Business

Always remember that it’s much easier to apologize
than to get permission.

—Grace Hopper, American computer scientist and
US Navy admiral

lthough AT&T exited the mobile phone business—the handsets—and
stayed out of the service provider business as well, they maintained a small
unit that made the gear that service providers placed into cell towers to
connect wireless calls to the network. The management team knew they
would need a stubborn, energetic person to run this wireless equipment
division, especially given the lack of commitment in the executive suites.

DECOY OFFICE



Shortly after the McKinsey presentation, Jim Brewington had been
transferred to Denver to serve as the western sales vice president for AT&T.
He liked living out west, which reminded him of his upbringing in Idaho.
He had led a classic farm boy’s life: Since he was fourteen years old, he had
helped out on his family farm in the mornings and evenings and worked as
a foreman on a nearby ranch during the day when he wasn’t in school. Like
all farmers, Brew learned to be resourceful, and he understood that
sometimes you just need to get the job done. Those traits would serve him
well.

In his sales role, he quickly established himself as the company’s top
seller of equipment for the fledgling cellular business. He also built a
reputation as a renegade, rarely seeking permission and ignoring convention
and company culture when they got in the way of achieving his business
objectives. “When I was made a supervisor,” Brew says, “I learned that you
could take the power—all you had to do was take it. If you want to be
successful, you gotta go do things. You can’t wait for things to happen. You
gotta just go do it.”

The cellular systems Brew was selling were cobbled together from other
product lines and were technically unimpressive. But the market was
beginning to make traction. Even with the limited investment—or perhaps
because of it—AT&T was losing $100 million a year, and the division’s
group executive, Bill Marx, decided he needed someone who could turn
things around. Marx was a good boss for Jim: no-nonsense, willing to break
the rules, and—most importantly—willing to run interference for a member
of his team who was similarly inclined and able to deliver the goods.

It was a Thursday when Marx called Denver.
“Brew, we gotta do something about this wireless business,” he said.

“I’d like you to come back here and run it.”
Brew was not eager. “You know, Bill, I got the customers liking me.

One of them even takes me to the Super Bowl. You got a lot of other
hotshot guys, why don’t you give one of them a chance?”

“Take some time and think about it,” Marx replied.
Six hours later, Marx called again. Same conversation. So Marx said,

“Brew, give it some thought. Why don’t you sleep on it?”
The next morning, Brew was just getting to his desk with a cup of

coffee when the phone rang. It was Marx, of course.



“Brew? Effective Monday, you’re being made an officer of AT&T.
You’re gonna head up wireless for Network Systems. We need someone to
straighten it out, and that someone is you. The chairman will be looking
forward to meeting you at 8 AM Monday to hear your plan. Don’t be late.”

Brew thought about his plan on the flight to New Jersey that Sunday.
One thing was clear: In a huge, bureaucratic company like AT&T, he would
not be able to turn the division around if he was constantly asking
permission to make changes. When he arrived, he sat down with Marx and
told him what he needed.

“If you really want me to make this into something,” Brew said, “I got
to pull it all together as a unit. I can’t do this unless Bell Labs reports to me,
the factory reports to me, product management reports to me.” This was
heresy at the company, especially the idea that Bell Labs might allow its
scientists to report to a business unit head. It just wasn’t done that way.

Marx didn’t hesitate.
“Done,” he said. “But you are going to have to talk to Ian Ross.” Ross

was the president of Bell Labs. “They’re going to swallow when they hear
this.”

Brew worked his changes through the bureaucracy and reorganized all
the components into a single unit that reported to him and over which he
had complete control. Next, he overhauled the factory, turning its
Columbus, Ohio, facility into a world-class manufacturing plant.

The headquarters for this new division would be in Whippany, New
Jersey, a temporary location hastily built during World War II to house
military research for the War Department. There, Bell Labs scientists had
conducted work on projects like inventing guidance systems for the
supersonic Nike missiles and developing towed-array sonar used to track
Soviet submarines. The building had already outlived its expected life, and
the floors and thin walls rattled as people walked through the halls, but the
ample space allowed the wireless unit to work under one roof.

It was a far cry from the plush suites at the executive offices in
Morristown, New Jersey, where Brew’s office was located. As a newly
appointed officer of the company, he was entitled to the perks that came
with the job, and this location was one of them. But that building was huge,
and there was half a mile of hallways between his office and his boss’s
suite. So Brew had an idea. He outfitted his “official” office, maintaining



the appearance of an occupied workspace, and rigged his desk phone to
forward calls to Whippany. There, he secretly set up his real office, where
he could get his hands dirty building the wireless product line.

In a matter of months, he had the operation humming, free from the
interference of corporate bureaucrats and absolved of the need to pass each
decision through half a dozen business unit presidents.

And then, one morning, he got a call.
“Brew, Bill Marx. I need to talk to you about something. Can you come

down to my office?”
“Sure,” Brew replied. He calculated how long it would take to get down

to his car, drive to HQ, and find his way to Marx’s office. “Give me about
half an hour—I’m just cleaning up some work I’m buried under.”

“Really?” said Marx. “Well, I’m standing in your office right now and
your desk looks remarkably free of any kind of work, as well as any
executive.”

The gig was up, and Brew had to let his boss know what he had been
doing. Fortunately, Marx understood his desire to focus on the product
teams, not sit through administrative meetings. And Brew was making
progress, which is what mattered. Marx let him know he would have his
back.

It was becoming clear, especially in overseas markets like Hong Kong
and Europe, that this mobile thing was no niche. Growth was explosive, and
people were using the mobile phones in ways that were never anticipated.
While AT&T had nearly missed the boat on mobile service provision, it
looked like their wireless division might yet become a player on the
equipment side.
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Retaking the Lead

Creating the future is more challenging than playing
catch up, in that you have to create your own road

map.
—Gary Hamel, American consultant

y 1996 AT&T had a new problem. Their Communications Services
division was selling wired and wireless connectivity to companies and
consumers, and their Network Systems division was selling the equipment
that AT&T and its competitors used to deliver those same services. It
became clear that AT&T’s equipment group would have a tough time
selling equipment to competing service providers as long as AT&T’s
services division was in the same business. As a result, AT&T split itself
into several independent companies, including a service provider that kept
the AT&T name, and a set of equipment makers, one of which was renamed
Lucent Technologies. Lucent retained AT&T’s network equipment



products, including the fledgling wireless business that was run by Jim
Brewington, and took with it most of Bell Labs.

While AT&T, now focused entirely on communications services, was
able to leapfrog competitors in the wireless services business with the
belated acquisition of McCaw Cellular, Lucent didn’t have it as easy. This
new operation sold network equipment, which went into cell towers and
operating centers, to carriers like Verizon and former parent AT&T. Lucent
had missed years of development work around cellular services and
couldn’t simply acquire the needed technology from another company;
there were no start-ups or small equipment makers to snap up.

Lucent had to do something to grab the attention of their wireless
customers, something to show off their latest technology. One idea was to
introduce a new version of mobile telephony that had technical advantages
over both the GSM (Global System for Mobile Communications) standard
being deployed around the world and the multiple standards being deployed
in the US. But catching up with the European vendors wouldn’t be easy.

CHASING EUROPE

Europe mandated the GSM standard by law—no other mobile technology
platforms could be deployed on the continent—and as a result GSM
enjoyed great economies of scale there and throughout the world. GSM
used a technique called “time division” to cram more calls into the available
radio spectrum, which created some quality problems but allowed the use of
inexpensive processors. Along with the scale economies, this made for a
very cheap handset and cell site. But cost was just one reason why mobile
phones took off so quickly in Europe.

When cellular services were first introduced around the world, they
were appreciated as a convenience for consumers in the United States. But
they were a godsend for people in Europe, where it might take a month or
longer to get a wired line installed at your home or workplace. Europeans
signed up for mobile phones as an alternative to lousy, expensive, unreliable
wired service, hard-to-use pay phones, or no service at all. As a result,
wireless took off much faster in Europe than in America, and the quality of
coverage quickly outstripped that in the United States.



This fed the coffers of the European equipment makers, transforming
Alcatel, Nokia, and Ericsson, as well as some sleepy European “national
favorites” like the UK’s Marconi and Germany’s Siemens, into serious
technology leaders. These companies began to build up an outsized
presence around the world, where wireless took off even faster in less
developed places with worse wired services, and the Europeans even gained
a foothold in the United States. For Americans, it was hard to imagine
anyone outside their borders providing telecom equipment and services
better than their own companies, but when it came to deploying wireless
services, Europe left the rest of the world in the dust. By 2002, when Italy
was passing 100 percent teledensity—the number of phones per person in a
country—for mobile services, the US was barely at 50 percent. It was no
wonder that, for most of the networks in the world, the European standard
was embraced and deployed.

This ascendance of European telecom vendors didn’t sit well with Jim
Brewington and his band of developers in Lucent’s Product Realization
team. It was bad enough to see local, well-regarded competitors like
Motorola and Nortel growing their business with the US carriers at Lucent’s
expense, but watching America’s regional Bell companies turn to Nordic
countries—Finland and Sweden?—for their high-tech solutions was too
much for this Idaho boy. Brew had a plan to put his company back into the
game.

SWEATING ON THE TARMAC

A famous photograph shows Marty Cooper making the first handheld
cellular call to his rival at Bell Labs on April 3, 1973. The phone in his
hand was a prototype DynaTAC, and news coverage of this breakthrough
was extensive, as excitement grew about the transformative technology. But
it took more than ten years before Gordon Gekko would lug around the first
commercial version of that phone, dubbed the “brick,” in the 1987 movie
Wall Street. This was a sign of how promises would outstrip reality in that
sector, right up through 5G.

Few market segments have been as overhyped as the mobile
communications market. People want to believe that they can put a device



in their pocket that will transform their lives, and suppliers are all too happy
to overstate, exaggerate, and outright misrepresent the services that are
available or just around the corner.

Keenly aware of this aspect of the industry, Brew made a decision to
jump ahead of the European competitors by hyping his own wireless
technology.

Qualcomm, a California-based chip company, had invented a new
standard called CDMA (code-division multiple access), which used “code
division” to pack the calls in. While it delivered superior quality and
capacity, it did so by requiring more advanced processors, which cost more
to build. It wasn’t tried and true like the GSM standard, but it provided an
opportunity for Lucent to leverage a leading American chip maker, along
with innovation at Bell Labs, to bring a better solution to market—better
clarity, more capacity, and (best of all) the chance to grow margins by
charging more for a superior solution.

Nothing makes a technologist more nervous than a live product demo.
But for Brew’s team it was practically the only option. “We knew we were
behind,” says Dave Poticny, Brew’s head of engineering. “We had lined up
Verizon as a first customer, but we were wary of any missteps under so
much scrutiny.” They needed to get some good press and show off their
breakthrough. So as Lucent readied its first CDMA product, Poticny briefed
Brew on his plan.

“Brew, we have to demo this, not just to the public but to the media, the
analysts, everybody who influences opinion.”

Brew thought about it. After all, this was a new product launching into a
rapidly growing, cutthroat market.

“We need to be careful,” Brewington said. “Look at Motorola’s demo in
Hong Kong—it was a disaster. We have one chance to get this right!”

Poticny agreed and came up with the idea of holding a big press
conference where he would present each of the reporters with a shiny new
cell phone—the latest Motorola StarTAC flip phone—which they could test
on Lucent’s new network as they learned about the company’s plans for the
technology. But first, Poticny needed to find the right place to set up the test
network. Every country in the world had its own rules on who can use what
part of the radio spectrum—you can’t just turn on your base stations in
another country to try them out unless you can find a local carrier with a



license for the spectrum to cooperate—and that left few options. His team
got busy scouting locations, keeping in mind the top criteria that an industry
reporter would seek in covering the launch of a breakthrough technology
solution: nice beaches and a world-class bar. Preferably with a golf course.
The team eventually landed on Puerto Rico.

Poticny explains, “We built two sites at the furthest east end of the
island, covering the grounds of the Conquistador hotel. And we had two
sites in San Juan, covering the airport and a tourist part of the city, where
the reporters would get to visit a famous castle.” His team knew that
coverage would be fine in these locations. But the thirty-mile bus ride
between the hotel and the city?

“That was a problem,” Poticny says. “We didn’t have coverage along
the highway that would take them to the city—we just didn’t have time to
build it out.” That meant that, during the bus ride, the phones would stop
working. Poticny pictured the bus pulling out from the resort and watching
the smiles fading from the reporters’ faces as the cell tower’s signal faded.
Can you hear me now?!

No, that couldn’t happen. Poticny needed to make absolutely sure the
reporters would not turn their phones on between locations. Not an easy
challenge, given the cool phones they would be playing with. But Poticny
had an idea.

On the day of the product demo, the reporters were delighted to be
presented with the new toys. As expected, the tech experts marveled at the
ease of calling and the sound quality as they dialed their girlfriends,
husbands, colleagues to show off. Then it came time to make the trip to the
city. Poticny guided the group to a side door off the hotel lobby and looked
out to the parking lot.

There was no bus.
But there was a sleek executive helicopter.
“Let’s go,” Poticny said. Smiles all around, not least of all on Poticny’s

face.
The group filtered out into the heat and climbed aboard the helicopter.

And then, Poticny lied to them. He told them something that was
unsupported by any empirical evidence, undefendable by any of the
thousands of researchers working in Bell Labs’ wireless facilities. But it
was a lie that would be repeated millions of times more in the coming years,



to the annoyance of road warriors and business travelers the world over:
“Please turn off your phones before we take off. It’s not safe to operate
them while in the air.”

The group of professional skeptics and tech experts looked up at him in
surprise and concern. Suddenly these cool new toys felt important and
dangerous in their hands. They meekly turned them off and closed their
phones, careful to avoid causing an air catastrophe.

The rest of the weekend went perfectly. With a bit of scrambling,
Lucent had launched its efforts to catch up with the mobile industry Bell
Labs had invented. The gambit—and the CDMA bet—paid off.

“Once we got the lead, we never let go,” Brew recalls.
At least, not until the wheels came off the whole company.
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Losing the Plot

You can have a certain arrogance, and I think that’s
fine, but what you should never lose is the respect for

others.
—Steffi Graf, German tennis player

hile Brewington was getting Lucent’s wireless equipment business
rolling, his former parent company was starting to staff some of its own
growth businesses. AT&T chairman Bob Allen needed someone to take
over a small group and help him figure out if a new market—the internet—
was worth getting into. So in 1996, Allen brought back Dan Hesse, an
executive who had been running AT&T’s equipment business, labs, and
factories in Europe, the Middle East, and Africa (EMEA). Hesse was
considered a rising star in the company. A graduate of Notre Dame, Cornell,
and MIT, he possessed what USA Today described as “Jimmy Stewart–like
earnestness.” He was six-foot-five, with an avuncular demeanor that would
later grace Sprint’s TV commercials when he ran that company. But Hesse



was no kindly caretaker—he was intensely competitive and determined to
grow the company’s new businesses quickly.

GETTING LAZY

Following his time on the special project (AT&T grudgingly decided this
internet thing might be real), Hesse was made CEO of another nascent but
rapidly growing business, AT&T Wireless Services. After a career that had
him selling telecom gear to the European carriers and leading a successful
pitch to win a massive Saudi contract, he now found himself a customer of
the equipment he used to make. The AT&T Wireless unit he took over
didn’t use equipment from the former AT&T Network Systems, now
operating as Lucent Technologies. Lucent had been spun off from AT&T, so
Hesse had the freedom to buy network gear and handsets from any of
Lucent’s competitors, including US-based players like Motorola or Nortel,
or those in Europe, like Nokia, Alcatel, or Ericsson. (No companies from
Asia had yet made the consideration list, even as second-tier suppliers.)
Before Hesse took over, the unit was an “Ericsson shop” because of the
legacy equipment contracts that came with McCaw Cellular.

Hesse was not surprised at founder Craig McCaw’s choices. In his eyes,
Ericsson had emerged as the global leader, with Nokia close behind. He was
not impressed when he considered the options of bringing business back to
the US vendors. While the European companies used GSM, US equipment
makers had mostly settled on a variation called TDMA (time-division
multiple access), which was just different enough from GSM to lock out
competition from European equipment makers. CDMA, while impressive,
was just getting started with Verizon and Sprint, and was considered a risky
option.

After the North American vendors had trailblazed the analog 1G
systems, “2G/GSM network gear was a new frontier,” Hesse says, “and the
US vendors had lost leadership to the European vendors. The American
vendors were competing using proprietary standards like TDMA, which
was a tweaked GSM, and CDMA as a way to set themselves apart, not
necessarily as superior offers.”



He found the US vendors were also falling well behind the rest of the
world in the handset market. Motorola, which had created the first mobile
handset and then stormed the market with their world-conquering StarTAC
flip phone, was coasting on past successes but failing to recognize that the
market was moving quickly to digital phones with multiband radios that
could work on different systems. Hesse learned this the hard way when he
spoke to Motorola’s product heads and requested a multiband StarTAC that
would support a planned new offering from AT&T.

“My customers don’t need a digital device,” Motorola’s product lead
told him.

Hesse couldn’t believe this response from Motorola and recalls his
shock: “The arrogance was striking. What do you mean, your customers?
Those are my customers! If I decide not to carry your phones anymore, your
sales go to zero!”

That year, 1998, Hesse launched a new calling plan—the Digital One
Rate—that changed the way mobile phones were used by eliminating
charges for roaming and long distance. This was a game changer at the
time: customers could now use their phone wherever they traveled in the
country and not worry about the high roaming and long-distance charges
that were typical. But for it to work, users needed multimode phones that
could switch between the traditional, analog networks and the new digital
ones. The old StarTAC couldn’t do this.

Motorola’s sales to AT&T customers dropped off a cliff.
Motorola CEO Chris Galvin jumped on the company jet to see Hesse.

Galvin met Hesse in his Kirkland, Washington, office and said, “Dan, my
guys screwed up. They didn’t listen to you. Can you let us back in?”

Hesse pulled out his new Nokia 6160 and waved it at Galvin. “As soon
as you can make one of these, we’ll talk.”

Motorola did eventually develop a multimode phone, but the fall from
grace hurt the company, and their cellular equipment business never
regained its place. While their handset business was able to rebound and
have another period of success, they significantly exited the market for
network gear a few years later.

One American maker down, two to go.



LISTENING

IN

Dan Hesse’s request to Motorola was not an idle one. There were a lot
of reasons why he wanted to move past the first-generation analog
base stations and phones to digital systems: capacity, cost, features.
But there was another concern with the technology, one that hadn’t
made much news yet but was about to.

The early 1G analog networks left calls vulnerable to casual
eavesdropping. Literally anybody with a radio scanner could listen in
on anybody else’s call if they were near the same cell site. And many
of the American carriers were slow to upgrade to the more advanced
2G digital systems that automatically encrypted calls between phone
and tower.

This tardiness was exploited by a married couple in Florida in a
crime that, for the first time, opened eyes around the world to the
security risks inherent in mobile telephony. In December of 1996,
John and Alice Martin recorded a conference call between Newt
Gingrich, then Speaker of the US House of Representatives, and his
team of Republican strategists, as they worked through a response to
an ethics investigation. John, a school janitor, and Alice, a teacher’s
aide, used an off-the-shelf police scanner to listen to the conference
call, picking up the signal from then chairman of the House
Republican Conference and a future Speaker himself, John Boehner,
who was on a Florida vacation. Unfortunately, this member of the
Republican team, sitting in his car in a restaurant parking lot, was late
to the 2G party and hadn’t upgraded his handset. The Martins just
happened to have a portable recorder handy for capturing messages to
their not-yet-born grandchild, or so they claimed, and they held it up
to the radio’s speaker, recording the whole sordid conversation and
turning the tapes over to Democratic leadership in the House, causing
a Republican crisis to get worse.

The Martins were fined $1,000 for violating federal wiretapping
laws and for turning over the illegally obtained recording, and the



event would serve as the first public example of the threat, not just to
one man’s reputation but to national security, that could come from
compromising a cellular network.

If a couple of folks in Florida could procure damaging information
on someone who was considered the second most powerful man in the
US government, using gear available from Radio Shack, what could a
motivated spy agency do?

ACHIEVING SCALE

The protections that US telecom vendors had put in place through
proprietary standards were starting to limit the companies they were
designed to protect. Hesse saw it as a matter of scale: “The US didn’t have
the economics that came with 2G/GSM, which everyone knew would
become the global standard.” Those economies of scale meant that
component makers could price for hundreds of millions of handsets, not
tens of millions. Base stations would be made by the hundreds of
thousands, not tens of thousands. Prices would drop accordingly. Likewise,
the scale of a single global standard meant that more features would be
offered, and there would be more handset variations and more options on
the infrastructure side. (Years later, as the entire world converged on a
single 4G/LTE standard, the benefits of scale would become even more
pronounced.)

Although the United States had created the network gear market, a
series of bad choices was causing American equipment makers to fall
behind, and they feared that the Europeans might seize the initiative and run
the US manufacturers off the tracks. As a result, vendors like Lucent and
Nortel redoubled their efforts to beat Ericsson and Nokia, the perceived
global leaders.

It’s said that sometimes a slow-moving train can hide a fast-moving
train coming up beside it. That was the case here, and the fast-moving train
would be China—but not for a few more years.
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Poverty and the Power of
Communications

It doesn’t matter whether the cat is black or white, so
long as it catches mice.

—Deng Xiaoping, former leader of the People’s
Republic of China

round the same time McKinsey & Company was giving their
presentation in AT&T’s lushly furnished conference room, another
consultant named Colin Golder found himself in Beijing standing in front of
a cold, bare hall filled with engineers wearing identical blue Mao suits. It
was 1980, and he was attempting to explain how to build a digital telecom
network in China, a country that was decades behind the rest of the world in
deploying communications networks.



STARTING FROM SCRATCH

Golder grew up south of London, where he had completed secondary
school and taken a job as an apprentice technician at the organization that
would become British Telecom. While there, he enrolled part time in a
technical training institute. But his employer recognized his talents and
sponsored him for a university scholarship that eventually helped him earn
a Master of Science in Telecommunications Systems.

Still, Golder wasn’t the kind of consultant that McKinsey would hire.
He wasn’t used to climbing out of a Lincoln Town Car and looking around
to find the nearest Four Seasons or Ritz-Carlton. He worked in the trenches.
Literally. He had spent more than a decade engineering switching systems
and consulting for countries that were burying the copper wire that would
form their first telecom network.

His work took him across the Middle East, sometimes on the payroll of
the host country’s telecom ministry and sometimes working for one of the
United Nations’ development organizations. Most recently he had spent two
years working for the deputy minister of telecoms for Saudi Arabia, helping
Philips, the Dutch conglomerate, and Ericsson to create a telecom network
in a country that had almost none. When Golder’s work for the Saudi
ministry wound down in late 1979, he took a role with Philips. Almost
immediately after settling into his new office in Hilversum, the Netherlands,
Golder’s boss walked into his office with a question.

“You’ve worked for the United Nations, haven’t you?” he asked.
“More than once,” Golder replied.
“Well, we just accepted an assignment under the UN’s Funds in Trust

program and we need someone to go to China.” The program allowed deep-
pocketed benefactors to fund specific directives that were administered by
the UN. In this case, China had approached the UN and asked to have a
number of telephone companies send representatives to deliver lectures on
the state of the art for wired communications systems. In other words, it
was looking for a face-saving way to learn how to build a digital telecom
network and find out what the major equipment vendors had to offer.

“How does Beijing sound?” Golder’s boss continued. “Just for a month.
Give them lectures, tell them how to build a phone network. Teach them



about the kind of things you were doing for the Saudis.”
Golder hadn’t spent time in China, but looking back, he remembers how

the idea appealed to him. Mao Zedong had died a few years prior, and Deng
Xiaoping had taken the reins and began an extraordinary process of opening
up the country.

A month later, Golder arrived at Beijing’s brand-new international
airport. Terminal 1 had just been completed, expanding capacity from the
tiny original airport terminal, which had been reassigned to handle private
jet travel for VIPs. It was underwhelming. This glorious new airport
terminal for the world’s most populous nation was not much bigger than a
food court.

It had no food court.
Golder was met at baggage claim by a Communist Party member who

would be his host for the coming five weeks and was escorted past the lines
in the airport, through a diplomatic channel, to a waiting government car. It
was already late and the drive to Beijing was dark, but made more so by a
strange behavior Golder witnessed in the driver.

“He kept turning his lights off,” Golder recalls. “Then he’d turn them on
for a while, then off again.” Was he signaling someone along the way,
letting them know a foreign guest was in the car?

Golder finally asked his host, and the answer he received shed light on
the challenge he would face educating the country on digital
communications technology. His host explained that an edict had gone out
from the Party to “save battery power.” It was determined that people could
help achieve this by turning their car lights on and off when driving at
night.

When they arrived in Beijing, Golder was met by a city that was starting
to recover from the economic devastation caused by thirty years of Mao’s
People’s Revolution. Maybe not starting yet but realizing that it needed to
start. Beijing had no Ritz or Four Seasons, but Golder’s host took him to the
Minzu Hotel on Xichang’an Street, almost dead center in the city, which
would be his home for the next month.

It wasn’t much to look at, but he was impressed with the quality of its
construction. The Minzu had been built in 1959 as part of a command
project, ordered by Mao himself, in tribute to the founding of the People’s
Republic of China. Ten magnificent structures were commissioned to



showcase China’s glorious successes in the Great Leap Forward. Though a
mere 161 feet, the ten-story Minzu hotel towered over all of them and stood
as the tallest structure in Beijing at the time. Its name—min zu means
“minority national”—claimed a noble purpose, to host the fifty-six
indigenous ethnic groups of China. In reality, the hotel had been built for
someone exactly like Golder to use while doing precisely what he was there
to do.

And over the coming years, many of China’s minority ethnic groups
would find themselves hosted by the government in far less luxurious
locations.

LIFTING A NATION

Golder checked in and went to his room. In the morning, from the large
windows, he looked out over the smoggy, gray city. As far as he could see
sprawled the hutong, the narrow alleys and the low-slung brick buildings
that seemed to be about the only structures in the city, serving as home,
shop, restaurant, and business.

There was a single, narrow car lane, more than adequate for the few
vehicles on the road, all driven by government officials. The rest of the
wide streets were jammed with chaotic bike and foot traffic. In 1980,
Chinese people still aspired to sanshengyixiang, “three rounds and a
sound”: a wristwatch, a bicycle, a sewing machine, and a radio. Humble
aspirations, but still out of reach for most. All organized industry had been
wiped out by Mao’s Gang of Four—the small cabal responsible for the
worst excesses of the Cultural Revolution—and it showed.

Golder went downstairs to wander around the neighborhood near the
hotel, and he found himself dodging bicycles piled seven-or eight-feet high
with products being delivered throughout the city. At least in Beijing, that
one round, the bike, seemed to be present in numbers. And though there
was hardly a car to be seen, the air was thick with the smell of soot from the
half-burned coal that ran Beijing’s power plants, the same coal that was
used in most homes to cook pork or to boil water. The dust was everywhere,
and the air stank of it.



Golder decided to explore a bit, roaming through the hutong and getting
an up-close look at the ancient city. The first thing he noticed was that he
was practically the only Westerner on the streets. The crowds seemed to be
made up entirely of Beijing’s local citizens, dressed in drab, loose-fitting
Mao suits. As he walked by one of the low-slung buildings that doubled as
a restaurant and a family’s home, he couldn’t resist reaching out to touch
the wall. Feeling the eyes of the locals upon him—the laowai, the “old
foreigner”—as they stared and then turned to each other in amusement, he
traced the edge of a brick.

“Even the bricks seem to be handmade,” he recalls thinking, “not quite
square, like they were made in the backyard.”

When Golder returned to his room at the Minzu, he walked to the large
window and looked out again over the chaotic city, letting out a whistle.
“These guys could use some help!”

There was no question about it. Deng had committed to improving the
quality of life in China, but he had a long way to go. In 1980, China had a
population of just under one billion people, of which more than 80 percent
lived in extreme poverty. China’s GDP per capita stood at $195. The
problem wasn’t that it lagged behind the United States, at $12,575 per
person. The problem was that it lagged behind Sudan, at $392 per person,
and all but a handful of the poorest countries in the world.

It would be essential for China to build a national telecom network as
the first step in industrializing the country and raising the national standard
of living. That network would be the first crude brick in the foundation of
Deng’s new China. The link between more telephones and improved
prosperity was backed up by numerous studies. Increasing teledensity
caused the income of the people in the country to go up, with an improved
standard of living, reduced child mortality, higher education, extended
average life span, and all the other markers of a wealthier society.

“Deng seemed to have worked that out himself,” Golder says. “I
suppose it’s why the UN sent me there.”

COFFEE MAKERS AND BUTTONS



The morning after his arrival, and each morning after that, Golder was
picked up at the hotel by one of the few cars in the city, all of which seemed
otherwise reserved for leaders in the Communist Party, and taken two miles
to the telecommunications building next to the Forbidden City.

Golder remembers the first time he walked into the room and looked out
at his audience. “There must have been fifty engineers sitting there—
including many women—wearing nearly identical Mao suits,” he says.
“Short hair, serious faces.” Not a lot of joking going on.

Golder spent five or six hours a day standing in front of the group,
talking about the state of the art of modern telecom networks and answering
their questions, breaking only for a midday trip back to the hotel for lunch.
As for his personal time away from the meetings?

“I’m sure I was being watched every minute of the day.”
One evening Golder stopped by a room at the Minzu that doubled as the

Philips consumer division’s “Beijing branch office.” He knocked on the
door and saw the light coming through the peephole darken. There was a
pause. Then the door opened wide to show a fellow European—Johannes,
another employee of the Dutch conglomerate who was in Beijing pursuing a
different business purpose. Golder had just introduced himself when he
sensed a movement behind his colleague. A young Chinese man was sitting
at a small table, staring at him. Golder looked at him, then back to his
colleague, then back to the man at the table. Finally, he leaned in closer and
asked in a hushed voice, “Who’s that?”

“Oh. That’s my assistant,” Johannes replied. “Provided by the Chinese
government to help me out in any way he can. He’s here all the time. All the
time. Come on in.”

Though initially puzzled by the assistant’s presence, Golder eventually
figured out that China had a deep suspicion of all foreigners conducting
business in the country and made sure to assign an “assistant” to each one
to keep an eye on all comings and goings. Golder never visited the room
without finding the assistant there, and Johannes assured him that even
when the gentleman left for the evening, he still didn’t quite feel like he was
completely alone.

Johannes was starting small, doing his best to sell refrigerators to
Chinese buyers, while also trying to get Chinese manufacturers to make the
glass jugs for a Philips coffee maker. Simple glass carafes, heat tempered,



with a handle. It wasn’t going well. At the time, the Chinese manufacturers
had no capability to build even a basic product that met European standards
for consistency, price, and quality.

Golder thought the Chinese market seemed pointless. Certainly, China
wasn’t capable of manufacturing any technology that could be exported,
with its well-deserved reputation for poor quality and careless design. And
while the country had the need to consume whatever goods the West might
export, it wasn’t clear that it had the buying power to make the market
worth pursuing.

“I remember when I first heard them explain what the bait was for
Western companies,” Golder recalls. Early on, one of the administrators
from the Trade Ministry had made the pitch to Johannes as they sat in a
quiet teahouse near the hotel.

“You can see that the people here do not buy clothing like they do in
Paris,” said the administrator. “Yes, we are a poor country. Why would we
be worth talking to? Perhaps each person owns one suit”—he gestured to
the gray Mao suit that was still the nearly ubiquitous uniform at the time
—“and maybe he needs to buy three shirts a year.”

The administrator was hardly making his case.
“But each of those shirts has seven buttons,” he continued. “That means

each person here in China must buy three shirts with seven buttons every
year. That’s twenty-one buttons a year for a billion people. Would a button
company be interested in selling twenty-one billion buttons a year?”

Johannes got it, and so did Golder. But the country that bought twenty-
one billion buttons a year also shared one phone line for every five hundred
citizens. It had a long way to go.
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The Price of Admission

The Contract Is Signed. And Now the Negotiation
Begins.

—New York Times blog headline, on doing business
with China

t wasn’t until the 1990s when developing countries—making up 75
percent of the world population—began to acquire significant
communications systems. As they did, it became clear that wireless phones
would serve the purpose better than fixed lines.

The math was compelling. As expensive as a cell tower might be, and as
much as an early mobile handset cost, it was still cheaper than digging a
ditch from a local phone switch to a person’s home or business, perhaps a
mile away, and running a few thousand pounds of copper cable to connect
the two. For many countries that lagged on teledensity, the wireless
explosion completely bypassed wire-line service. More than 4 billion



people would eventually transition from no phone service to mobile
handsets without even owning a wired phone.

And among all those developing countries, China led the pack in rolling
out service. From its position in the 1970s as a country with fewer than one
hundred thousand phone lines serving one billion people, it started adding
lines at breakneck speed. Including the traditional wired service, China
began adding more lines per year than the rest of the world combined.

This meant that even for companies struggling to fulfill surging demand
for mobile service in developed countries like the United States, the
Chinese market could not be ignored, and China knew this. In keeping with
its long-term plans to upgrade its own ability to compete, China began to
place strict requirements on anyone hoping to sell into the country. Among
the top rules: foreign companies could not bid for more than 20 percent of
any in-China build-out, and all bidders needed to establish in-country joint
ventures that would include technology transfer and process sharing. China
intended to use the eagerness of foreign companies as a catalyst to create a
domestic Chinese telecom industry that could serve their own need for
equipment and maybe, just maybe, turn around and sell something to
countries elsewhere in the world.

The Western suppliers were all too happy to participate in this game.

FROM THE MIDWEST TO THE FAR EAST

For one young manager, the game would become more of an adventure.
David Heard, a twenty-three-year-old graduate of Ohio State, had just been
moved over to AT&T’s Columbus, Ohio, location. He was thrilled to work
at the world’s biggest—and best—maker of communications equipment.
Cellular communications was the hottest place to be, with sixteen million
phones already in use worldwide, and explosive growth that would turn that
number into over seven hundred million by the end of the decade. Heard
had just been put in charge of a new project—moving production of
AT&T’s cellular base stations from North Carolina to the Ohio factory,
which was better suited to ramp up to meet the surging demand of the
wireless service providers. He was happy to land a job with a top company,
even if it meant working in a regional factory instead of one of the



corporate offices AT&T had across the country. Heard knew that if he
wanted to have a successful career at the company, it wouldn’t hurt to earn
his stripes working on the shop floor.

On the day that would mark the beginning of his adventure, in the fall of
1991, the Columbus factory looked like an industrial version of a flea
market, with massive machines stacked at odd angles and forklifts
squeezing crates between aisles. Heard felt a hand on his shoulder—a large
one—and turned to look up at Bill Robinson, his boss. Robinson stood at
six foot five and wore Coke-bottle glasses that looked about right for
someone who had graduated at the top of his class from MIT.

“You got a minute?” he asked.
“Sure,” said Heard.
“You’re going to China.”
Heard squinted. The thought of a trip to China appealed to him. Among

other things, it meant his boss thought enough of him to send him on a
business trip overseas. “Okay. When? And for how long? I’ll need to get a
passport.”

“No. You’re going to China. To live there. Look, this wireless shit is
exploding. We’re nowhere in Asia, in the China market. We’re going to set
up a partnership with a local Chinese telecom equipment factory. Go
negotiate this joint venture. You’ll be the manufacturing guy to say yea or
nay about what we do.”

“Cool,” said Heard, feeling anything but. “Uh. I don’t speak Chinese.”
“Don’t worry about that,” said Robinson. “We have two guys from Ohio

State lined up to come by your house every night after work and teach you
Mandarin. They’re good. Six weeks should be plenty of time to learn. And
don’t worry about housing. We’ll set you up in a room at the China World
Hotel. Nice place. Brand-new. In fact, I think everything nice in that city is
brand-new.” Robinson smiled and turned to walk back to his office. “I’ll be
down at Donerick’s Pub tonight if you want to swing by and talk about it.
Can I assume your answer is yes?”

Heard had just finished earning his MBA by going to classes in Dayton
full time during the day and then working the night shift at another local
AT&T factory. The idea of now spending his evenings studying Chinese
didn’t bother him. He already had a reputation for unbounded energy.



The offer was a no-brainer. “If I wanted to run this company someday,”
he says, “I needed international exposure. It’s Career Planning 101.” He
was ready for the challenge, but he would quickly find out that his MBA
hadn’t prepared him for the experience he was stepping into.

A couple days later he connected with Jim Brewington, Robinson’s
boss. Heard knew that Brew was a legend at the company, having kept them
alive in the wireless business after “The Study” from McKinsey sought to
pull the plug.

Brew, meanwhile, liked Heard, who had an approach to business that
was pragmatic, like his own. And he was dogged. Just get the job done. He
expected Heard to become one of his stars, and he thought the China
assignment would give him a chance to shine. In fact, there weren’t a lot of
people he could trust with this kind of a project. Too many of the people in
the organization had “Bell-shaped heads,” as he called it; they thought like
Bell System lifers, the product of a hundred years of monopoly operations,
delivering gold-plated service as defined by their own labs. And he needed
someone with the right personality. Confident verging on cocky. This job
would need energy, smarts, and a confidence that wasn’t necessarily
supported by any empirical evidence.

Brew briefed Heard on the assignment. “Just give them the analog shit,”
he said. “The stuff we’re forklifting out of Ameritech.” The industry had
reached its first transition, where the original first-generation gear, the 1G
systems that the wireless service trailblazers like Ameritech had deployed,
was ready to be replaced by 2G digital equipment. The services wouldn’t be
terribly different for customers, but the capacity was much greater for the
network providers who were already seeing service quality hurt by network
congestion. “Don’t even think about letting them have the digital gear.”
Those digital base stations were for the American providers—high
technology that AT&T was hoping to put into US networks.

Factories were at capacity, and Brew liked the idea of taking the old
analog gear that was being scrapped, pulling it from the customer’s cell
towers across America, and sending it to China, where a local factory could
refurbish it and put it into networks in Guangzhou or Beijing. Securing and
negotiating that arrangement would be Heard’s job.

The plan had three benefits, in Brew’s view. One, it opened access to a
potentially massive market for AT&T. Two, it allowed AT&T to unload



gear that would otherwise be scrapped. And three, it avoided any advanced
technology from being delivered into the hands of a country that Brew
distrusted and feared would steal the company’s intellectual property. Brew
was deeply suspicious of the Chinese government and its intentions toward
Bell Labs’ inventions. His instincts were right: years later, in 2017, the
bipartisan Commission on the Theft of American Intellectual Property
would estimate that the annual cost of IP theft to the US exceeded $225
billion and “could be as high as $600 billion,” and that China “remains the
world’s principal IP infringer.”

Brew wanted to make sure Heard understood the dangers. He leaned
forward. “Now, once you get there, you’re going to have to watch what you
say and where you say it. Especially with your phone calls back here. We’ll
send you over with one of these.” Brew pointed to a box on his desk that
looked like an oversized answering machine. There was no internet to
worry about; all files were held locally and wouldn’t be sent back and forth
overseas. But he assumed that any phone call made from the hotel-based
offices would be monitored.

The device he pointed to was a scrambler—just a commercial-grade
device, not something the NSA would use for top-secret communications—
but Bell Labs had designed it, and the odds were that no one on the Chinese
side could descramble it, listening equipment or not. “Fire this up when you
want to talk with us about anything but the weather,” Brew said. “It takes a
few minutes for the two devices to shake hands and sort the
encryption/decryption out. And then we can assume we’re secure. You still
want to do this?”

Heard smiled. “Let’s go.”

FOR QUALITY

PURPOSES

AT&T had learned of China’s commitment to surveillance during their
efforts to sell 5ESS switches, the company’s bread-and-butter phone
switch that sat at the heart of every voice network. They were



deploying switches to a Chinese client right on schedule until one day
when the orders dried up. They didn’t just slow down; the purchase
orders for these million-dollar switches went to zero overnight. AT&T
had seen orders dip before, when there was a quality problem, or the
buyer was trying to sweat them for lower prices. But this time the
Chinese buyer offered no complaints and had no requests for the
baffled AT&T sales team.

Then, in an internal meeting discussing the puzzle, one of the
product guys suddenly spoke up. “Hey, wait a minute,” he said. “I
think I may have an idea about what’s going on here. A few years ago,
one of our guys working in the country, Colin Golder, told me about a
tour he took at the Guangzhou phone company, back when they were
using an old ITT 7E rotary switch, the one they started making in the
fifties.”

The product guy recounted how Golder had been shown the room
where the switch was located and found a clerk hunched over intently,
listening through a pair of headphones and scribbling notes on a pad.
The clerk had seemed pretty settled in, like this was a full-time job.
Looking up, he started when he saw the Western visitor, his eyes
widening as he slowly laid down his pencil. Golder’s host had swept
him away from the door and moved him back into the hall.

“For network quality purposes only!” he had explained. The
company was merely listening in to the calls to make sure the lines
were clean and clear.

The product guy explained where he was going with the story:
“We’re backlogged on monitoring gear.” This was the equipment that
carriers used when they received a court order for a wiretap, known as
“lawful intercept” gear. “If you look back over the purchase history,
for every voice switch that was sold the Chinese team had bought
monitoring gear to track callers.” In other words, China would not
install a single switch if they couldn’t listen to what was being said
over it.

This discovery showed a trait about the Chinese authorities that
would later cast a pall over the lives of everyone living within China’s
borders, as well as create panic among carriers in the Western world.
But, at the time, this was great news! The team back at AT&T’s



Oklahoma City factory cranked up production of the lawful intercept
gear and immediately the sales of the million-dollar switches returned
to plan.

It didn’t take long after arriving for Heard to settle into the pattern.
Negotiations began at 7 am sharp. They continued through the day with a
short lunch break, another for dinner, before winding down at 11:30 pm.
This repeated seven days a week.

Occasionally they would talk about the cultural differences between the
countries. “We hear you give your factory workers eight days off every
month,” one of the Chinese hosts said.

“Yes,” Heard replied. “We call them ‘weekends.’”
But mostly the talk was all business, and it went on for months.
If the local team thought they could grind Heard down, they had the

wrong man. This was someone who, later in his career with AT&T (and
after the spin-off, Lucent), would book trips to Europe that didn’t include
hotel rooms. He would fly in; shower and change in the airport lounge;
spend the day in meetings, the evening taking the clients out to dinner, all
night drinking with his local team; have a car drop everyone off at their
apartments; then drive straight to the airport for his flight to the next city.
He kept a tub of peanut butter in his carry-on so he could grab a spoon, flop
into his seat, and get enough protein, fat, and calories to tide him over.
Then, eyeshades on, seat back and asleep before takeoff, getting just enough
rest to propel him through the next day to do it again. Brewington had
picked the right man for the job.

The biggest problem Heard faced was the constant pressure from the
Chinese team to work with AT&T’s newer digital gear. His partners didn’t
like the way China was being treated, and the nature of the “joint venture”
was insulting to the hosts, who felt that a Chinese factory could be doing a
lot more than refurbishing used last-generation cast-offs from an American
cellular carrier. More than once they would harangue him to open up more
of the company’s technology and move some R&D to the Chinese
mainland. Their interpreter would struggle with the metaphors: “If you want
to be our long-term partner in China, we have to be like two grasshoppers



connected by a string. Neither can escape from the other, neither is
superior.”

The pressure for more advanced technology increased, and after weeks
of negotiations it began to look like the mission might be a bust. His
Chinese partners insisted that the deal include the new digital systems
coming out of Bell Labs. Heard wouldn’t yield. He knew that China needed
to get its own wireless networks deployed and operational, and if it couldn’t
get its hands on AT&T’s new stuff—yet—at least it would learn about the
business processes of the world’s leading communications technology firm.
It would have to do.

Meanwhile, the Chinese telecommunications ministry was keeping tight
controls on what deployments it allowed the Americans to bid on. While
AT&T limited China to refurbishing used analog equipment in their joint
factory, the Chinese government in turn limited AT&T to bidding on no
more than 20 percent of the nation’s build-out. The rest of the business,
whenever at all possible, would be provided by local suppliers. The joint
factories helped get around this somewhat by creating a win for both sides,
and the fact was that even 20 percent of this market was enormous. Years
later, one of AT&T’s early customers, China Mobile, would manage a
network with more than 940 million cellular subscribers. This was not small
potatoes.

The talks continued. Heard tried to explain that the services enabled by
the analog gear were the same delivered by digital radios. Call quality was
similar; features were nearly identical. The early 2G network providers
played up supposed differences, but the end user would hardly notice. To be
fair, digital signals reduced power consumption, meaning the batteries (and
thus the phones) could be smaller and the talk time longer. And the reduced
need for bandwidth meant that carriers could manage capacity better, which
translated into fewer blocked calls and better sound quality.

Heard spent the next eight months in the grind of daily negotiations,
using his crash course in Chinese mostly to greet people at the start of the
day, comment on the lunch as best he could, and wish his hosts a good night
come closing—his language efforts sometimes drawing smiles that Heard
couldn’t always identify as polite or derisive. He and the legal team relied
heavily on their translator to interpret each side’s positions throughout the
day, making an already long project that much more tedious.



The AT&T lawyer who sat at Heard’s side through the process was a
Texan who looked and sounded the part, with a deep Texas drawl. For the
first several months, he and Heard sat in the conference room at the China
World Hotel, slugging it out with their Chinese hosts as they negotiated
over intellectual property, pricing, ownership of the facilities, and lesser
details. Whenever AT&T’s interpreter was out of the room, the negotiations
would pause, and the lawyer would chat with Heard or return to his
paperwork. Unlike Heard, he made no effort at pleasantries in the local
language, giving his hosts the impression that he didn’t think enough of
them to even try.

One day, late in the negotiations, as the teams were closing in on final
numbers, the lawyer spoke up. “Can we take a time-out?”

“Time-out?” asked Heard. “Yeah, sure.”
The interpreter translated the “time out” as best she could to the Chinese

team, and the discussions paused while the lawyer and Heard stepped into a
side room.

“Time-out? What does that mean? And why now? We’re starting to get
somewhere.”

“Exactly,” the lawyer said slowly in his deep voice. “Here’s what you
need to do. They need this many points for pricing, and this many points for
sales volume . . .” He proceeded to explain to Heard how the opposing team
was evaluating their objectives and what they needed to hear in order to
accept a deal.

Heard stared at him. “How the hell do you know that?”
“Well,” he drawled, “I speak Mandarin.”
“What?!”
“Yeah, I married a Chinese girl about ten years ago.”
Heard was stunned. “Eight months in that room and not one ni hao?”
The lawyer had bided his time and let the opposing team come to the

conclusion that these two lao dongxi—silly old fools—didn’t speak a useful
word of Chinese and certainly couldn’t understand it. When the interpreter
would leave the room, the Chinese team had become increasingly lax and
impatient, and they had begun discussing their intimate details at the table.
Perhaps these Americans weren’t as dim as the Chinese partners thought.

Less than a year after Heard landed in China, the deal closed and the
factory opened.



F

7

The Birth of Huawei

Since the Opium Wars, China has been defeated by
countries with less population, wealth, and

geographical resources again and again. One of the
root causes . . . is our inferior technology.

—Xi Jinping, General Secretary, Chinese Communist
Party

oreigners were not the only ones who recognized the value of China’s
massive telecom market. When the Chinese government began a push to
develop an in-country telecom industry, Ren Zhengfei smelled an
opportunity. He had a strong technical background, having served as a
midlevel army officer in the People’s Liberation Army’s engineering corps,
but he had only limited business experience, working for a few years after
his discharge for a state-owned oil company. In 1987, he left the oil gig,
raised $5,000 in seed money from a handful of friends and associates, and



launched the company that would become the world’s largest manufacturer
of telecom equipment and smartphones.

A DIFFERENT PATH

Huawei’s first activities were humble, distributing fire alarms from a Hong
Kong–based manufacturer, and reselling Private Branch Exchange (PBX)
switches—which were used to connect office desk phones to each other—in
rural Chinese markets. Yet just a few years after founding the company, Ren
decided to forgo the joint ventures with Western firms that nearly all the
local companies were lining up.

“A lot of the joint-venture models worked against the Chinese
companies,” says Eric Harwit, a professor of Asian Studies at the
University of Hawaii and an expert on China’s economic advance and the
spread of communications technologies in the East Asian region. “The
Chinese partner would become dependent on the Western partner and not
innovate themselves.” Ren sensed, correctly, that these foreign firms would
be wary about sharing their best technology with the Chinese upstarts,
leaving a short horizon for any Chinese firm that built a business around
aging technology controlled by non-Chinese companies. So instead of
depending on outsiders to drive his company’s technology road map, Ren
made a fateful decision: Huawei would develop its own switch.

According to an executive familiar with Huawei’s initial business in
Hong Kong, the first “original” product Huawei made was a version of the
Mitel PBX they had been reselling from Hong Kong. The source, familiar
with both companies, says that Mitel decided it was easier to join Huawei
than to fight them, and they began supplying Huawei with the components
needed to make the PBX work well.

From there, Huawei invested heavily in R&D, staffing up and
developing, by 1993, the first large switch completely made by a Chinese
company. Its capacity was in the thousands of phone lines, not close to a
world-class switch, and it lacked the more sophisticated software—
advanced billing capabilities, new features, and so forth—that was expected
in a commercial-grade phone switch. But if it was a Huawei-designed
switch, the technology still came from what the company described as



“reverse engineering” of Western switches rather than a true innovation of
its own. Still, these simple Huawei switches served as adequate solutions
for a market that was, in places, still using hand-cranked phones.

This investment very quickly paid off, establishing Huawei as the leader
among domestic manufacturers and securing a contract to build out the first
nationwide telephone network for Ren’s old colleagues at the PLA. China’s
military leaders felt there would be grave risk to allow a foreign company to
install switches in their network and have its eyes on communications vital
to the national security of the country. Instead, they chose to go with a local,
trusted vendor and suffer whatever expenses and growing pains were
needed to ensure more secure communications.

Shortly after signing the government contract, Ren met with Jiang
Zemin, general secretary of the Chinese Communist Party and president of
the People’s Republic of China, and had an exchange with him that
summarized the urgency of securing the country’s communications from
foreign threats. Ren claimed in an interview that he told the Chinese
president “that switching equipment technology was related to international
security, and that a nation that did not have its own switching equipment
was like one that lacked its own military.” He said that Jiang agreed with
this assessment, replying, “Well said.”

BOMBS AND

THE BELL SYSTEM

Ren and Jiang aren’t wrong: When two countries descend into all-out
armed conflict, one of the first things each tries to do is destroy the
other’s ability to communicate, to take out the enemy’s “command-
and-control” abilities. Around the time Huawei was first setting up the
company, a chance meeting on the other side of the world showed the
significance of telecom switches to a country’s national security,
especially in wartime.

On May 23, 1991, as the graduating class of the New Jersey
Institute of Technology waited in their seats to be awarded their



degrees, a recent graduate from the class of 1986, Lt. Robert Wetzel,
stepped up to receive the Trustees Achievement Award. Next to him
on the podium was Bell Labs scientist Robert Lucky, who was
receiving an honorary degree to add to his PhD in electrical
engineering from Purdue. They were two Jersey boys named Bob, but
they discovered that they had a lot more than that in common.

A few months earlier, on January 17, 1991, Lt. Wetzel’s Grumman
A-6 Intruder had taken off from the deck of the USS Saratoga headed
for Iraq and tasked with dropping its MK 20 Rockeye cluster bombs
on “target H-3.” As the first Gulf War began, the US was determined
to cripple Iraq’s ability to communicate, coordinate defenses, and
manage the response to the coalition forces’ efforts to drive them out
of Kuwait. One of the key ways to do this was to destroy the nation’s
communications infrastructure. The Pentagon set out to bomb every
phone switch, radio station, and TV studio in the country.

As Lt. Wetzel was still a few miles out from his target, a surface-
toair missile took out his starboard engine. Wetzel and his
bombardier/navigator pulled their ejection handles at two hundred
feet, racing over the desert floor at nearly five hundred miles an hour.
Knocked unconscious, Wetzel parachuted to the ground for a hard
landing and was held among the first prisoners of the Gulf War.

His colleagues had better luck. Over the coming days, they
launched thousands of bombing sorties to turn Iraq’s command-and-
control facilities into smoldering rubble.

But many of these missions didn’t need to happen. A few months
before the start of the war, a group of men appeared at Bell Labs with
a request. The Pentagon wanted to disable the Iraqi national
communications network, shutting down their command-and-control
capabilities during the war that everyone knew was coming. Bob
Lucky, one of the most respected “big thinkers” at a company that was
filled with them, was assigned to the project. He assembled a team
composed of people who had made their careers figuring out how to
keep networks running but, in this case, they would do their best to
figure out how to destroy one. Not long after getting the assignment,
Lucky reached back out to the DoD.

He had a solution.



If the Pentagon could get password access to the Iraqi network, the
Bell Labs team had developed a series of commands that could
disable the phone system completely. Better yet, at the end of the war
another series of commands would restore service.

The Pentagon considered this elegant solution, but ultimately
passed and went with an approach they were more familiar with. They
launched thousands of bombing sorties, destroying the
communications infrastructure with what is delicately referred to as
“kinetic action.”

Iraq’s ability to react and respond to the invasion was significantly
compromised by the destruction of its telecom network, which was no
doubt instrumental in the coalition forces winning the war. As the US
would learn two decades later, a software solution that allows an
occupation government to restore the system with a few keystrokes
could be an invaluable tool when it comes to winning the peace.

There’s no doubt that the planners at the Pentagon and at the
National Security Council made note of the idea that a relatively
modern telephone network effectively could be destroyed though a
software hack.

Thirty years later, Dr. Lucky won’t confirm his role in this project
for the Pentagon. “I have no idea if it’s true or not . . .” he says,
however, “I remember doing some exercise about disabling the Iraqi
phone systems and I suggested flying over the country and randomly
dropping backhoes, which would inevitably be used by farmers to cut
the fiber optic lines . . .”

With assured revenue from the large government contract, Ren was able
to fund a push into rural regions of China not served by foreign companies
or Chinese manufacturers. And it’s here that we begin to see the birth of
Huawei’s aggressive measures to line up customers. According to Professor
Harwit, Huawei would set up partnerships with the managers of local,
government-owned phone companies and pay “dividends” to the
individuals based on the volume of gear they approved for purchase from
Huawei. This activity was not explicitly against the law, although it was



controversial for obvious reasons. Because the personal interests of the
bureaucrats making the local purchasing decisions were closely aligned
with Huawei’s corporate interests, the company’s sales took off, and the
company grew to become the dominant homegrown telecom equipment
maker. In later years, as the company grew, Huawei took over the local
operations and made honest men of these bureaucrats by converting them to
managers of Huawei’s local branches.

TRAINING ON

THE TOWN

While Huawei used unconventional means to win business, the
measures seem sophisticated compared to the business development
approach reportedly taken by their then rival, state-owned telecom
equipment maker Great Dragon.

“Great Dragon had a center where they did training for the
carriers’ operations people,” says Mike Tessler, founder of BroadSoft,
a communications software firm that became an industry leader before
it was bought by Cisco for nearly $2 billion in 2018. In the late 1990s,
Tessler had visited Great Dragon’s training center on a trip to meet
with his partners on their own turf. “They would bring these guys in
from the hinterlands and they would be entertained for the week.”

From what Tessler saw during his stay at his hotel, which Great
Dragon also used for their other business guests, there wasn’t much
training.

“These guys would get up at noon, have lunch, then go to bars and
clubs all night long,” Tessler recalls. “I asked my hosts at Great
Dragon, ‘Guys, what is this?’ The answer was very matter of fact.
‘None of them will go back and tell their bosses that they didn’t learn
anything. And this is how we keep our professional services revenue
so high. If they have a problem with the equipment, they need to call
us.’”



Tessler didn’t understand how Great Dragon got away with it.
Didn’t their customers’ bosses wonder what they were up to all week?

He saw the answer as the visiting trainees were being loaded on
the buses home. Each man was handed a box of manuals and spec
sheets—their course work for the prior week. They could bring it to
the office, show it to the boss, and stick in on a shelf. The most
important part of the manual was the service center’s phone number
on the binder.

Great Dragon—the state-owned national champion, the equipment
company founded, funded, and promoted by the Chinese Communist
Party to build the country’s telecom networks—wasn’t interested in
learning how it was done in the West. They weren’t worried about
building a better, cheaper switch. They didn’t need to, with the
protection of the government. But their products never worked well,
and they weren’t able to invent or steal anything that did.

Great Dragon dissolved into obscurity over the following years.

TRACKING HUAWEI’S OWNERSHIP

Huawei continued its rapid growth, and as they did, their sources of capital
to fund this growth, and the ownership of the company, remained
mysterious. Short of finding the actual ownership documents and reading
them in the original Mandarin, it would be impossible to penetrate the
smoke screen around Huawei’s governance and control. Few Western
journalists have laid hands on the ten slim, blue-bound volumes listing the
owners—all Huawei employees—to review the “official” records. But two
academics were able to take a deep dive into the records and laws involving
ownership and to present a compelling argument that the company is not
privately held at all, at least not in any practical sense.

Professor Chris Balding spent years teaching at the Peking University
HSBC Business School, located in Shenzhen. A self-proclaimed
Libertarian, Balding prides himself on defending academic freedom and
once called out Cambridge University for its willingness to censor articles
in its China Quarterly journal that were deemed offensive by the Chinese



government. You wouldn’t think China would be open-minded enough to
allow a firebrand like Balding to teach at one of the most prestigious
universities in the country.

It wasn’t. “There is a profound sense of relief to be leaving safely,”
Balding told one publication shortly after his contract was abruptly
terminated and he was forced to exit the country. “There are many cases
which resulted in significantly more problems . . .”

Some time before his unexpected departure, Balding studied the true
ownership of his adopted country’s largest technology firm. Corporate
ownership can be a complicated matter anywhere, let alone in China.
Private companies in many parts of the world are not obligated to publish
audited documents that spell out the details of their capital table, showing
who owns what. Public companies, at least in the United States, are under
far more scrutiny and must provide transparency regarding their equity
ownership and debt holders. In Europe, Ericsson, the closely held giant in
Sweden, has complexity in its own ownership. While publicly traded and
owned by hundreds of thousands of individual and financial shareholders, it
has historically been controlled by two—a Swedish bank and the
Wallenberg family. At one point, they controlled over 80 percent of the
voting power despite contributing less than 1 percent of the capital, leaving
other shareholders with little say in corporate decision-making. Complex,
perhaps, undemocratic, sure, but transparent.

In reviewing Huawei’s ownership, Balding sought legal expertise from
Professor Donald Clarke, the David Weaver Research Professor of Law at
George Washington University Law School, in Washington, DC, and a
highly regarded expert on Chinese corporate governance. Clarke’s fluency
in Mandarin helps him cut through third-party assessments of Chinese law,
and he has published extensively on the issues that have arisen from
China’s economic reforms.

Balding and Clarke found that Huawei is 100 percent owned by a
holding company of which founder Ren Zhengfei owns 1 percent. The other
99 percent is owned by what is described as a “trade union committee.”
Balding and Clarke were able to determine nothing of the governance of
this committee or its makeup; even the members of what would typically be
described as the company’s board of directors were not named. As Balding
and Clarke pointed out in their analysis, holding companies typically have



few employees. So the “trade union committee” that presides over Huawei’s
shares is not composed of the holding company’s union employees. As a
strictly legal construct, it likely has few employees, or none; the workers—
the union employees—would be in the operating company.

Balding and Clarke came to this conclusion: Employees do not own
actual stock in the company; they hold virtual stock that allows them to
share in the profits. They cannot vote and do not control the company or
even influence control of it, and even their limited rights are canceled when
they leave the company.

Balding and Clarke describe the employee-ownership claim as a
masquerade, with “volumes of names and numbers displayed to journalists
—paper records, under glass, in a shrine-like setting, at a high-tech
company in the twenty-first century—bearing every mark of being a
Potemkin shareholder register.”

The two professors undertook a meticulous analysis of what this
unusual “trade union committee” really means under the system there.
Union leaders are not selected by the members, nor are they accountable to
them. They are appointed by their company’s management—an outrageous
idea for any Western company—or by the administratively superior union.
Trade union officers in China are accountable not down to their members
but up to the next superior entity. The difference is not nuanced; above the
individual company level, union leader salaries are paid by the state. This
continues all the way up to the All-China Federation of Trade Unions
(ACFTU), which may really have the last word in Huawei’s governance.
And, according to the study, who controls the ACFTU?

The Chinese Communist Party.
As Balding and Clarke’s analysis concludes, to the extent the company

is controlled by a union committee, it is controlled by the state—the CCP.
And for specific business decisions, Ren has absolute veto authority, which
the articles governing the company say is inheritable, for example to Ren’s
daughter, an odd rule for a company supposedly owned by the employees.

Huawei disputes Balding and Clarke’s findings, saying they are “based
on unreliable sources and speculations, without an understanding of all the
facts.” They describe the conclusions as “completely unsubstantiated” and
assert that “no government agency or outside organization holds shares in



Huawei or has any control over Huawei.” Clarke has responded that
Huawei has not challenged him on specific facts.

But if their findings are correct, the CCP would have an interest in
driving needed capital into the company. They would also have a means: In
1997, as part of a restructuring, state-owned and influenced Shenzhen banks
began lending money to employees to fund purchases of “virtual stock” in
their employer. This money, which Balding estimates may have been
billions of dollars, was presumably funneled into Huawei’s operations. It’s
possible that the CCP established a pathway through the Chinese banking
system to ensure that Huawei received the investment capital needed to
undertake explosive growth.

And what of the five initial investors—Ren’s friends and associates—
who put up the $5,000 in seed money to create what would become a
multibillion-dollar company? Wealthy beyond their dreams? Angry, bitter,
and litigious? Their names aren’t known. No record remains.



Part II

GIVING IT AWAY
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Rising Star

Huawei runs a very disciplined company. Every desk
has a sleeping bag.

—Bob Holder, former AT&T and Lucent executive

uawei’s first real effort at selling telecom gear overseas was prompted
by an ill-advised attempt by China to sell one of the few technologies it was
successfully exporting. Although China publicly took a strong stance
against Saddam Hussein during Iraq’s 1990 invasion of Kuwait, within a
year of the war’s end, intelligence agencies learned that Iraqi military
officials were making trips to Beijing to procure new anti-ship missiles that
could be used against the US and allied navies. These ship-to-ship missiles
were not the best and latest from the Chinese arsenal; they were believed to
be converted first-generation YJ-6 air-to-ship missiles, first developed by
China in the seventies. In effect, they were the equivalent of the 1G analog
base stations that AT&T allowed China to use in its own war on teledensity.
They weren’t likely to take out a nuclear aircraft carrier, but still, the



Chinese government appeared to be exporting weapons for the use of the
Iraqis, and this created tensions with the Saudis, who felt threatened by the
re-arming of Iraq. Both sides were eager to repair the rift.

Enter Huawei, which was just getting its feet under itself and starting to
establish business operations as a domestic supplier to the local phone
companies across China, especially in the underserved remote provinces.
Saudi Arabia might provide an opportunity for Huawei to get its first crack
at a true international bid, although with a highly unusual business
development approach.

OIL FOR PHONES

In late 1998, Saudi Arabia’s crown prince and de facto ruler Abdullah bin
Abdulaziz was undertaking an unprecedented tour of the world, traveling to
the United States and Europe before visiting several cities across Asia.
Crown Prince Abdullah was the highest-ranking member of the Saudi royal
family to ever visit China, and his huge entourage made this visit the
capstone of the world tour, spending four days in the country meeting with
party officials and business leaders. On his meeting with Premier Zhu
Rongji, the prince said, “I had an impression of truth and openness during
my talks with the Chinese premier.” One thing that was true was China’s
growing need for oil, and Saudi Arabia was eager to start selling it to them.

Less compelling was China’s value as a supplier of goods to Saudi
Arabia. At the time, China was limited to making components that were
incorporated into finished electronic and consumer products by
industrialized countries, but the Saudi market had little need for anything
but finished goods. Nonetheless, in 1998 the two delegations signed a joint
memorandum to pursue new avenues for trade between the countries.

China’s leaders pressed the prince to commit to specific trade
enhancement, and he obliged, at least as indicated in his public statements
calling for increased economic cooperation between the countries. It
appeared he also placed a word with one of the leaders of his own Ministry
of Communications—as Lucent Technologies would soon find out.



GENERALS ON THE WALLS

Lucent was in the midst of a massive Saudi project, deploying $5 billion
worth of fixed, mobile, voice, and data networks across the country, and the
contract was up for renewal. As with all such contracts, vendors were
required to hire a local agent, whose role was crucial—they navigated the
arcane Saudi rules and bureaucracy and helped get past whatever
roadblocks the foreign vendor faced. The agent also acted as an interface to
the “project sponsor,” a government official assigned to oversee major
projects and often a member of the royal family.

In this case, guidance, perhaps from the crown prince or his entourage,
had reached Lucent’s agent, suggesting to him that it would be a good start
to this Saudi-Chinese relationship if an invitation were extended to a
Chinese vendor in general, and Huawei in particular. Lucent may not have
cared to bring another vendor into their huge Saudi client, but keeping the
customer happy was important, and China certainly presented no
competitive threat to the world’s greatest equipment maker. The team found
a perfect messenger in Colin Golder, now a board member of the Lucent
switching joint ventures in Taiwan and China. His long experience in Saudi
Arabia was complemented by his knowledge of China, so the team asked
him to make a visit to meet with Huawei.

Golder was at his hotel in Taiwan, recovering from a bout of food
poisoning, when he received the request.

“I checked my passport and found I had one remaining Chinese visa,”
Golder recalls. So he called the Lucent team in Beijing and asked them to
set up the meeting with Huawei, giving few details about the purpose in
advance. Golder dragged himself to the airport, slumped into his seat, and
flew into Hong Kong. There, he swung by the local Lucent office to meet
with the lawyers and pick up a printout of a boilerplate joint cooperation
agreement before taking a hotel car to Huawei’s headquarters in the special
economic zone in downtown Shenzhen.

As he walked down the halls of the Huawei offices, Golder was struck
by the images he saw. Where Western companies covered their walls with
pictures of the latest products, or images of founders, leaders, and heroes of



the company, Huawei’s corridors were lined with pictures of generals and
other military officers visiting the building, decked out in full dress regalia.

“It was pretty clear who was funding the place,” he says.
When Golder walked into a small room and saw the man waiting for

him, he knew that this meeting would not happen—at least not that day.
Maybe it was because Golder’s business card gave his title as “Head of
International Business Development,” or maybe it was the world-renowned
Bell Labs logo on it, but Huawei had sent their “Head of Development”—
the man who oversaw technical research—to meet with him.

It was not a match.
“Here’s the story, Mr. Li,” Golder explained. “I’m here to explore a

joint opportunity. Crown Prince Abdullah has just met with your leadership,
and it’s been suggested to us that we may want to work with you. Since
you’re the head of development, I fully imagine you are not the person to
deal with this. I suggest I get back in the car, return to my hotel, and come
back here to the same room at precisely the same time tomorrow, if that
works with Huawei.”

Li agreed, and Golder returned the next morning to find a very different
representative. He entered the room and was greeted by a woman this time.
She was young and dressed impeccably in a Western-style business outfit.
She had an air of seriousness and confidence about her.

“Mr. Golder?” she said. “I’m Madam Sun.”
Golder recognized her immediately as the newly appointed chairwoman

of Huawei. Sun Yafang spoke hesitant English, but with the assistance of an
interpreter, Golder explained his intent to help this fledgling company bid
for a small piece of the Saudi contract. It wouldn’t be easy.

“They were green as grass,” Golder says.
At the time, Huawei was just a start-up telecom equipment maker with

no global presence. Nearly all its business consisted of selling low-end
phone switches to the rural markets in China, servicing local telephone
companies that even the other Chinese vendors wouldn’t approach, and
even those sales benefited from the “dividends” paid to the purchasing
managers. If the Saudi bid was successful, it would be Huawei’s first win
outside the region and mark the beginning of a joint partnership between
the world’s largest, most sophisticated telecom equipment maker and the



upstart from China, ready to finally cut its teeth on a global bid, perhaps
opening a path to future international success.

As they laid out the logistics for developing the joint program, Sun
made an odd request. “As we work through this agreement,” she directed,
“please don’t use email.”

That would be easy enough. Without an electronic version of the
agreement they would be marking up a paper document anyway. He
wondered why she was averse to engaging electronically—after all, they
were preparing a bid for phone switches, not plotting a coup—but he
appreciated that it would enhance security, if such things mattered so much
to her.

BLOWN COVER

Golder noticed something about Madam Sun over the three or four
days they worked together, something he found curious. “Her English
improved markedly,” he says with a grin. “She must have been
working night and day to improve it . . .”

It’s possible that she went from speaking almost no English to
developing a conversational ability in just days. But years later a
document released by the CIA-based Open Source Center describes
Ms. Sun Yafang as an operative with the Ministry of State Security,
China’s primary intelligence agency.

Huawei denies the claim, attributing it to CIA misinformation.
That might have been the end of the issue, but unfortunately for
Huawei, Sun’s college’s alumni association, apparently unaware of
her cover story as an executive at Xinfei television factory, raved
about her achievements in their April 2006 newsletter. The chatty
update, since stripped from the internet but viewable on the Wayback
Machine, congratulated the notable alumna on her career, joining the
Ministry of State Security after college before leaving to take a role at
Huawei.



The Open Source Center document describes Huawei founder Ren
Zhengfei’s gratitude that, during the company’s financial troubles in
the mid-nineties, Sun used her relations with the government to secure
financial assistance, with significant bailout aid (reportedly in the
hundreds of millions then billions of dollars) being directed to the
company. As the alum newsletter celebrates, Sun (and the
government) “saved Huawei” and established her “extraordinary
position” within the company.

The newsletter also explains why her English seemed to
“improve” so markedly during her meetings with Golder. Around the
time of Golder’s meeting with her, Ren had presented his leadership
team with a surprise quiz. They returned from Spring Festival to find
a TOEFL, the Test of English as a Foreign Language, waiting for
them. Ren put his managers to an essay contest, writing about how
breaking the rules can help with governance of the company. The
winner, writing in perfect English, was Sun, whose essay was entitled
“Don’t turn the tide of heroes,” and encouraged learning more by
working closely with competitors, who could be a great source of
insight to Huawei.

She meant it.

Over the following days, Golder was impressed with Sun’s focus and
intensity. By the end of the week, Huawei had its first joint agreement with
a major Western manufacturer.

The companies set up a work group to prepare the bid on their piece of
the Saudi project, and Golder handed the matter off to Lucent’s bids and
proposals team in the Netherlands, who provided Huawei with assistance in
assembling and submitting its first international bid. Together, they
presented their proposal to the Saudi telecom authority and waited
anxiously for the response.

The proposal was declined.
In their first effort to make an international telecom sale, Huawei had

failed. Nonetheless, they benefited enormously from the process. The
Huawei executives got to see how Lucent read and answered an



international specification. They learned how to assemble a quote. They
learned to not be so . . . literal in their description of current capabilities and
compliance with requirements. All companies take some liberties in
responding to requests for proposals (RFPs) with their description of
existing technology and services. The challenge is to not overshoot your
headlights by promising something that won’t be ready by the time it’s
actually needed.

In short, the experience served them well. Madam Sun could have taken
some solace if she had known that, while her company lost this small bid to
supply Saudi Arabia as a subcontractor to Lucent, over her next twenty
years as chairwoman, she would lead the company to more than $300
billion in such wins, including billions in 5G mobile networks.
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Boom to Bust

Never interrupt your enemy when he is making a
mistake.

—Napoleon Bonaparte, French military leader

hile Huawei was getting its feet wet, the rest of the 1990s marked an
unbroken series of growth years and record profits for the Western telecom
makers. Whether selling into greenfield markets like China or adding
capacity and features in advanced markets, it seemed the run would never
end. But it did, and more abruptly and spectacularly than perhaps any sector
collapse since the Dutch tulip bulb crash of 1637.

NOT A BANK

Trouble may have been just around the corner, but in the late 1990s, growth
only seemed to be accelerating, as large service providers expanded their



networks and a crop of new competitive service providers like WorldCom
and Global Crossing raised billions of dollars from investors to create their
own networks from scratch. By the end of the decade, equipment makers
like Lucent were adding internal capacity—factory space to meet the
production demands and office space to seat the thousands of executives
they were hiring—all over the world. Their stocks soared with the surge in
revenues, as Lucent became one of the most valuable companies in the
world, and Nortel made up one-third of the Canadian market’s entire
valuation. Nokia’s stock comprised two-thirds of the total value of Finland’s
Helsinki Stock Exchange.

The stock market gains fed further success. Equipment makers used
shares of their wildly overvalued stock as currency to acquire control of
venture-backed companies and smaller public companies. This technique
kept their cash free for other purposes, such as new technology investments
—or a business practice that would push the industry to the edge of the
abyss, and then over it.

When a company is seeking to grow market share and boost top-line
revenues, one common practice is to “buy business.” This typically means
selling at a low margin, or maybe for no profit at all, in order to beat your
competitors. The problem with this technique is that it actually costs money
to do it. Selling at a low margin means your revenue may grow, but your
profit drops and you have less money for investing and for paying bonuses
to executives. In short, the problem with buying business this way is that
the cost of doing it is real.

But there was another approach that was . . . less real.
The huge national service providers like Verizon had ample cash flow

and didn’t have trouble coming up with the money to buy new gear. They
negotiated the best price they could, then paid cash. But for the smaller
start-up carriers, it was a very different story. They didn’t care so much
about the price. Their goal was growth, not profitability, and they needed to
get their networks up and running as fast as they could, cost be damned.
Unlike the big carriers, their cash was in short supply, coming from
investors until they could build significant customer bases and generate real
revenue.

As a result, the equipment vendors’ sales teams developed a deal
sweetener called “vendor financing.” Equipment makers would quote a



network build-out for the new company—say a complete turnkey switching
system, wireless gear, and transmission equipment for $100 million. Maybe
the price was higher than what would be offered to the larger incumbent
carriers, but vendor financing provided something important: the equipment
came with a loan to buy it. The vendor would deliver the gear for a payment
of perhaps $60 million and a loan of $40 million. Or maybe—and this
became the norm in the industry—they would offer it for a payment of zero.
The vendor would deliver the $100 million network, take no payment at all
from the start-up, put the $100 million credit on the company’s balance
sheet, and book the sale as revenue.

This had the result of burying the lack of any payment on the sale
somewhere in the balance sheet, not on the income statement, where
analysts and investors would see and understand what was happening. By
listing the “loan” on the balance sheet, it would appear as an asset of the
company, a credit that would be paid back in the future. Convenient and
less “real” than acknowledging that they hadn’t received any payment for
all these booked sales.

Needless to say, the small start-ups liked the approach too, but soon
getting the gear for free wasn’t enough. They wanted more. Cheaper than
free. Vendors saw this desire as reasonable and began to do something
inconceivable. They began paying new customers to take their gear. A pre-
revenue start-up—a company that had no paying customers yet—might buy
$100 million of network equipment, pay nothing, and receive the network
equipment plus $20 million in cash from the vendor to spend on salaries,
marketing, acquisitions. Executive bonuses. What could go wrong?

Banks are experts at lending—they know how to evaluate the likelihood
a loan will be paid back and how to secure payments with collateral. As
Frank D’Amelio, who put an end to the practice when he was made CFO of
Lucent Technologies, now describes it, “The reason the start-ups were
coming to a supplier like us for financing was because they couldn’t get
financing from a traditional lending institution. That was a big red flag.” So
why weren’t the banks making these loans to the new carriers? Because
banks are experts at lending—they know how to evaluate the likelihood a
loan will be paid back and how to secure payments with collateral.

The banks wouldn’t have touched these deals.



The equipment makers like Lucent had some of the smartest people in
the world working for them. Their labs were filled with PhD physicists who
graduated first in their class at MIT. They were literally staffed with Nobel
Prize winners who understood networks and technology better than anyone
else in the world.

But they didn’t understand the subtleties of lending, and they weren’t
staffed to evaluate the risks and pursue repayments. Most of these
companies had limited treasury teams responsible for managing their
employers’ own borrowing and financial needs, and they were already
stretched thin trying to keep up with their own breakneck growth. There
was no capacity to evaluate loans to outside companies with no credit
history, and few assets to serve as collateral beyond the ones the vendors
were delivering to them. The salesmen kept making the deals, and the
financial officers began sweating as the “credits” built up.

In 2001, Lucent, with $21 billion in revenue after spinning off some
divisions the prior year, financed nearly $8 billion of its own equipment
sales.

ROLLING IN THE GREEN

If there’s one investment that makes vendor financing look prudent by
comparison and showcases the excesses of the era for the equipment
makers, it’s the “business development and marketing” initiative that was a
pet project of Lucent’s CEO. It involved an eighteen-hole championship
golf course under development at the site of the former James Brady estate
in Gladstone, New Jersey. Thirty-six holes, actually, as it included the
country’s only USGA-rated par-three course. Rich McGinn, CEO of Lucent
Technologies, had a marketing plan: Lucent would build the courses,
refurbish the sixty-four-room former mansion of James Brady, the man
whose son served as President Reagan’s treasury secretary, and invite
eighteen CEOs to join as members and co-owners of the most exclusive
golf club in the world. All in the name of business, of course, as these
CEOs would represent the largest buyers of Lucent’s networking gear. The
heads of AT&T, British Telecom, Verizon, and others all would enjoy the
generosity of Lucent and, no doubt, keep that generosity in mind when it



came time to deploy a $100 million local-access network or select a vendor
for the next wireless build-out.

For a vendor whose only customer used to be its parent company, this
was marketing. The days were gone when Western Electric, the former
subsidiary of AT&T (and Lucent’s predecessor) could make
communications gear according to their own specs and sell it no bid into
AT&T’s network. Now, Lucent was faced with competing vendors like
Nortel, Alcatel, and Ericsson, well-funded companies with good
technology.

But Lucent also had multiple customers they could now court, and the
company was creating a presence in the market, backed by Bell Labs
technology and spearheaded by an aggressive sales force recruited mostly
from outside of the company’s own ranks. That sales force had been killing
it, beating ambitious growth targets in the Americas and cracking open new
markets in Asia. Revenues were heading to a peak of nearly $40 billion a
year, and employee count was approaching 160,000. The market cap of
Lucent soared past $250 billion, as the company became the most widely
held stock on the NYSE.

The company’s facilities team had tried to explain the problems with the
course, both from a cash perspective—the course’s costs had ballooned to
over $40 million—and in terms of the appearance to shareholders,
customers, and regulators. They knew that the days of 20 percent year-over-
year growth wouldn’t last forever, and they suspected the company would
soon face its first-ever belt-tightening. The efforts to sign up other
companies as club members/co-owners was also not going well, leaving
Lucent on the hook for an increasing liability. Some customers had
suggested describing the facility as a conference center that happened to
include a golf course; that might make their own boards view the
“investment” more favorably. But the effort was not making much headway.

Despite the concerns, the team had their orders to proceed with the
development. Things were going to get worse for the company, but they
couldn’t know how bad they would get. By the time the fairways were
completed a couple years later, Lucent would stop watering the lawn around
the executive parking lot of their headquarters in a desperate attempt to
conserve cash and cover payroll.



That year, as Lucent was pouring money into the golf course, Huawei
was using its money to build an R&D center in Stockholm, having just
launched its first international R&D facility in Bangalore, India. By 2001,
as Huawei opened four R&D centers in the United States, Lucent was
exploring plans to unload the golf course to an investor group for a million
dollars and a note.

IN THE DARK

It was only a matter of time. When the dot-com bubble burst, fortunes were
wiped out and absurd valuations brought to zero. The telecommunications
services that were going to enable the internet explosion evaporated, for the
time, at least, and with them the need to build network capacity to carry
those services. Dozens of start-up service providers crashed, declaring
bankruptcy before they could uncrate the switches and turn up the new cell
towers, and when they did they left their equipment vendors on the hook for
their massive build-outs. D’Amelio says the impact was immediate and
terrible: “When the new competitive carriers went belly up, we had to write
it all off.” Billions.

By 2001, Lucent shares would be approaching penny-stock level and
the company would reduce its workforce by 80 percent to fewer than thirty
thousand employees. The telecom equipment manufacturing sector would
lose over one million jobs and $1 trillion in market value that year. Much of
the precipitous decline suffered by the industry could be attributed to the
collapse and consolidation of their customer base when the internet bubble
burst, but there was plenty of blame to assign to bad management decisions
and poor product planning.

One Monday, after reviewing the cash crisis he had inherited, D’Amelio
met with Lucent’s global head of facilities in his office.

“I want the maintenance team to unscrew every fourth light bulb in the
offices,” D’Amelio said.

“Which offices?” he asked.
“All of them. Starting with headquarters. And don’t wait till the evening

shift to do it. Do it during the day, when people are here.”



The facilities VP was confused. “Why are we doing this? And why
during the day? Do you realize what you’re doing?”

D’Amelio explained: “I know exactly what I’m doing. We need to
shock the system. I want people to see it and think about the mess we’re in.
We need to stop spending money. We need to preserve cash.” D’Amelio
paused for a minute, then continued, “Also, stop watering the lawns.”

The message was sent, and more material measures were also taken, as
D’Amelio cut the dividend, mortgaged the company’s main buildings, and
factored receivables to banks. The emergency measures stabilized the
bleeding, but the worst was yet to come.

For the largest, established carriers, the pressure to upgrade their
networks abated as the new competitors failed. And how they failed, almost
to the last one! WorldCom became the biggest bankruptcy in history.
Bankruptcies swept the sector, and with them purchase orders from start-
ups went to zero. Capital spending by the large, surviving carriers
plummeted. Analysts estimate that spending at the largest carriers dropped
from $78 billion in 2001 to $49 billion in 2002.

One story is particularly illustrative of the chaos during this collapse.
On April 18, 2001, Winstar Communications declared bankruptcy, unable
to repay bank loans that had come due. In their filings, they blamed Lucent
for breaching an agreement to make the latest vendor-financing payment of
$90 million to them on March 30 of that year, which Winstar planned to use
to pay back bank loans. To be clear, Lucent, which had delivered equipment
to Winstar but not yet taken any payment, was late on its transfer of $90
million in vendor-financing cash payments to Winstar. And Winstar planned
to use some of that money to make the latest payment back to Lucent on the
$700 million Lucent had loaned Winstar to buy the equipment for their
network.

Upon Lucent’s failure to make the payment on time, Winstar promptly
sued Lucent for $10 billion for breach of contract.

If it seems it can’t get crazier, some months after the dust settled on the
bankruptcy filings, an agent brought a proposal to the leadership at Lucent.
Winstar had a warehouse full of brand-new switches that they had
purchased from Lucent for one million dollars each, still sitting in the
crates. The cost for Lucent to manufacture and deliver these switches was
about $600K apiece, but Winstar would offer them for repurchase by



Lucent for the bargain price of $500K each, half of what they commanded
on the open market and—more importantly—less than the manufacturing
cost to Lucent. It was a bargain. Lucent agreed to consider the proposal.

Given that Lucent had built the switches, sold them to Winstar, paid
Winstar over $100 million dollars to finance operations, and collected no
money on the sale, they decided that they did not like the optics of buying
them back.

Lucent passed on the offer.
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Deal or No Deal

“How did you go bankrupt?”
“Two ways. Gradually, then suddenly.”

—Ernest Hemingway, The Sun Also Rises

ust days after the Winstar bankruptcy and barely a year after Lucent had
announced record profits, Lucent realized it needed to find a buyer or face
bankruptcy itself.

BULL IN A CHINA SHOP

Thursday, the week before Memorial Day, 2001, found Frank D’Amelio on
a flight to Paris. D’Amelio had kept his air travel to a minimum in the past.
He didn’t like flying. For that matter, he wasn’t that comfortable in cars
either, preferring to ride in the front seat of his company car and even
taxicabs to avoid carsickness. But he had just been named CFO of Lucent,



and his new boss had asked him to join the team to negotiate a merger with
rival Alcatel. The proposed deal was so secret he had only found out about
it a week earlier, upon his promotion. D’Amelio spent the flight catching up
on the deal terms that had been developed with the previous CFO.

The negotiations were hosted about an hour from Paris in what looked
to the Lucent team like a castle, used by Alcatel’s top officers for off-site
retreats and meetings that couldn’t risk discovery. This was supposed to be
a merger of equals, but D’Amelio had the feeling that Alcatel’s leaders were
treating this like a hostile takeover without the premium, and Lucent was
the prey.

That feeling intensified as he listened to the First Boston banker leading
the deal for Alcatel, George Boutros, who had a reputation as a “yeller.” A
Wired magazine article published days before the meeting described him:
“He doesn’t just want to win. He wants to win and make you look stupid.
He roughs up the executives from the other side so badly that they want him
on their side next time.”

D’Amelio was aware of Boutros’s reputation. His predecessor as CFO
at Lucent had been pushed by Boutros into paying over $20 billion (in
stock, of course) to acquire internet switch-maker Ascend. It hadn’t worked
out well, at least not for Lucent. Boutros would find D’Amelio a bit harder
to rough up.

Of all the deals Boutros had led, this would be among the most
important. Alcatel knew that Lucent urgently needed to close a deal, and
even though they didn’t realize the extent of the crunch Lucent was in, they
planned to squeeze them hard, describing strict terms to be applied from
now until the deal received approval from the regulatory and antitrust
authorities. It’s not known if Alcatel had shared with Boutros their own
urgency about closing a deal quickly, but that would be exposed shortly.

As Boutros read out the terms and conditions, D’Amelio began to shift
in his seat, feeling his blood pressure rise. The lawyers sitting around the
edge of the room glanced at each other uneasily as they saw the muscular
executive squeezing his hands into fists. D’Amelio had been a football star
when he was younger, recruited to play linebacker for the University of
Florida, and he still had the build of an athlete who enjoyed contact sports.
His blunt demeanor could be seen as menacing, at least for people who
were trying to pull something on him. His demanding schedule had been



making it harder to get to the gym as often as he wanted, but he still started
every day with a hundred push-ups and a hundred sit-ups.

D’Amelio listened to the growing catalog of restrictions and finally
waved Boutros off. He was not one to be steamrolled by anybody, including
a Wall Street bully.

“Guys, we have to be able to compete until this deal closes, because it’s
possible it won’t,” he said. “I can’t agree to these terms.” The Alcatel
executives shook their heads and whispered quietly to each other. There
was no need to lower their voices; no one on the Lucent side spoke French.

At the next break, D’Amelio slipped into a conference room and called
Lucent chairman and CEO Henry Schacht, who had replaced Rich McGinn,
in Murray Hill.

“Henry, listen,” he said. “All this stuff that you told me we agreed to,
it’s all being revisited. As your CFO, I don’t know how we can do this
deal!”

Schacht was taken aback as D’Amelio walked him through the terms of
the deal, including elements that Schacht had agreed to with Alcatel
chairman Serge Tchuruk, then said, “That’s not what Serge and I agreed to .
. .”

D’Amelio shook his head. “What you and Serge agreed to is not what
I’m hearing in this room. Now Henry, I wasn’t part of this, but . . . it’s a
problem. A big problem.”

Schacht hung up the phone and called to his secretary, “Have them get
the plane ready. This morning, for Paris.”

Later, Lucent’s head of corporate security would curse about being left
out of the loop on the super-secret negotiations. “I can guarantee you they
had bugs in every room,” he said, “taps on every phone and fax machine. I
should have been there watching over our guys.”

Schacht arrived in Paris Friday night, and on Saturday morning he and
Tchuruk took a walk in the garden at the castle. Beyond the two chairmen,
painted on a wall of the castle, a massive mural of Napoleon looked down
on the scene as his countrymen engineered the takeover of Bell Labs, the
crown jewel of American innovation.

A group of Lucent executives followed Schacht and Tchuruk at a
distance. The body language between the two men looked good, but the
Lucent folks were not close enough to hear what was being said. At the end



of the walk, the chairmen shook hands and smiled warmly, then broke to
meet with their respective teams, where they let them know the deal was
back on track. But by Saturday night, it had fallen apart again, and by
Sunday morning the deal was off, with the Lucent team on a plane headed
back to the Morristown, New Jersey, airport.

Lucent’s catering department had already ordered French pastries,
croissants, and café au lait for a big press announcement at the St. Regis in
New York. The order would have to be canceled.

The deposit was not refundable.

TROUBLES SPREADING

Memorial Day Monday, the leadership team took advantage of the empty
offices and assembled again in the CEO’s anteroom in Murray Hill to figure
out what to do. At the end of the meeting, Schacht sent D’Amelio off to
review their company’s financials and come back with an assessment.

“With the Alcatel deal off we have to make this on our own,” said
Schacht. “Tell us how bad it is.”

D’Amelio spent the next few days holed up with his treasurer,
reviewing the business’s financials. A company of Lucent’s size, with blue-
chip customers who pay their bills on time and triple-A access to debt
markets, typically didn’t worry about cash. But what D’Amelio found as he
reviewed the books—many of them for the first time—stunned him. He
called the leadership team back together.

“We are hemorrhaging cash,” he told them. “We’ve got a few months,
guys, and then we’re out of money.”

It was only a few weeks later that D’Amelio opened the Wall Street
Journal and saw a surprising headline. Alcatel was announcing a three
billion euro write-down, a downward forecast for revenues, and a clean out
of senior managers. It hadn’t come up in the negotiations, and it should
have. But D’Amelio had spotted anomalies in their financials when he
reviewed them at the table in Paris—he could read a balance sheet like he
could read a sports page—and he had reported back to Schacht that there
was something else going on at Alcatel that didn’t make sense.



Lucent was being hurt by troubles in the US market, while also
experiencing price pressure around the world from Huawei, which was low
bidding every contract, even when they knew they couldn’t win. It appeared
that Alcatel, which did a large portion of their business in developing
countries across Africa and Asia, was also taking a beating from the new
kid on the block. Alcatel, Lucent’s would-be savior, was in rough shape
themselves, losing share in the developing markets and seeing their own
pricing destroyed by a competitor that seemed to have no bottom to their
bids.

If the deal had closed, Alcatel’s losses were the type that would have
been easily rolled into the confusion of merging two massive companies’
books. It was a sign that things weren’t just bad for the American vendors.
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The Sincerest Form of Flattery

The companies in China copied our technology, but
we were in such a fast-changing sector that by the

time they brought it to market it was obsolete. They
finally gave up.

—Mike Tessler, CEO of BroadSoft

hile the Western companies were on a roller coaster of highs and lows
in the late 1990s and early 2000s, Huawei consistently made strides. A little
over a year after introducing their first analog switch, Huawei had rolled out
and started selling a digital switch. It was an incredible achievement, and
Frank D’Amelio had found out the hard way when he was visiting Beijing
to tour a Lucent joint-venture switching facility back in 1997.

It was a few years before D’Amelio would be named CFO, and he had
just been assigned to help lead Lucent’s switching equipment division. His
local team had something to show him: An engineer led him into the
switching center where the latest Huawei switch, the C&C08, was laid out



next to Bell Labs’ flagship 5E switch, the pride of America’s telecom
network. The engineer brought him over to see the switches, placed side by
side. He opened the back panels to reveal the inner workings and looked
expectantly at D’Amelio.

“Unbelievable,” D’Amelio said, grimacing.
They were identical. The layout, the framing. Even the cabinets were

the same color. Each switch had a large bundle of wires connecting the two
main sections to each other. The colors of the wires were identical. As the
engineer closed the cabinets, D’Amelio let out a laugh. Yes, the logos were
different, but the ventilation holes in the Huawei switch had been drilled in
the exact same pattern as the Bell Labs switch.

“It’s the same, isn’t it?” he asked.
“Not exactly, Mr. D’Amelio,” the engineer replied. “It’s almost identical

to our switch, but they’ve made some changes. It’s more suited to markets
with cheap labor—there’s less automation. It runs on less power, for areas
with weaker infrastructure support.”

Somehow, Huawei had built in months what it took Bell Labs decades
to develop. And it looked just like what Bell Labs had developed. The
Huawei engineers, D’Amelio was informed, were proud of how closely
their switch resembled Bell Labs’. When D’Amelio later told his boss,
switching president Bob Holder, about the appearance of the Huawei
switch, Holder shook his head, then paused for a moment.

“Dollars to donuts the software looks the same too,” he said.
A few years later, in 2002, Bell Labs performed a technical assessment

on the next version of the Huawei switch, which showed that they had made
further leaps. According to the report, “The second-generation hardware
was more Softswitch like.” That meant it looked less like an older voice
network switch and more like an internet protocol switch, the kind
D’Amelio was driving his own team to develop. The Chinese equipment
makers were catching up and now passing the leaders.

How could this have happened?!

OR JUST PICK ALL THREE



It’s a fact of technology development that there is one limitation that even
scale can’t overcome: Research and development projects require time, no
matter how many people you throw at them. As the trope goes, it takes nine
months for a woman to have a baby, but nine women can’t have a baby in
one month.

Unless you send them out to steal someone else’s baby.
In developing a product, managers—no matter their company or

resources—have to make a choice. Fast, Good, or Cheap: pick two. There
are always trade-offs in development. If there’s a rush to get something to
market, you can crank it out quickly and cheaply, but it won’t be very good.
You can get a good solution, quickly, if you pay a premium. Or you can find
cheap developers to do the work well, but you’ll need to spend a longer
time doing it and ironing out the bugs.

The point is, you can’t get a new product developed well, in a hurry, on
the cheap. At least, you can’t do it without committing a felony. Several
criminal and civil cases have alleged that Huawei engaged in the illegal
appropriation of intellectual property from competitors, in effect bringing
itself up to speed impossibly fast by procuring technology that other
companies had spent years developing.

This is not a simple matter of “reverse engineering,” an accusation often
thrown against Huawei. It’s a hollow claim. In the rough and tumble of
business, there is a lot of leeway to compete aggressively and remain within
the law. Reverse engineering is a legitimate technique, and it typically
includes disassembling a competitor’s product to see what makes it tick,
cracking the box open to learn how the other guy is doing it, and figuring
out how you can respond. Anything you learn that isn’t protected by law,
such as patents, is yours to copy. Exceptions exist, for example, in the case
of someone who acquires the equipment under a nondisclosure agreement.
Huawei certainly reverse engineers other products, as do all their
competitors.

For the software portion, competitors can’t just crack open the case. The
magic, called “source code,” is not reviewable by anyone except the owner
who possesses the key to view it. But again, this is for those operating
within the law.



COINCIDENCE

Cisco, the California-based internet switching-gear giant and one of
the United States’ leading technology exporters, had encountered its
own problems with Huawei allegedly copying proprietary software
and user’s manuals for a key Cisco router. Huawei was having trouble
getting a competing router to market fast enough and was trying to
work through quality problems that were delaying release. Remember
Fast, Good, or Cheap? According to Cisco, Huawei decided the best
way to get a good router to market quickly and cheaply was to
appropriate one that Cisco had already spent time and money making
good.

The court filings from the US District Court for the Eastern
District of Texas present testimony from Chad Reynolds, a Huawei
employee based in Plano, Texas. He stated, “I believe that Futurewei
(Huawei’s wholly owned US subsidiary) is in possession of Cisco’s
source code . . .” In his testimony, Reynolds described how Huawei
could not ship its clones of Cisco routers because “they contained too
many problems that were the same as Cisco routers had . . . The
presence of many common bugs between Cisco and Huawei would
indicate copying.” In addition, Cisco argued that the manuals for the
Huawei routers contained typos that were identical to those in the
copyrighted Cisco manual.

According to the Wall Street Journal, Cisco’s general counsel flew
to Shenzhen to present the damning evidence to Huawei’s leadership,
including identical comments written in the code and verbatim typos
in the Huawei user manual. Chairman Ren listened to the presentation
impassively before responding: “Coincidence.”

Huawei settled with Cisco, agreeing to change its products but
without admitting fault, after the Neutral Expert appointed by the
judge found that “it must be concluded that Huawei misappropriated
this code.” But the damage was done; within two years they had
crushed Cisco’s dominant market share in China with their clone
routers.



THE ENEMY WITHIN

Lucent learned that as concerned as they were about outside companies
stealing their products, they also faced a threat from within their own labs.

In 2000, internet phone calling, known in the industry as “IP voice,”
began to emerge as an option, and cable operators across the United States
started to develop their own business plans to add digital voice services to
their television and internet offerings. Lucent was eager to supply them with
gear to enable these new services and introduced a product called PathStar,
which would allow cable TV providers to provide voice calling similar to
traditional phone companies. The product had landed some major early
customers, including Comcast and Time Warner, and Lucent expected this
product would develop into a major market. If Lucent could secure a lead,
no amount of money could help another company immediately match the
offer.

But during routine oversight of the company’s systems, corporate
security at Lucent determined that three foreign nationals working for
Lucent had downloaded and stolen the PathStar source code, the guts of the
system. In a superseding indictment dated April 11, 2002, Chris Christie,
then US attorney for the District of New Jersey, laid out the allegations: The
three had “conspired to steal and transfer the software and hardware” to a
Beijing-based telecom company. After obtaining a search warrant for their
homes, “FBI agents seized large quantities of the component parts of the
PathStar Access Server, both software and hardware, as well as schematic
drawings and other technical documents related to the PathStar Access
Server . . .”

And here’s where, as a Lucent board member confides, “It began to get
weird.”

The prosecution did not go well, and it wasn’t for lack of compelling
evidence.

“Three individuals were caught downloading the code and the company
turned the case over to the FBI,” says former Lucent CEO Patricia Russo.
She was not one to be pushed around. Despite working in a traditionally



male-dominated industry, she had risen to become the leader of one of the
most respected companies in the sector and would later be named
Chairwoman of Hewlett Packard Enterprise and take seats on the boards of
General Motors and Merck. Tall, dark-haired, and striking, Russo could
drive a golf ball farther than her male colleagues and was not shy about
doing what she thought needed to be done. But even she could not
anticipate what happened next. “It became apparent over time that the
Chinese were angry at Lucent for taking action against individuals for the
theft of our intellectual property. We felt that we were in the penalty box in
terms of our business with China.”

Lucent was selling hundreds of millions of dollars into China Unicom
and China Telecom, and that business fell off considerably; the company
learned through discrete contacts that Lucent was suffering as a result of the
FBI investigation. Russo recalls meetings in China where the issue would
come up subtly and she would have to navigate through that. “I had the
impression they wanted an apology for turning the case over to the FBI,”
she says. “I remember leaving one of those meetings and saying to my
colleague, ‘Don’t they realize they broke the law?!’ But China had a huge
market.”

The consequences of pursuing the case would have been the loss of
hundreds of millions—perhaps billions—of dollars in sales during a time
when Lucent was fighting for its life. Any CEO representing the interests of
her stockholders would have faced the stark choice: Do we support
prosecution of these three low-level engineers (two, really, as one had
already jumped bail and was believed to have fled to China where the odds
of a successful extradition were low), or do we settle this quietly and get
back to business? Lucent chose the latter, eventually settling for a small
payment from the accused and agreeing to drop the matter.

“If you wanted to do business in China, there wasn’t a lot of
complaining,” Russo says.

There was, however, a bit of irony in that Lucent ended development of
the PathStar line before the prosecution was even resolved, citing budget
cuts and, less publicly, problems with the same source code the three
engineers had downloaded. The original developers hadn’t followed the
best practices in writing the software, and estimates were that it would have
taken the Chinese “entrepreneurs” years to sort it out and turn it into a



sellable product, by which time it would have been long surpassed by
competing solutions.

While all countries experience malfeasance by their citizens abroad, the
odd thing here is how the Chinese officials and executives closed ranks. If it
would have cost Lucent a great deal of lost business to prosecute these
accused thieves, it was costing their Chinese customers—ostensibly
unconnected to the bad actors—a price to deny themselves the equipment
they really wanted to buy from Lucent. Why were other Chinese companies
and the government willing to bear a cost to their own goals in order to
protect three accused thieves who supposedly didn’t even work for them?
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A Foothold in Europe

If you want something in the worst way, that’s
exactly how you’ll get it.

—Unknown

n 2001, as the wheels came off the suppliers across North America and
Europe, Huawei took their newfound experience in international bidding
and went on a tear, winning business around the world and landing their
first major contract in a developed country. Their strategy for winning
consisted of rock-bottom prices and serviceable, if not leading edge,
products. According to the companies that were trying to compete with
them, Huawei’s approach also included bundling, vendor financing, and, as
claimed in multiple civil and criminal cases, more aggressive tactics.

THE FIRST BIG WIN



The deal that cracked open Europe for Huawei involved one of the world’s
largest telephone companies, run by a scrappy iconoclast. Ben Verwaayen
prided himself on being demanding and not just going along with the flow.
More than one corporate board had learned this the hard way after inviting
the senior telecom exec to join them, only to find him uninterested in
rubber-stamping whatever matters were brought to them.

Compact, intense, with round professorial glasses, his contrarian nature
started long before he had the currency that came with being a Fortune 50
CEO. When he graduated college in the Netherlands, Verwaayen decided to
carry out his military service requirement by enlisting in the Dutch army,
where soldiers are allowed to form and join unions. Verwaayen felt the
existing union was too politically extreme and promptly created the new
General Association of Dutch Soldiers, a union that remained in place until
the end of the Netherlands’ forced conscription, decades later.

His next job was with a small insurance company owned by ITT, the
conglomerate that years earlier had come under fire for their role in
working with the CIA to depose Chilean president Salvador Allende.
Verwaayen caught the attention of the PR department when he proposed
that the company become more open about ITT’s history and conflicts. To
their credit, the company saw him as a high-energy manager who was not
constrained by normal views of propriety. He was promoted to run PR, then
moved to the telecom division, and, by thirty-six, he was CEO of the Dutch
national phone company. In 2003, at the age of fifty-one, he was named
CEO of British Telecom, one of the largest carriers in the world.

Verwaayen had no intention of being a caretaker, and in the spring of
2005 he launched an audacious bet-the-company gambit to remake the
United Kingdom’s national network.

Early on in his tenure, Verwaayen sat at a bar with Matt Bross, the chief
technology officer he had just brought on, and grabbed a cocktail napkin to
sketch his vision of the UK’s new network. Verwaayen believed that not
only was broadband the future, but that a radically different approach would
be required by the network in a few years. Not all telco executives around
the world had this understanding, but Verwaayen was right, and he was
willing to put £10 billion behind that bet and do it at breakneck speed. He
also needed a partner who was willing to look outside the usual stable of



vendors to achieve their goals, and saw a kindred spirit in Bross—or “Mad
Matt,” as he called him.

“Matt translated that napkin into a really serious redesign of networks,”
Verwaayen says, “and he was the absolute architect of what later became a
kind of seamless networking based on software integration. He looked to
Huawei as an enabler of that, at the time when nobody else did.” Verwaayen
says he left the vendor selection to Bross and, in April, British Telecom
announced that Huawei would be a key supplier to the “21CN,” BT’s new
21st Century Network.

Bringing Huawei in on this massive contract—one of the largest in the
world to that date—was a shocking moment for the industry. Marconi, a
British company Verwaayen describes as the “national pride supplier,” was
one of Huawei’s main competitors and the presumed favorite to win the
edge portion of the network. But the BT team wasn’t impressed with their
ability to execute, and Verwaayen felt that their solution was not in the
same league as Huawei’s.

“There was no competition from the technology side,” he says.
Not long after the announcement of the Chinese vendor, Verwaayen’s

phone rang. It was Mike Parton, CEO of Marconi. He couldn’t
acknowledge what both of them knew: Marconi was unable to match the
design, prices, or support services that Huawei was proposing. But they
both also knew the consequences of losing the bid.

“Ben, you know what this loss will do to us, don’t you?” Parton
pleaded. He argued that it would be devastating to his company, the last
major UK-based vendor of telecom network gear.

It was. The hundred-year-old firm, which had barely survived the 2001
telecom meltdown and was already facing a death spiral, collapsed in the
face of this low bid by Huawei, losing 40 percent of its stock value that day.
By October 2005, most of the company was scooped up by Ericsson, with
remnants going to an American private equity firm a few months later.

The other established Western vendors were also caught off guard by
BT’s move. They had worked their relationships with the CEOs of the
biggest carriers and that, along with government pressure, had kept the
Chinese company out of all of the large national networks, effectively
consigning Huawei to second- and third-tier service providers. But
Verwaayen was never one to play along, and now Huawei was helping build



the most sophisticated network in one of the world’s most advanced
countries.

Pat Russo, CEO of the recently merged Alcatel-Lucent, who was
another favorite for the BT contract, looks back on the award to Huawei as
a “gut punch.” It seemed impossible to compete with Huawei, whose
pursuit of the contract was relentless. “They had five engineers to every one
of ours,” she laments.

Verwaayen understood the importance of a healthy vendor community
to his company. He says, “I was concerned enough for the viability of a
competitive landscape that I said, okay, it’s great to have Huawei at the
edge, but we can’t also have them at the core of the network.” Conventional
wisdom is that the core of the network is the “crown jewels”—that the core
is the part of the network that most needs to be kept secure. In fact,
evolving technology had already made even the edge a source of
vulnerability, and BT would be shocked to see the consequences of this a
few years later.

His vendors’ hurt feelings aside, Verwaayen and BT were in no
condition to serve as benefactors to the equipment industry. The company
was financially troubled when he took it over, and building a state-of-the-art
network was only part of the rescue equation.

“BT was in bad shape,” says Verwaayen. “Because of the buildup of
debt, we had to sell off all the future-related businesses like mobile—this
was a fixed-line only business. We had to do something that was
extraordinary and would also revolutionize our costs. From every single
angle that we looked at it, the concept that Huawei brought to the party was
massively better than other companies would offer.”

CHATTER

In 2010, less than five years after 21CN went live, sources informed the
Australian Broadcasting Corporation (the ABC) that some of the core
switches installed in the BT network by Huawei were found to be doing a
lot of “chattering”—industry jargon for when a network element is
transmitting more information than the traffic should require. That’s a red
flag for companies concerned about their data being exfiltrated to unknown



end points. In short, BT and the British security services were alarmed that
the Huawei switches were sending information off to an unknown recipient.
Senior officials from both parties put themselves on a plane to Shenzhen in
2011 to sit down in Huawei’s headquarters and discuss their concerns.

Although further details surrounding this claim have not been made
public, it’s clear how they felt after the meeting. The ABC reported that BT
chose to remove and replace the identified Huawei switches at considerable
expense. That was hardly the end of all Huawei gear in the network,
however.

Meanwhile, the British government commissioned a review, which was
overseen by Malcolm Rifkind, chairman of the Intelligence and Security
Committee. The committee sought to understand how the government’s
ministers evaluated BT’s plan before allowing the Chinese vendor to deploy
its gear into the United Kingdom’s national phone network. What was the
review process? The answer was surprising.

There was none.
The committee determined that government bureaucrats were concerned

about getting in the way of the deal, given the trade implications for the UK
and the potential impact on British-Chinese diplomatic relations. They
decided not to brief the ministers at all until after the deal was inked.

While accurately recognizing the failures in oversight, the committee
then made an error of its own. They concluded that risk was already present
in any network that contained gear made in China, even if that gear was
made by a British, American, or Swedish company, and there was no point
in keeping any given country’s equipment out of the network.

This facile perspective misses one of the key dangers of having a
nontrusted entity deliver its own gear into a network. When a company like
Ericsson manufactures a switch in China, they are motivated to ensure the
integrity of the software and hardware, which includes scrutinizing their
own supply chain and independently ensuring that the factory is
manufacturing exactly to specifications. More importantly, once the gear is
deployed, it is Ericsson engineers who retain control of the device during its
lifetime in the network, monitoring it, updating it, and controlling who has
access.

But when the equipment is not just manufactured in a nontrusted
country but designed, manufactured, validated, updated, and monitored by a



national champion of that nontrusted country, you lose the extra layers of
scrutiny and ultimately turn over security to the very party in question. The
difference is enormous.

FOX WATCHING THE HEN HOUSE

Not long after BT’s 21CN was up and running, the British government
identified the security risks of using Huawei’s equipment in critical national
infrastructure and established a Huawei Cyber Security Evaluation Centre
(HCSEC) Oversight Board to inspect Huawei gear, requiring Huawei to
make its software code available for inspection. Huawei dutifully did so,
but many experts consider this “security theater” for several reasons.

First, communication equipment is complex, with some elements
bearing millions of lines of software code. The architecture and design vary
from company to company, and even the best-trained scientists can’t
examine a new company’s product and fully understand what they are
looking at.

Second, the oversight board is only able to look at what is sent to them.
A national network may require hundreds of thousands of components to be
deployed, and the review team can only evaluate the samples that they are
given. This doesn’t represent everything that is going into the network.

Third, networks are not static. The hardware constantly changes as
problems are discovered or incremental improvements are made. A device
deployed into a network on day one may undergo dozens of adjustments
and alterations over its service life. More troublesome is the need to
constantly update software, not just for performance enhancements but for
security needs. As gaps and flaws appear in a network’s security—and this
is a constant, universal fact of life in all networks—the vendor must make
patches.

Patches are a constant issue with networks. And when a “zero day
exploit” is discovered, which means the first moment the good guys learn
they are vulnerable to an exploitation, there is a mad scramble to develop
and deploy the patch. That emergency security patch is not something that
can be sent to a “review committee” so they can convene a team of experts
and explore the patch code to determine whether it, too, presents a risk.



That is an all-hands fire drill that assumes absolute trust if not absolute
efficiency.

There is one other limitation to using the HCSEC to vet Huawei gear,
and it’s a big one. The center is paid for, owned, and, to a great extent,
managed by Huawei. While this structure doesn’t necessarily mean the
center is completely under the control of Huawei, the danger is obvious.
Enough so that the UK retains Ernst & Young every year to audit the
operations and issue an opinion on HCSEC’s ability to operate
independently of Huawei. In the 2020 report, EY concluded that there were
“no major concerns.”

As for the “minor” concerns? The report states, “Overall, the Oversight
Board can only provide limited assurance that all risks to UK national
security from Huawei’s involvement in the UK’s critical networks can be
sufficiently mitigated . . .”

Did this breaking news cause panic among the protectors of the UK’s
networks?

Well, it wasn’t exactly breaking. Similar warnings had already been
issued: EY notes that “as highlighted in previous reports, HCSEC’s work
has continued to identify concerning issues in Huawei’s approach . . .” and
states that, “Limited progress has been made by Huawei in the remediation
of the issues reported last year . . .”

So even when problems are found, as they have been for years by the
HCSEC and other organizations, that doesn’t mean the problem is
remedied. It is simply identified.

The error here may be in the assessment of the intent and character of
the company supplying the equipment. When dealing with complex,
proprietary systems, it’s not unusual for a customer to demand that the
vendor set up processes to make sure everything works as required. Self-
policing can make sense. The creator and supplier of the gear is best suited,
after all, to evaluate performance and identify problems and find solutions.
But this model is only appropriate when the relationship between the parties
is one of trust and faith—we’re all in this together, and no one wants to see
something bad happen to the customer.

When the concern lies with the intent of the vendor, such a model is a
farce.



If residents of an apartment building were trying to secure their
apartment against burglars, they could have their landlord put in a high-
quality lock. They could make sure the door was heavy and hard to smash
in. But if the person trying to burgle them was their landlord, none of this
would matter. He has the key. Not only would all the measures be pointless,
but the tenants would have no way of knowing if they had been burgled: no
broken lock, no smashed doorframe. Just a violated apartment.

Huawei was deployed into the network under the scrutiny of BT CTO
Matt Bross and service was turned up, riding on billions of dollars of
network equipment. Millions of Britons were able to enjoy high-speed
internet at rock-bottom prices, but a known threat of unknown consequence
was injected into the nation’s network, with remediation options potentially
costing billions. No level of scrutiny would make this problem go away.
And the bill would come due.
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Sizing Up Huawei and the Global
Marketplace

For less than the cost of an aircraft carrier, China’s
subsidies to Huawei wiped out the greatest source of
technology innovation in America—and perhaps the

world.
—Anonymous, former executive at Lucent/Bell Labs

ow were well-meaning companies so vulnerable to making what
seemed to be bad choices when it came to national security? The problem
BT and others faced was that the benefits of choosing Huawei were real,
measurable, immediate, and accrued to the buyer. The risks of making that
choice were vague, unmeasurable, distant, and accrued to others. This
explains why Huawei’s pricing was so hard to resist.

But it doesn’t explain how their pricing could be so much lower than
anyone else in the industry. There are cases where a vendor may have a



special product that allows it to charge a premium—while that advantage
lasts—and situations where a company comes up with a unique approach
that enables significant costs savings—again, while that approach remains
unique. But the range of prices submitted in response to any request for
proposal is generally pretty narrow.

Within a geographic market, everyone pays their scientists about the
same salaries. Salespeople work off similar commissions, based on the
selling region not the home country, and they move frequently between
companies (providing additional insight on competing price ranges). Rental
rates and electricity costs don’t care who’s in the building, and costs for raw
components are well known and fairly level, with those components
typically sourced from common vendors.

In the global marketplace, companies take advantage of the strengths of
each market: software from India, hardware and assembly in China,
systems integration and network engineering from Europe and the United
States. It is a myth that Chinese products have a cost advantage because of
the cheap labor in China; the factories of Nokia and Ericsson are in
Shenzhen down the street from those of Huawei and ZTE. The result is a
fairly flat cost range between vendors, with pricing moving up a little if a
vendor has a unique capability and down when they are hungry to win the
business. The calculus comes down to how hungry a vendor is to win a
deal. As a result, bids tend to vary mostly by each company’s willingness to
give up margin to win.

This raises important questions about the prices that Huawei used to
grow its share around the world. In many markets, when a vendor has a
particularly strong desire to secure a contract, prices can approach what is
technically considered “dumping,” a dirty-sounding word but not
necessarily an illegal practice, where a project is bid at a high enough price
to cover marginal cost (e.g., cost to build the equipment, cost of installation
and service), though not enough to make a profit when a vendor takes into
account the cost of R&D, corporate overhead, and other indirect costs.
These aggressive bids aren’t sustainable—if every bid always just covered
marginal cost, a company would slowly go bankrupt. But they help buy
share in important markets or establish deployments that might showcase a
new product. Call it a marketing investment.



Huawei’s pricing with BT and others didn’t look like a marketing
investment. In bids throughout the world, as competing vendors submitted
quotes within a few million dollars of each other, taking hits to their profit
margins, Huawei was coming in with prices that didn’t seem to make any
sense. In some cases, the bids were so low they didn’t appear to cover the
out-of-pocket costs of third-party gear, like the heating and cooling
equipment all companies have to buy from GE or other makers, let alone
the vendor’s network equipment. Lucent’s Pat Russo remembers a
competition her company participated in to build out a network in Southeast
Asia. “We bid,” she says. “Nortel bid. We later learned that we were about a
million dollars over them, at $23 million. Then Huawei came in at $10
million.” A bid like that didn’t qualify as dumping—it couldn’t have
covered even the marginal cost on the project.

This may sound like sour grapes from a company that was getting its
butt kicked around the world by the better, cheaper, harder-working upstart
from China. After all, how could a company based in the United States
compete with Chinese labor costs? But by then, Lucent was already taking
advantage of the same low-cost labor in Asia, assembling many products in
China, and incorporating many more low-cost components into the devices
they assembled in other parts of the world. By the mid-2000s, virtually
every network equipment maker was erasing China’s cost advantage with
their own China-based manufacturing.

These inexplicable quotations were widely confirmed throughout the
industry, including by carriers with no ax to grind, who were all too happy
to take advantage of the aggressive pricing. One executive, the former
president of a major US carrier, recalls a wireless project he worked on with
a non-US carrier. “The Huawei bid was so low,” he explained, “that the
other vendors said, ‘We couldn’t possibly match that. Our cost of the parts
is higher than their bid.’ No one could compete with them.” That is, Huawei
appeared to be selling with no profit margin, not even covering the costs of
making, installing, and supporting the equipment. While they didn’t win the
business out of political concerns, the carrier issuing the contract did return
to the other competing bidders and ask them to sharpen their pencils and
submit more aggressive pricing. They complied.

So even when they lost, Huawei destroyed their competitors’ ability to
make money, reducing their profit margins and crushing their R&D



budgets. Huawei’s pricing strategy effectively made their Western
competitors’ products worse. And it was brilliant in its simplicity. Huawei
entered bids for every contract they could, everywhere in the world. They
bid at prices they knew their competitors couldn’t match, at least not
profitably. When they won those bids, they denied their competitors the
revenue from the win. But when they lost, the pressure to come in
aggressively against Huawei, and the requests to lower their “best and
final” pricing that the winners invariably received, wiped out their
competitors’ profit margins.

Huawei was destroying its competition simply by showing up.
There was just one problem with this bid-below-cost strategy: There

was no way Huawei would be able to sell products for so much less than the
rest of the world without eventually liquidating the company. The losses
would have amounted to billions of dollars a year, enough to wipe them out
in no time.

Yet, according to their reported financial results, Huawei was growing
in all metrics: revenues, profits, R&D budgets, margins. The seemingly
impossible pricing became Huawei’s hallmark throughout their breakaway
growth, with suspicions continuing about how they could bid below cost for
decades and still report profits and pour billions into new investments.
Years later, Samsung’s executive vice president, Woojune Kim, responding
to a question in a 2020 session before a British parliamentary committee,
would testify, “We have frequently seen bids that do not seem to make
sense in the pricing. No company beholden to shareholders and to make
profits could offer that sort of bid.” Kim went on to explain that Samsung,
which is one of the few electronics manufacturers in the world larger than
Huawei, was highly efficient in sourcing and assembling gear, but even his
company couldn’t approach a cost basis that would let them compete with
Huawei, and that such pricing was “not sustainable.”

Huawei’s own government affairs team released a study they
commissioned by a researcher named Dan Steinbock that compared anti-
Huawei rhetoric to McCarthyism and boasted that after Huawei entered
European markets, “profit margins plunged to 30–35%, which supported
consumer welfare . . .” It was an odd combination of a boast and an
admission. Reports from the European equipment suppliers support the



claim that their margins had been destroyed by Huawei’s aggressive
pricing.

It can’t be argued that Huawei was able to do this because, as a private
company, they didn’t have any shareholders and weren’t worried about
making profits. The need for profits isn’t some capitalist construct that
doesn’t afflict private companies or businesses in communist countries.
Profits for any company are the source of investment; they fund R&D, sales
force expansion, training, and everything else that enables a company to
grow. The only reason a company like Amazon was able to experience
rapid growth for years without turning a profit is because they kept drawing
on massive infusions of capital from investors who believed in their model
and knew that someday they could ease back on the growth and let the
profits roll in. By the time Amazon finally hit that point in 2001 and
reported their first profit, they had consumed a staggering $2.8 billion in
losses, funded by those investors.

Huawei may have burned through more than $75 billion.

THE DEEPEST POCKETS OF ALL

The Wall Street Journal thinks they figured out how. In a report published
in December of 2019, a team of researchers at the Journal concluded that
Huawei had received $75 billion in state support during its rise to world
dominance, allowing the company to undercut rivals’ pricing and still pour
billions into R&D. The company received more than $3 billion in outright
grants and land discounts, most of those since 2008, and enjoyed $25
billion in tax incentives. Huawei insists that they received only “small and
non-material” grants, many of which were available to others. Founder and
CEO Ren Zhengfei even told the BBC in an interview that his company
received no government grants whatsoever, a claim his PR department was
forced to walk back, acknowledging that, as their own annual report
described, the company received significant preferential treatment and
financial consideration.

The Journal found that Huawei had assembled the land for its massive
new campus through uncontested auctions where they paid as little as 10
percent of the comparable market price, saving billions of dollars. The



Journal also says that the mayor of Shenzhen acknowledged as much at a
state conference in 2012, saying that “local officials began waiving or
reducing levies on Huawei . . . in the early 1990s.”

But don’t all countries provide support to local industries, especially
those deemed vital to national security and economic health? Aren’t these
arrangements comparable to those offered to Western “national
champions”? Not within orders of magnitude. For example, from 2000 to
2018, Cisco received a total of $45 million in state and federal subsidies,
loans, grants, and guarantees, according to the Journal’s analysis—still less
than 0.1 percent of the aid reportedly given to Huawei.

A December 2000 article by Bruce Gilley in the Far Eastern Economic
Review reported that, in 1998 alone, the state-owned China Construction
Bank lent Huawei nearly $500 million in buyer’s credit. A lot for Huawei,
but a staggering amount for the bank; it represented 45 percent of the bank’s
total credit for the year. Hardly a classical diversification strategy for a
bank, and not one you might expect from an institution that wasn’t even
focused on telecom deals. But when the Party calls . . . Regardless, it was a
drop in the bucket compared to what the Chinese government was prepared
to provide to Huawei. Wall Street Journal research says that in the years
after 2000, Huawei received more than $45 billion in loans and other
support from many state-run banks, all under the control of the CCP.

These loans in particular would enable Huawei to create a machine that
pushed their products out to telecom companies all over the developing
world and win 3G, 4G, and 5G contracts across Europe and Asia.

WHY COMPLAIN?

Why didn’t the regulators and government authorities in the United States
and Europe stop the damage from Huawei? Why did they allow the Chinese
company to sell their gear in the US, and all over the world, at prices that
were clearly below cost, low enough to take business from most
competitors, and so low they destroyed the margins on competitors who had
to slash their own prices to win the business? Shouldn’t countries prevent
foreign companies from entering and dominating their markets, selling



products below cost? And shouldn’t countries put up trade barriers to block
foreigners if their home country doesn’t also open its markets to imports?

This is often the response from governments, whether in the Americas,
Europe, or elsewhere. Leaders come to the aid of domestic industries,
decrying unfair competition. Companies under threat try to position
themselves as “strategic,” and warranting protection. Somehow, the truly
strategic telecom sector failed to earn this designation. But should any
sector block foreign suppliers, even if those suppliers are selling their
products at unreasonably low prices?

There aren’t simple answers to these questions, says Mike Munger, an
economist and former chair of the department of political science at Duke
University, where he continues to teach political science, public policy, and
economics. He argues that trade deficits aren’t a problem, and he makes the
case for continuing to trade even when a partner subsidizes their products
and puts up barriers to yours.

“My trade deficit with Kroger’s supermarkets is gigantic,” he deadpans.
“I buy a ton of groceries from them and they never buy anything from me.
The last time I tried to sell them some of my stuff, they called the cops.”
Munger says that if one party has something of value and the other party
has money they want to exchange for it, no voluntary exchange is bad.

The reason he gives the store his money is because Kroger can deliver
food to him cheaper and better than he can produce it himself. In business
schools, this is called the “make or buy” decision: never make anything
yourself if you can buy it from another source for less. Munger instead
chooses to focus on his core business, teaching classes and publishing
books and papers. If he spends time making other things, things he could
have purchased on the market, he’s losing money. If he didn’t already
realize it, the market is telling him that society values his abilities as a
professor more than his ability to churn butter or make his own shoes.

If Huawei sells us gear cheaper than we can make it ourselves, we ought
to buy that gear and let our competing companies get into a different
business, Munger argues. We would avoid expending labor creating
something of one value and instead acquire that thing for less, freeing up
our labor to create something more valuable.

“The division of labor is the only source of wealth the world has ever
known,” he says. “Wealth is the result of me specializing and you



specializing: the total amount of stuff produced increases.”
What if the company, or country, selling it funds those sales at prices

below its own actual cost?
“Well, more power to them. That’s terrific. If Kroger subsidized food to

make it cheaper for me, I’d thank them.” In effect, when the Chinese
government funds Huawei’s exports, that is a tax on its consumers and
citizens and a transfer to America’s consumers, who get stuff more cheaply.

And what if a company is just selling things cheaply so they can drive
everyone else out of business and jack up the price? Munger explains that
the math is clear that it doesn’t make sense to do this. The up-front cost to
sell so cheaply is typically too high for a company to earn it back through
excess prices after they have become the last man standing. Other
companies will just reenter the market if they see an attractive price
environment, preventing the first company from reaping those excess
profits. China subsidizing its exports to undercut our companies hurts its
citizens and transfers the money to ours, and it can’t expect the move to pay
off, at least not economically.

Munger says that this process may not make economic sense for China,
but that’s their problem. Maybe it gives them an industry that they think
they need. And China blocking our imports? Sure, it’s better for us and
them if they let us compete freely, but we would only make it worse if we
created our own barriers too. Blocking or limiting American equipment
vendors hurts China’s companies and citizens, who get less choice and may
have to pay more because of the restricted competition. But, again, that’s
not our problem.

Munger continues, “You might say, ‘But China benefits from this more
than we do!’ That’s fine. It means China’s wealthier and it’s likely to
(eventually) start buying more US exports, because if it has more money, it
won’t be so export focused.” In other words, wealthy countries consume
more, and that means they should, eventually, import more. “If you look at
South Korea, Japan, even Germany, who used to only focus on exports,
they started buying iPhones and software and a lot of things that the US
made once they became wealthy.”

But then Munger pauses. “This is how free trade is good and creates
wealth,” he says, “but only provided that you take a liberal worldview that
we’re all in this together.” This model of wealth creation only applies when



you’re dealing with trading counterparts, where the relationships are long
term and the tone is primarily cooperative. As long as you get wealthier,
you shouldn’t really care if your counterpart gets even wealthier than you.
It’s only in a time of war that you refocus from absolute wealth and power
to relative wealth and power vs. other countries.

Now, if Kroger’s plan were to undercut all other supermarkets until they
went bust, then suddenly cut off the food supply and starve everyone into
submission, that wouldn’t be a very good business plan. It wouldn’t make
much economic sense to harm their customers, and they would lose a
fortune subsidizing the food long enough to destroy their competitors—
more money than they could ever make back price-gouging later—but they
would certainly gain power over their customers, far more than a grocer
might typically have.

And that would be an entirely different story . . .



B

14

The End—For Now

For China, purely economic success is not an end in
itself. It is a means to wider political and strategic

objectives.
—William Barr, former US Attorney General

y 2006, the downturn in carrier spending and the price pressure brought
on by Huawei’s aggressive bidding had pushed Lucent to the brink, to the
point where the General Services Administration (GSA)—the government
agency responsible for all federal purchasing—had reached out and
expressed concern about Lucent. Was this an offer from the government to
help pull them through the crisis? Not quite.

“Because we were in financial difficulties,” says CEO Pat Russo, “the
US government decided they weren’t going to buy from us!” She was
stunned by the news. “I’m fighting to bring the company back from the
brink of bankruptcy and I have to try to convince my own government not
to terminate our contracts! They should have said, ‘This is the organization



that has Bell Labs, this is the company that created all these wonderful
technologies and capabilities. We ought to be supporting them, not making
it even harder for them to do business!’”

For those who oppose corporate welfare, there is a difference between
bailing out a bank that has screwed up and ensuring the ongoing existence
of a company that helps provide national security. The government could
have allowed the shareholders to be wiped out—that’s the penalty to the
company’s owners for the financial situation—and then reconstituted the
company in a number of ways, either finding a US buyer or recapitalizing it
with money from the private or public sector. The federal government,
which is so assiduous about protecting soybean production and textiles
from foreign competition, decided not to intervene with the impending
failure of one of the country’s leading research and development
institutions.

Lucent, having stared down the abyss five years earlier, finally hit the
end of the road. The company entered talks with European vendors,
including Nokia, but Alcatel emerged as the rescuer when they offered
$13.5 billion to acquire the entire company. It was a far slide from Lucent’s
market value of $258 billion just a few years earlier, but a premium to the
current trading price, and a path out of collapse. The offer was for $3.01 a
share, 96 percent less than the company’s previous peak of $84.

Lucent took it.
This was the end of the equipment legacy of Alexander Graham Bell,

the company that built the pay phones that were indestructible to every
insult but progress, the standard-bearer that supplied the country’s wired,
wireless, and internet service providers with the most advanced, gold-plated
network equipment in the world.

And it was the end of Bell Labs, inventor not just of cellular telephony,
fiber optics, the transistor, but also the company responsible for
innumerable “black budget” operations for the US government. At least, the
end of them as an American company. And this presented a problem. The
flagship of technology innovation was about to find itself a part of a
company housed in a foreign country, and it would need to find a way to
partition its most sensitive activities from foreign eyes and influence. It
mattered little that Alcatel was a publicly traded company with full
transparency of operations, based in a NATO country that had been a



steadfast ally of the United States since . . . well, since before the US was a
country. Now, at last, the US government came to the realization that it
might be a problem that a foreign country would have its hands on the
equipment running our networks, that the French could be trusted to
safeguard the intellectual property and current development programs of
Bell Labs.

The Lucent board was similarly concerned and retained one of the
biggest consulting and systems integration firms to develop a plan to
relocate and secure Bell Labs’ sensitive operations and intellectual property.
The consultant on the project, Mike Johnson, took responsibility for
implementing and supporting controls with the Committee on Foreign
Investment in the United States (CFIUS), a federal interagency committee
that consists of nine cabinet members, including the secretaries of state,
defense, homeland security, and commerce, as well as various other agency
heads appointed by the president. Their role is to make sure that the
acquisition of an American company by a foreign-controlled entity will not
compromise national security. (There is no organization or review process
that exists to make sure a foreign-controlled entity doesn’t achieve this by
driving an American company out of business.)

Johnson’s first step was to propose the structure for a subsidiary, Lucent
Government Solutions, which would house the programs at Bell Labs that
were classified or had a material impact on national security, like those
supporting the NSA or CIA and anything involving classified weapons
systems. “After we put all the cool stuff into LGS, we got an unexpected
call,” recounts Johnson. His team was gathered in its own project war room,
reviewing the work plan when the phone rang.

A woman’s voice on the other end said, “Mr. Johnson? The general
would like to see you here at his office at the Pentagon.”

“The general?” Johnson covered the mouthpiece and turned to his
partners on the project. “How did they even get our names?”

But Johnson and his team didn’t argue. Within a few days, the senior
leadership from the company’s account team arrived in Arlington, Virginia,
and after clearing the security checkpoints at the Pentagon, they joined the
general and his staff around a conference room table. The general spoke
first.



“So, you’re the guys who are handling the spin-off of Lucent
Government Solutions. How’d we do? Did my guys ask the right questions?
Are you confident we have the right security measures in place?”

Johnson looked sideways at his colleagues before replying, “Uh, no.
Well, yes and no. Your guys didn’t know what they were doing, not any of
them, but yes, we’re taking care of the security issues, and we’re confident
we’ll have adequate measures in place.”

“Really?” asked the general, who hadn’t missed the sideways glance.
He leaned forward, hands now on the table. “What are you saying?”

“Don’t worry,” Johnson assured him. “The company is doing the right
things anyway.” He explained that they were splitting Lucent apart and
securing elements that presented risk of compromise from a foreign
country, including classified lab facilities that couldn’t be physically
relocated from the soon-to-be French-owned Bell Labs buildings. He
continued, “Your guys showed up looking for door locks, asking us about
physical barriers between adjacent work areas. But they didn’t ask about the
important stuff, like securing the WAN.”

“The WAN?”
“The wide area network. The US telecommunications network. It runs

on Lucent’s 5ESS switches. They underpin all communications in the
country—private, public, corporate, governmental. Even military. And your
guys didn’t ask us to make sure the French couldn’t put code in there. Like
putting a software update on the 5ESS that added a back door.”

The general’s jaw tightened. He looked at his staff sitting around him as
they fidgeted in their seats, considering, perhaps for the first time, what the
loss of America’s primary telecom equipment maker truly meant. In the
hands of another company or another country, the switches running
American networks could be remotely modified to allow intercepts between
parties, or even throttled to shut the network remotely. Sure, French
scientists wouldn’t be able to walk into a secure part of the lab that was
working on a classified project for the Department of Energy, but perhaps
they could intercept conversations on America’s phone network. Including
the communications between offices of the Department of Energy. Or if
those conversations were encrypted, they could still know who was talking
to whom, and when. It’s in the metadata: Even when they couldn’t hear the
content of an encrypted call, whoever managed the network knew who



called whom, when, for how long. They knew what websites they visited.
They could see where and when traffic was building. They could also
disrupt or terminate the ability of parties to complete calls on our own
network.

It wouldn’t even require a hack. The supplier of the network equipment
—once Lucent and now Alcatel—was required to leave its hands on that
deployed equipment, updating it with new software, adding features,
patching security vulnerabilities. And those updates didn’t pass through
CFIUS or any other review board. Not that it would matter. The complexity
of the code—millions of lines written mostly in C language—was beyond
anyone’s comprehension apart from the people running that equipment.
Who would now be based in a foreign country.

The Pentagon officers, expert at what they did, were in way over their
heads when it came to telecom equipment.

“They were trained in guns and bombs,” says Johnson. “They didn’t
understand what this really meant to national security.”
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Culture and Credit Cards

He who does not trust enough will not be trusted.
—Lao Tzu, Chinese philosopher

s the former industry giants reeled from their losses and consolidated to
cut costs, Huawei was on the offensive, snapping up staff and moving to
grow share in the developed markets that had eluded them, above all the
United States. There were cultural barriers that they would have to clear,
many of which they were thoroughly unprepared for.

Hiring new staff was easy enough. In 2008 the United States was
entering an economic downturn, and the telecom equipment sector had still
not recovered from the crash years earlier. Huawei was able to pick from
the cream of the American telecom equipment industry, luring people away
with higher salaries, snagging them after layoffs, cherry-picking the best
with guidance from former colleagues who had already joined Huawei.
Some were engineers and technicians. Others were field support staff,
brought in to deliver and install the new Huawei cellular base stations.



Many were sales people, hired to deliver the guanxi, the local relationships,
that money couldn’t buy.

Of course, there were some relationships money could buy. For the right
price, a sales rep with a long-standing, trusted customer relationship would
drop off his badge, turn over his PC, and sign on with the new, higher
bidder. And if you could lure away a salesman who had sold hundreds of
millions of dollars of Nortel gear to Sprint by paying him 30 percent more,
you were starting out with a personal seller-buyer relationship that ran
deeper than any corporate brand. Even for the reps who had survived the
cutbacks—the top salesmen who were secure in the remaining jobs at
Alcatel-Lucent, Nortel, Cisco—the lure of a better pay package always
warranted a return phone call. Sales reps are coin operated; you pay, they
sell. And if you’re willing to pay more, most are willing to take their book
and carry it across the street.

But what, exactly, would they find there? It wasn’t easy to learn about
Huawei; compared to a Western company, their website told very little.
There were pages about the products, the services, the promise of support
and upgrades and continuing R&D investment. There were beautiful
pictures of the gear and the gleaming new headquarters somewhere in
China. There were exhortations about the glory of the company and its
workers—comical, almost, for a Western tech worker who didn’t
understand the Asian philosophy of employee-employer relationships and
the schmaltzy rhetoric that characterized their internal corporate
communications. But there was not much about the people running the
company. In fact, there was nothing on the management team of Huawei.
There was no web page with pictures of the senior leadership, giving their
bios, their responsibilities. Not even their names. No board of directors, no
CFO, no data on the company’s governance. No organization chart. If the
company seemed cryptic, these new hires were about to learn one thing
about how Huawei was managing its efforts to grow in the US. Which is to
say, not very well.

BUNKING UP



One consultant, brought in to help Huawei figure out its personnel issues,
describes a scene that unfolded in an overcrowded conference room in
Huawei’s Plano, Texas, office, where the latest hires were getting their
orientation. Some of the people had been working there for a few weeks
and were finally taking in the on-boarding lecture. Others had signed on in
the prior days and were just getting their first few minutes of what it was
going to be like working at this Chinese upstart. All of them sat in
aluminum bridge chairs, notebooks on their laps, faces turned toward the
human resources manager as she welcomed them to their new jobs in good,
if not perfect, English.

“Please do not incur expenses and do not submit anything to me for
purchase until the beginning of next month,” she began. For the employees
who had been on the job for a few weeks, these words seemed odd. They
had to incur travel expenses in order to see customers, attend conferences,
buy office supplies. And for some of the people shifting in their chairs,
these words sounded ominously familiar to what they had heard as the
wheels came off their former employers. Billion-dollar companies had
suddenly run out of cash. Contracts were broken, bills left unpaid, newly
built office complexes never occupied. But that wasn’t the case here, with
Huawei. Was it? Had they been misled? Would this turn into one of those
stories of gross incompetence where a company had hired thousands of new
employees only to turn around weeks later and cut them all loose?

Not exactly.
“My Amex card is at its maximum,” the HR manager continued. “We

have too many people incurring expenses at once, too many purchases for
one card. Please wait until this statement is paid and I can start taking your
charges again.”

One new hire sitting near the door—a well-known sales VP recruited
from one of the largest equipment makers in the world—grimaced. “You
gotta be kidding me,” he said. “They’re using one Amex card for the whole
company’s corporate travel, purchases, dining, entertainment? Do they not
trust their own sales executives with their own corporate credit card, or are
they just way behind in setting up the most basic corporate processes?”

It was both, actually. They hadn’t set up an operation yet to cope with
the rapid increase in the number of new employees. HR systems, expense
management, training, all the normal corporate functions hadn’t been



geared up to handle the newly constituted American division, and business
operations were way behind where the hiring team was.

Quite apart from that, there was no trust in these new workers. It wasn’t
the Chinese business culture. Field technicians in China weren’t issued
corporate credit cards and told to “be good.” Even the sales reps in
Shenzhen didn’t work that way. The controls were tighter; the faith didn’t
run so deep.

More troubling to the new hires, there seemed to be no understanding of
the cultural universe in which American companies operated, and in which
these employees expected to work. Beads of sweat were starting to break
out on the foreheads of former service technicians who had just picked up
their new business cards.

The orientation continued. “When you travel to call on a customer,
please think of who you know in that city or town. If you have family,
friends who live there, perhaps they have a guest room or a couch that you
can sleep on. This isn’t a vacation—you should do everything you can to
keep the costs down and not worry about a fancy place to stay.”

As the consultant observing this now recounts, “You could feel the
tension build in the room. Were they really asking their top salespeople to
sleep on friends’ couches during business trips?” But the best—or worst—
was yet to come.

“If you do not know someone in the town who can provide
accommodation,” the HR manager continued, “we understand you may
need to stay in a hotel. Please pick a reasonable location, and if you are
making this trip with a colleague, you are required to share the hotel room
with them.” She smiled. “We will provide a fifteen dollar a day reward for
this.”

The sound of a notebook snapping shut startled the new hires out of
their bewilderment. Some looked up in time to see the sales VP, less than an
hour into his new job with Huawei, shake his head as he stood up, pushed
the escape bar on the door, and walked into the sunlight of the building
lobby. He stopped at the front desk and dropped off his laptop, with the
protective plastic still covering the Lenovo logo, ignoring the confused look
on the receptionist’s face, and headed out to the parking lot.

Huawei was the new game in town, but that didn’t mean they
understood the rules.



YOU COULD HAVE JUST ASKED

Even as Huawei was learning how to hire in the United States, they were
bringing American consultants to their massive headquarters in Shenzhen.
They weren’t looking for help in working their way into the US market, but
they were seeking to take advantage of the more creative and strategic
thinking delivered by America’s technology consultants. The company was
hardly in trouble; the help they needed was to manage explosive growth and
ensure they were positioned to continue it. Revenue for 2008 had more than
doubled to $18 billion from $8.5 billion in 2006, and margins and profits
were growing rapidly too. For an equipment company of this size, such
growth was unprecedented.

Even if American consulting companies had reservations about taking
on a project working for a Chinese tech firm, the lure of a rapidly growing
high-technology customer was irresistible, especially after the financial
crisis led to a collapse of much of their customer base. The big US
consulting firms rushed to fill the need. A partner at one of them, Tom
Miller, found himself climbing aboard a flight from Dulles Airport in
Virginia to San Francisco, and on to Hong Kong before continuing to
Shanghai, preparing for what might be a long assignment. In fact, it would
be six months before he finished the project, having not just educated his
clients on global growth strategies but having received an education himself
on the cultural differences between the way the United States and China did
business.

Miller’s team was brought in to help Huawei plan the rollout of a
complete set of new services, defining the operating model and the market
strategy. As aggressive as the plan was, one thing was missing: There
would be no rollout in the US. Huawei was still effectively excluded from
any American deployments, at least any large ones, so the focus was on
sales to Africa, Latin America, and southern Asia.

One of Huawei’s executives explained their position to Miller over
dinner on his first night in town.

“We’re not industrial grade like Ericsson is,” he acknowledged. “At
least, the bigger carriers don’t think we are. Ericsson just has better stuff
right now.” This wasn’t an admission of inferiority. It was just a recognition



of the patience Huawei would need if they were to eventually become a
player in the developed countries’ markets.

“They were going to grab share in their current markets, trial their new
systems, and improve them,” Miller explains. “And they were going to
undercut everyone on price across the southern half of the world,
essentially. After their aggressive pricing weakened the more established
incumbents like Nokia and Ericsson, after they’d won all the deals in the
developing countries, then they would close in on Europe and North
America.”

Over the years, Miller would occasionally give presentations on his
experiences working with Chinese tech firms that were pressed by the CCP
to establish technology leadership. Miller remembers his Chinese clients as
being bright and exceedingly hardworking but lacking in some of the
business thinking that characterized their counterparts in the US and
Europe. “What I realized was that they could memorize every detail of a
complex chart,” he says, “but they didn’t necessarily understand how it all
flowed together.” They also seemed to be working on a different business
ethic, as he discovered early on, and in a peculiar way: “They hacked my
hard drive in my first week there.”

He recalls giving a presentation to the Huawei client team, showing
them slides he had prepared the night before, when he was asked an odd
question.

“Mr. Miller, could you please explain the chart on slide eighteen
showing the incumbents’ share of the India market?”

“Well, yes . . .” he replied. “I was, uh, getting to that . . .” Flipping
ahead a few pages, he pulled up a slide he had just created on the topic. It
became clear that not only did the client team already know what was on
his laptop, they weren’t embarrassed to let that slip. Just get on with it. His
team took note of that in how they handled future work and even started
using cheap “burner phones” they picked up in Hong Kong and discarded
weekly.

It was hard to wrap his mind around it, but Miller learned that this was
simply their business culture: “Several people on my team had been born
and raised in China before coming to the US for college. They saw my
puzzlement and explained the difference to me. They told me that they’re
not just stealing our stuff. They’re stealing each other’s stuff too. That this



sector, as least right now, is working under a totally different ethical
framework. They take care of the ones they feel they’re responsible for—
company, family, country. If they’re working for Huawei, and Huawei is
helping them succeed, of course they would steal ZTE’s stuff, of course
they would steal Cisco’s stuff. ZTE’s trying to steal your stuff; you go steal
theirs. It would be wrong not to seize an opportunity to support the party
you’re responsible for. It’s a free-for-all. You’re in one circle or another; all
your calculations when you’re interfacing with other firms come down to
‘Are we in each other’s circle? Are we working to steal stuff from other
people?’”

Some people try to understand this cultural clash by looking to the
difference between Confucian philosophy and Western ethics systems based
on religious ideals. Such analyses have value, but the subject is a complex
one, fraught with the dangers of painting an entire people with too broad a
brush. American business ethics isn’t defined by the behavior of 1980s Wall
Street investment bankers any more than by the values of a shopkeeper in
Vermont. But by most accounts, anecdotal and in the legal record, the
aggressive behavior by China’s telecom companies during the years around
the millennium ran counter to most of the world’s business nature, whether
in Korea, Europe, the United States, or elsewhere. This lack of alignment
between business cultural values, at least as claimed by Western observers
in the telecom business, was bound to lead to conflict.
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Brain Drain

Trust but verify.
—Ronald Reagan

uawei wasn’t only hiring salespeople and consultants. They also started
tapping highly specialized technical talent, engineers, and scientists from
Bell Labs and especially Nortel. Anyone with wireless expertise.

Most people doing a technical job don’t worry about the politics of their
employer; working for a foreign company, political policies of the hiring
company’s country are an abstraction, not relevant to engineering
calculations that transcend language and culture. What matters is the job,
and as with all jobs, the experiences of people recruited to join Huawei
varied. Some got rich serving them. Some got bored. A few got fired.

And some quit in disgust.
Ron Marino didn’t think twice about turning in his badge and leaving

Huawei. It wasn’t about the money, that’s for sure. The company was



paying him 30 percent more than he had been making at his previous job,
and the money had been good there too.

It wasn’t about the working conditions, either. They were tough—
exhausting at times—but he was used to working on massive projects with
impossible deadlines under enormous pressure. His decision to leave was
more a visceral reaction to the way the company seemed to view him. What
they wanted from him.

CROSSOVER SKILLS

Marino had worked for some of the biggest and best names in wireless
technology. He had designed radio systems for Litton Industries, a defense
contractor that, while not as well known as the giants like Lockheed, led in
critical areas of electronic warfare systems and microwave navigation and
communication. Litton’s radio technology was an integral part of the
Pentagon’s tactical and nuclear military capability, and Marino was proud to
have been a member of their team.

As a requirement of his work with Litton and, after the company was
acquired, with Northrup, Marino had to pass extensive security clearances
and sign nondisclosure agreements. Marino took the responsibilities
seriously and went beyond the legal restrictions on sharing information later
in his career, refusing to discuss what he considered sensitive information
with colleagues who weren’t “cleared.” He had never felt pressed to divulge
confidential information in most of his later civilian projects—but, as
always, Huawei was different.

Marino was recruited to the job in 2011 by his former boss, another
American who had been a top radio scientist at Bell Labs, spending twenty-
five years at the company and achieving the ultra-elite distinction of “Bell
Labs Fellow.” When Marino got the call about a new job opportunity, he
was all too happy to join. A dozen of his former Bell Labs colleagues were
coming on board, too, a wealth of talent and know-how.

The company hiring them, Futurewei, billed itself as a US-based entity,
a research affiliate under the umbrella of Huawei Technologies Co., Ltd. If
the sales reps hired into Huawei’s Plano, Texas, operations had trouble
learning about the company, it was no easier for Marino. He couldn’t learn



much about Futurewei from their website—it told him nothing. The
company was a thinly veiled front for Huawei, though so thinly that they
had no identity, no logo, no branding at all that was distinct from the parent
company. They were Huawei in America.

Futurewei’s interview process was conducted entirely by Huawei
engineers, and the process was different from anything Marino had been
through before. Typically, these types of interviews consisted of a screening
to see if the prospect really knew how to do the kinds of things he would be
expected to do. Did he demonstrate competence, was he confident in his
technical knowledge, was he smart enough to deliver as expected? But this
interview was focused on where he had worked, which projects he had
knowledge of, and what information he had of existing Western antenna
technology.

“They wanted me to bring slides of everything I had worked on,” says
Marino. “I was damned if I was going to hand this stuff over.”

NUCLEAR

ANNIHILATION

Just a few years prior, Marino’s experience with antennas wouldn’t
have been of much interest to a company looking to secure a
competitive advantage through cutting-edge technology. Antennas in
older wireless networks were pretty low tech: cheap, simple boxes
that beamed a signal out to whatever cell phones they were pointed at
and picked up their return message, dumb units that passed the signal
down a coaxial cable to the radios for processing and forwarding into
the network. For forty years, since the first cellular systems were
deployed, antennas were fixed units, bolted with U clamps to the tops
of towers or screwed into the sides of buildings, pointed toward the
area needing coverage. That’s what the antennas used to be, before the
advancements were proposed for new 5G networks to improve speed
and network capacity.



But these advancements weren’t actually new at all. The
transformation of cellular antennas from dumb boxes to advanced
technology predated the development of 5G or 4G wireless networks.
In fact, it predated cellular telephony altogether by nearly twenty
years.

This technology was ignited following a meeting in the Kremlin,
when Soviet leader Leonid Brezhnev and American president Richard
Nixon sat down to discuss how to ensure that their respective
countries would be completely wiped out in a nuclear war.

In the decades after World War II, the two foes amassed massive
nuclear arsenals, with both sides spending hundreds of billions of
dollars developing, deploying, and maintaining ever-more
sophisticated weapons systems. As the intercontinental ballistic
missiles grew in power from kilotons to megatons, both sides were
drawn to the negotiating table to find a way to cut their expenses
without giving up a military advantage. One such proposal pursued a
macabre policy called “Mutual Assured Destruction,” or, quite
appropriately, MAD. The underlying concept was that neither country
would ever launch a nuclear missile attack on the other if it was
certain that the response would annihilate the aggressor’s country too.
That is, each side had to believe that, even if it launched a successful
attack against the other, the opposing side would retain enough
offensive capacity to launch a retaliatory strike that would wipe out
the aggressor, and probably the rest of the world in the process.

But this could only work if it were certain that all or most of the
country’s launched missiles could hit their targets. And that meant that
both countries had to agree not to develop or deploy systems that
might stop the incoming ballistic missiles; for this model to work,
neither side could contemplate the survivability of a nuclear exchange.

The result of the negotiations was the Anti-Ballistic Missile Treaty
of 1972, banning almost all antimissile systems. In that agreement,
signed by President Nixon and Chairman Brezhnev at a Moscow
summit, the countries promised to leave themselves vulnerable to
incoming slaughter from their mortal enemies. The savings to each
country would come by eliminating the need to build even larger
arsenals in order to get through a missile defense system.



Some may have believed that the Soviets intended to honor this
suicide pact, but Ronald Reagan wasn’t one of them. When he was
elected eight years after the signing of the treaty, he commenced his
“trust but verify” approach to the Russians, which was heavier on the
“verify” part. And verification efforts soon showed that the Russians
were violating the ban by deploying antimissile radar systems beyond
the agreed terms. Soon thereafter, Reagan set about developing a
system to protect America from incoming missiles, whether launched
by the Soviet Union or any of the handful of other nuclear powers or
rogue states. His Strategic Defense Initiative, derisively referred to as
“Star Wars” by his political opposition, called for a solution that could
shoot down incoming missiles using advanced radar and tracking
technology—technology that not only didn’t yet exist but was
considered impossible by many of the leading scientists of the day.
Radar that had been around since World War II was capable of
identifying an airplane traveling at hundreds of miles per hour, at
altitudes up to 80,000 feet, about fifteen miles high. ICBMs weren’t
such an easy target. At the peak of its trajectory, an ICBM may be
more than one hundred miles above the earth’s surface, traveling at
more than 15,000 miles per hour. Tracking such an object with enough
accuracy to shoot it down was a challenge that pushed the limits of
technology, not least of all radio and antenna technology.

The solution, as developed by top scientists at a small group of
American private and government facilities, including Bell Labs, was
initiated during World War II and relied on something called “phased-
array antennas.” The idea was that by setting up a coordinated array of
lots of small antennas, controlled by computers, a radar device could
track small, fast-moving objects far better than using traditional fixed
antennas, effectively put more energy into the signal bouncing off that
object with less energy wasted pointing at the background and empty
sky. By combining this technology with other “smart antenna”
software and hardware, scientists were able to develop far more
effective tracking systems. And with new “beam forming”
capabilities, the radar could follow the object as it moved across the
sky at high speeds.



The extraordinary demands of tracking a missile or fighter jet led
to arrays that sometimes required hundreds of closely packed
antennas. Fitting so many into one box required using tiny antennas,
which meant operating in high frequencies at very short wavelengths.
(The size of any antenna—your cell phone, car radio, or a military
defense system—is determined by the size of the wavelength it’s
sending and receiving.) In order to pack that many antennas into a
compact area, the military would use radios operating in a part of the
spectrum that had extremely high frequencies, like 20 GHz, 66 GHz,
or higher, unlike the 2 GHz or 3 GHz typically used for cell phones.

This high-frequency section of the airwaves—a backwater of little
interest outside of military applications—would suddenly become
interesting to the wireless carriers around the world when they began
looking for ways to deliver more bandwidth than they could fit into
the crowded spectrum used by 3G and 4G systems. This high-
frequency part of the spectrum, called “millimeter wave” because of
the short wavelength, was embraced by some carriers like Verizon
because of the ample bandwidth available in that part of the spectrum,
despite its difficulty in penetrating objects in its path. For a military
radar pointed at the sky, this isn’t such a problem.

As the military phased-array antenna technology became more
robust, affordable, and reliable, it trickled down to the commercial
world of cellular communications, where 5G developers began to
seize on the market benefits. Engineers at the telecom equipment
makers realized that, by directing a cell tower’s signal where it was
needed most, the cell site could provide better service at a lower cost
and with less power consumption. This might mean that a cell tower
connecting to cell phones would aim its radio beam at a highway
during the morning rush hour, lift it to point at office buildings during
the workday, and shift it over to cover a residential area at night, all
without physically moving the mounted antennas. Even better, the
antenna could identify a person who was trying to stream an episode
of 30 Rock on her iPhone and direct a signal straight into the phone,
instead of wasting it on nearby classmates’ phones that were idle or
putting a lower demand on the network. It could even follow the
individual as she drove to school, tracking the phone as it moved



down the highway—no mean feat, but easier than tracking an ICBM.
All of this technology was originally developed—often in violation of
international treaties—to keep Americans safe from Soviet
annihilation.

The result was that, by the twenty-first century, sophisticated and
highly classified military technology had been repurposed to work in
commercial networks, performing the same functions but with a
different end result, and operating in a different part of the radio
spectrum.

It was hardly lost on the Chinese that the commercial 5G
technology had a lot in common with the classified technology that
could be used to shoot down a fighter jet or missile. And that the
engineers working for cellular antenna companies might know a thing
or two about defense systems.

THEY WANT EVERYTHING

Early on, Marino was asked to travel to China to “debrief the team,” the
first of several such trips, and an unusual request for an American working
in America for a supposedly American division of a company. The email
Marino received just prior to departing from Newark International Airport
gave the first hint of what Huawei wanted from him: everything. It was a
prep sheet for his meetings with the people at HQ in Shenzhen, and an odd
one. It asked him to come prepared to answer questions on “the following
topics” and then listed every topic that could be remotely considered a part
of base station or antenna technology. This didn’t give him confidence in
their understanding of what he did for a living, or, really, how the sector
worked at all. But they knew exactly what they were doing.

Radio technology may seem monolithic to an outsider, but it is a highly
fragmented field made up of ultraspecialized areas of incredible complexity.
So much so that, in the nineties, when Bell Labs named a new head of
forward-looking wireless research—a man with a PhD in electrical
engineering from Cambridge, with a focus in radio technology—he was



considered a “non-technical department head” by some of the staff because
his PhD was in the “wrong area” of radio technology.

The emailed questions Marino received didn’t seem to reflect this
understanding. They asked him everything about antennas. Design. And
operations. They had lists of questions on hardware, firmware, software.
Electrical. Mechanical. It was like asking a medical doctor to come to a
meeting prepared to lecture peers about hip replacement, heart transplant,
acne treatment, psychiatry, and infectious diseases.

Marino knew it was unreasonable but figured that maybe it was a
generic question sheet and he would only be expected to speak on his own
area of expertise. He sat down with the questionnaire and started putting
together some notes on his Lenovo laptop. The flight was in a few hours,
and he had a lot of work to do.

Marino had never been to China before, and when he emerged in Hong
Kong from the eighteen-hour flight, he felt lost. He didn’t speak a work of
Chinese and had little guidance on how to clear customs. One thing he did
have was the phone they had given him in New Jersey, which he was to use
to call his driver when he landed.

The phone gave him comfort, until he collected his suitcase from the
carousel, hit the power button, and saw the “No SIM card” message on the
screen. They had failed to activate the chip in his phone, effectively turning
it into what the industry calls a “brick.” Marino was off to a rough start. But
he did have his driver’s phone number and, after asking a passerby to
borrow his phone, he was able to contact the driver and arrange a meeting
spot. An hour later, he was in the hotel, and soon after, walking onto the
Huawei’s Shenzhen campus.

WE ARE . . . HUA WEI!

The place was massive—offices, factories, cafeterias, dormitories for
thousands of workers. Even for someone who had received his degree in
electrical engineering from Penn State, with 46,000 students at the main
campus, Marino was dumbfounded, especially when he saw the exhibition
center. “It was like walking into the Smithsonian Air and Space Museum,”



he says. “Massive. High ceilings. And they had every piece of technology
related to wireless communications.”

As Marino was brought into the research center, he flashed his new
Huawei pass but was stopped by the guard posted at the door, who said
something to him in Chinese and held out his hand. Marino looked at his
guide. “Your phone,” he explained. “Please turn over your phone before
you enter the building.”

Marino had worked at facilities carrying out classified government
work, and he was used to strict security procedures in secure areas, but he
had never seen a company that took cell phones from its own employees at
the door. He handed his over. It didn’t work anyway.

As soon as he entered the work areas he was struck by an alarming
sight: At every desk and workstation was a large gun safe. He spent the next
eight hours puzzling over this. Were the workers armed? What were they
ready for?

His guide didn’t offer any explanations. Marino was led past this
apparent arsenal and into a conference room where he was met with his
own fusillade, this one directed by an interrogation team of a dozen Huawei
engineers. Actually, a dozen at a time, because that was all they could fit
into the room. They were constantly rotating the people who came in to
question him, but they all had one thing in common: they wanted to know
about his previous work.

“All day long, the technical team peppered me with questions on
antenna technology and radio design,” Marino recalls. “‘How can you get
around this patent? How can we do this?’ For five days straight, my mind
was spinning.”

Marino remembers getting uncomfortable at one point, during his first
day of meetings. “They were touching on questions about what I call ‘poor
man’s phased-array technology,’” he says. “The black magic isn’t patented;
it’s better just to keep it a secret, rather than publish your knowledge and
have to rely on other countries’ respect for intellectual property rights to
keep it from misuse. I wouldn’t divulge what I considered to be sensitive
information, even if it wasn’t classified. I’m reluctant to export my ‘Yankee
know-how’ to anybody.” And one other thing bothered Marino.

“Change the frequency and this is military stuff.”



For Marino, six months in China felt like six too many. He turned in his
badge and went back to work for a US-based company.

ZERO TRUST

Before he left, Marino did discover the secret of what was in the safes.
They were empty.
At least, during the day. But as he headed for the door to pick up his cell

phone after his interrogation on that first day, he noticed the workers were
clearing their desks and piling all the materials into the safes. Their research
notes, their technical projects, whatever they had been working on was
being locked behind a quarter inch of hardened steel.

“Nothing was left on the desks,” Marino says. “Nothing.”
Who were they keeping it away from? It wasn’t likely that Huawei

feared infiltration from Nortel employees breaking into their labs in the
middle of the night. Huawei had hired all the good ones anyway, after the
collapse. There was a threat much closer to Huawei headquarters that gave
them concern.

“You had ZTE down the road,” Marino explains. Their home-country
rival was a fierce competitor, constantly battling them for market share.
They wouldn’t think twice about taking intellectual property from a fellow
Chinese company.

But there was another threat the workers also worried about, inside their
own facility.

The guy down the hall.
The incentive systems at Huawei, and the culture there, led to fierce

internal rivalries. Ren Zhengfei didn’t only pit his executives against each
other—remember wolf culture?—their divisions were in constant
competition, and it wasn’t unheard of for a group to learn of another team’s
breakthrough, steal it, and claim it as their own.

As consultant Tom Miller observed, their motivation and loyalty were
wherever they felt their responsibility lay. Sure, they were all on the same
China team, competing against the American, Korean, and European
vendors. But within that China team, the competition was fierce against
ZTE and Xiaomi, the world leader in low-end smartphones. And even



within Huawei, each worker had a higher loyalty to his own division, and
then to the work group within it. These engineers were making sure that no
fellow Huawei employee would be able to steal their ideas and win a
promotion or budget increase.

As Huawei worked to extend the company’s share in other markets,
they were confronted by values that didn’t always align with their own. In
the United States, these values would clash as Huawei undertook an
expensive and ambitious effort to win over the authorities that were keeping
them out of the market.
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Hunting Big Game

The only difference between men and boys is the
price of their toys.

—Malcolm Forbes, American entrepreneur

f Huawei was having trouble understanding how to connect with
American engineers, consultants, and sales reps, they had a better handle on
how to engage those at the top of the food chain. In fact, they seemed
remarkably adept at dealing with wealthy and powerful people; if salesmen
were coin operated, the senior guys just required larger denominations.

These powerful contacts would be needed. Low prices and solid
products were starting to crack open markets in the developing world and
across parts of Europe, but Huawei realized that they needed more than that
to crack the United States. They set out to acquire the guanxi needed to
address national resistance to the company, as well as to strengthen
relationships with the decision makers at the big carriers.



WHO’S THE BROSS?

In 2009, Huawei hired a new person to serve as their global chief
technology officer and run their development worldwide: Matt Bross—the
same Matt Bross who’d just finished overseeing the deployment of the
British Telecom contract he had awarded to Huawei. While his new job was
ostensibly to oversee the company’s R&D, this description was met with
skeptical responses around the industry. His style was freewheeling, out of
the box, an iconoclast brought into companies like BT to shake things up
and snap a company out of its inertia. Mad Matt. With Huawei’s sales
soaring around the world, they weren’t looking for someone to knock the
company off track through a radical new approach to business. So what was
the deal with bringing on someone like Bross?

Controversy had dogged Bross since his days running service provider
Williams Telecom’s technology group, where he had been accused by some
of participating too closely in the financial efforts of companies who were
selling equipment to Williams during the boom years—this was a time
when it wasn’t necessarily illegal for a customer to accept pre-IPO stock in
a vendor. A single contract with a service provider like Williams could
make or break a start-up company, and the restrictions were lax about who
could invest in a pre-IPO company. But the formal accusations that had
been leveled against him were tossed out by a federal judge, and Bross’s
reputation as a gregarious, imaginative scientist with relationships
throughout the industry made him interesting to Huawei, who needed
someone to work with US leaders.

In fact, Huawei brought Bross on to land one American account. A huge
one. And from the location of his new office, there was no need to guess
which company was his target.

Bross would be leading a Chinese company’s global technology
development from an office in Wentzville, a small town in rural Missouri. A
home office. In a post-COVID world, the idea of a senior executive working
from a home office is not unusual, but at the time such an arrangement was
nearly unheard of. Bross had grown up near there and was all too happy to
return after his travels around the world on behalf of British Telecom, and
his home had the advantage that it was near the headquarters of Sprint. Not



close enough to pop over for lunch, but close enough that driving to Sprint’s
headquarters was faster than flying.

It was clear that his real job was to help win the Sprint account and,
along the way, augment and build the Huawei technical team in the US.

LANDING SPRINT

At the time of Bross’s hiring, Sprint, the struggling number three mobile
service provider, was sinking in most metrics—stock price, subscribers,
quality of service—but they rose to the top of Huawei’s prospect list for a
good reason. Two years earlier, in 2007, the wireless communications sector
in the United States had consolidated extensively through mergers,
acquisitions, and failures of smaller players, to the point that there were few
large service providers left to buy gear. Verizon and AT&T were two of the
titans, each with more subscribers than all the also-rans combined. T-
Mobile was struggling to break through the 8 percent market-share barrier,
and their future was uncertain. But Sprint was a contender, with nearly 17
percent market share and a strong motivation to change the game.

Sprint had been losing so many customers and suffering from such poor
service delivery that their existence as a going concern was coming into
question. On February 28, 2008, the company stunned Wall Street when it
reported a loss of $29.3 billion—including a $29 billion write-down of
Nextel—canceled its dividend, and took on $2.5 billion in new debt.
Sprint’s stock plunged nearly 10 percent that day, and analysts started
expressing doubts that a turnaround was possible.

But not everyone took this news with such pessimism. A company this
big—and this desperate—was a perfect prospect for a vendor trying to
break into the US market with a promise of rock-bottom prices and
swarming customer support. Huawei figured they were the perfect supplier
to solve Sprint’s problems. Their challenge would be to present an attractive
offer while overcoming political resistance to deploying equipment from a
Chinese vendor.

Huawei realized that the team led by Bross might not be enough to get
past these hurdles. The people running Sprint hadn’t worked with him and
have few memories now of interacting with him during this period.



Huawei undertook a bold plan to overcome the corporate and political
resistance. They started with the launch of Amerilink Telecom, a US-based
company that was, in its early press announcements, described as an
independent entity, not tied to Huawei or any other equipment vendor and
not targeting any one wireless carrier, seeking to “get into all of the Tier-1
providers in the US.” Their CEO announced that “if Huawei’s one way we
can do that, we’ll gladly do it.” Here was a company that claimed a broad
remit—to pursue all US carriers with gear from any supplier.

Given that assertion, a cynical observer might consider the structure and
staffing of Amerilink to be curious, to say the least. The company was
ostensibly founded and funded in 2009 with an investment from Bill
Owens, former four-star admiral of the United States Sixth Fleet. Former
vice chairman of the Joint Chiefs of Staff. Former board member and
interim CEO of Nortel.

Owens had been asked to take the helm of Nortel just as the company
was collapsing. For years Nortel’s operations were such a mess that they
were unable to deliver accurate audited earnings—they couldn’t produce an
annual report on the company’s finances—and when investors finally lost
patience, CEO Frank Dunn was fired and Owens was tapped to keep the
CEO’s seat warm for a year until they brought in Mike Zafirovski to replace
him.

Owens had taken over during the late days of Nortel’s downward spiral
and was never seen as causing the spectacular collapse, but he was one in a
string of CEOs who were unable to prevent it. Owens was not a
technologist, or really even a businessman. Now he was being engaged to
serve as chairman of Amerilink, in a role where he would advocate to US
policymakers and corporate prospects on behalf of the company, and bring
his own credibility, honor, and relationships to bear on its efforts to win
business in the US.

The CEO he brought in to run Amerilink, Kevin Packingham, had stood
on a podium at the LTE World Summit in Amsterdam a few months earlier,
in May of 2010, as Sprint’s senior vice president of Product and
Technology, to announce the company’s plans to deploy a nationwide
4G/LTE network. Packingham was well regarded in the industry and highly
respected by his peers at Sprint, and he had been a key person in making
purchase decisions on behalf of the company.



His hiring by a vendor hoping to court business with his former
employer was not illegal, and few people would consider it unethical. It’s a
staple for upstart companies trying to get up to speed quickly: hire an
insider who will have no trouble walking back into his old suite and making
a pitch to the decision makers. Packingham assembled a small cadre of
executives and engineers from Sprint’s staff and even tapped people from
Huawei’s in-country team, those best suited to supporting Amerilink as they
prepared for a frenetic couple of years pitching business.

However, it was the board that Chairman Owens assembled for
Amerilink that really raised eyebrows. Amerilink secured an impressive and
unassailable group of American patriots, business leaders, and military
officials—people whom any Fortune 50 company would kill to land—and
placed them on the board of this pre-revenue technology start-up. The
newcomers:

• James Wolfensohn, former World Bank President, American envoy
to the Middle East, and advisor to China’s sovereign wealth fund

• Richard Gephardt, the former Democratic presidential candidate
who had served for years in the US Congress as the House
majority leader

• Gordon England, a former secretary of the navy, deputy secretary
of defense and the first deputy secretary for Homeland Security

What was the purpose of staffing its board with such an all-star cast?
Amerilink’s mission was somewhat muddled in the media. As described,
they claimed to be pursuing all US carriers on behalf of any equipment
vendor, with the mission of helping to sell and distribute the gear to the
carriers. But the location of Amerilink was hardly ideal for a company
trying to crack open the entire US market. AT&T was based out of Atlanta
and Dallas. Verizon operated from Basking Ridge, New Jersey. T-Mobile
was headquartered in Bellevue, Washington.

Amerilink decided to base their company in Overland Park, Kansas.
Overland Park is a city of 173,000. It’s a town known primarily as the

headquarters of Sprint, with employees referring to the massive HQ
building on 6200 Sprint Parkway as the Queen Mary on the Prairie.
Amerilink secured office space on the fifth floor of a premium office



building at 7500 College Boulevard. They weren’t in the Sprint building,
but they were close enough to run into Sprint execs lunching at the new
Applebee’s across the parking lot.

ONE TARGET

Oddly, Amerilink explained that they also wanted to serve as a company
that would vet equipment from foreign countries to make sure it was safe
for deployment in US networks. The list of other vendors with such
challenges—great technology but sold by a rival state that couldn’t be
trusted without independent validation—was short. Ericsson was foreign
but already trusted and present throughout American networks. Likewise
with Nokia, Alcatel, and Samsung. ZTE was the only other major company
that met that description, and their own rivalry with Huawei was too fierce
for them to contemplate a joint operation.

Each aspect of the new company’s existence seemed less likely than the
next. And while they informally acknowledged in future communications
that they had been created to vet and distribute Huawei gear in the United
States, targeting Sprint, they officially claimed no direct involvement with
Huawei. Their lobbying firm, the Glover Park Group, LLC, hired within
days of their launch, went further, attesting in a signed Lobby Registration
Form on August 13, 2010, that no foreign entity “directly or indirectly . . .
directs, finances or subsidizes activities of the client (Amerilink).” This
assertion, signed by Joel Johnson, a former senior advisor to President Bill
Clinton, that Amerilink was not created to serve as an agent of Huawei,
seems difficult to reconcile with what was known about their activities. Just
prior to funding the company, Owens had worked as a paid consultant to
Huawei. And this was not the admiral’s first encounter with Huawei, whom
he had approached about a possible merger or acquisition to rescue Nortel,
back when he was CEO of the company.

The proposed role of vetting telecommunications gear was also curious.
The resources and skill levels needed to do this exceed all but the largest,
most sophisticated technical R&D organizations. Gordon England, on
announcing his new role on the board, described himself as “impressed” by
the company’s plans to verify the security of foreign-made telecom



equipment, although he couldn’t explain how the company would be
capable of carrying out this vetting, telling the Financial Times, “My
personal view is that it isn’t so complicated.”

He was wrong. It was extremely complicated. If the only board member
with technology leadership experience was this clueless, what chances did
the others have of providing oversight? Industry experts consider the
mission of testing network infrastructure for hidden vulnerabilities to be a
massive, complex task, debating whether it is merely complicated or
virtually impossible. Perhaps Bell Labs, in its heyday with tens of
thousands of technical experts across all sectors, had the on-board talent to
independently examine a switch with a million lines of code, or disassemble
a radio head to identify suspect software or hardware. But no self-funded
start-up could claim anything approaching that level of expertise.

Most importantly, Amerilink was hardly independent. Despite any
questions of their financial relationship with Huawei, they were explicitly
Huawei’s leading partner in the effort to win Sprint business, and the
internal conflicts of interests were prohibitive. How likely would they be to
call out their sole partner in front of a customer and declare that they
suspected a device was corrupt, intended to steal information or grant
hidden access to communications? These determinations are hardly
absolute; when Vodafone discovered worrisome software on their Italian
set-top boxes from Huawei, the companies vigorously debated whether this
was deliberate malware or sloppy coding, the innocent errors that all
companies make in good faith. What position would Amerilink have been
in to make that “independent” call?

Undeterred, Amerilink launched an all-out effort to land the Sprint
contract.
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Leapfrog

The threat of having Chinese telecoms systems inside
of American networks . . . presents an enormous risk,

a national security risk . . .
—Mike Pompeo, former US Secretary of State

here was something that the senior people staffing the new teams at
Huawei US, Futurewei, and Amerilink had in common: They were almost
all close, personally and professionally, to the troubleshooter that the Sprint
board had hired to turn the company around, former AT&T exec Dan
Hesse. Hesse’s strategy to save Sprint involved significant changes to the
network, including launching new services and passing the competition to
deliver high-speed data. This meant he would have to build out a massive
next-generation wireless network based on the newest 4G/LTE technology
standard, a project that would deliver a $7 billion contract to the vendor
selected.



Joining Hesse at Sprint was his right-hand man Steve Elfman, who
served as president of Network Operations and Wholesale, with
responsibilities including network build-out, operations, handset oversight,
and technology innovation. Hesse and Elfman added some trusted hands
from the team that had worked with them for years at AT&T and Terabeam,
the start-up they briefly led after leaving AT&T. This was a team that had
been around the block, and they were familiar with all the vendors in
Europe and the United States, as well as Samsung and LG, two Korean
manufacturers who had provided technology to their previous companies
over the years. They were not as familiar with Huawei, so if Huawei wanted
a piece of Sprint’s next-generation network build-out, the Chinese upstart
had a long way to go.

Hesse was not unsympathetic to the challenge facing Huawei. When he
ran AT&T’s equipment business in EMEA, he sympathized with colleague
Jim Brewington’s efforts to get him to sell AT&T’s wireless gear to the
European carriers. Hesse explains that the equipment wasn’t ideal for the
European carriers—they weren’t interested in 1G analog gear, they wanted
2G/GSM equipment—and in addition, “they certainly were not going to
buy American” if they had good alternatives coming from Sweden, Finland,
France, and Germany. Back when the shoe was on the other foot, Hesse
tried to get around this reluctance by convincing AT&T to buy up smaller
European equipment vendors like TRT in France and PKI in Germany, both
of which were second-tier players in the European market. Even those
acquisitions weren’t enough to transform AT&T’s sales into Europe.

Huawei attempted a similar approach to gain US acceptance, pursuing
acquisitions of American equipment makers. They had been in talks with
Nortel, and they came close to negotiating a deal with Motorola, but both
transactions fell through. Other acquisitions were blocked by the federal
government, sometimes very late in the game. It was clear that Sprint would
be considering Huawei as a stand-alone bidder, going up against Ericsson,
Nokia, Alcatel-Lucent, Samsung, and Chinese rival ZTE.

BETTER, BUT . . .



Elfman went to work evaluating the bidders on performance, price, and
reliability. Long before the media knew of the full magnitude of the project,
he set up a massive competition between the contenders, including field
trials of their radios all over the United States. He recalls giving Huawei
thirteen to fifteen cell sites to create in Florida, while the competing bidders
deployed 4G base stations in other local markets. Meanwhile, Elfman
traveled that spring and summer across China, Korea, and Europe, touring
labs, meeting management teams, listening to product road-map
presentations. As he visited, reports came in from his field teams. Ericsson
was way behind with the technology—they didn’t even have the radios to
operate in the required spectrum. Alcatel-Lucent was also behind, but “on
their way” in building a state-of-the-art solution. Leading the pack on
technology were ZTE, Samsung, and . . . Huawei.

“Huawei was way ahead,” says Elfman, “the right power levels, the
right frequencies.” More than that, he saw that the Chinese players weren’t
just compliant with the specs—they were innovating. “The idea for our 4G
network, we called it Leapfrog, really came from a visit to Huawei.”

Yet that visit paradoxically showed how Huawei had cultural
disconnects serious enough to potentially kill a deal. They rolled out what
appeared to be the senior team of Huawei, but Elfman couldn’t make heads
or tails of it.

“They brought the chairman, the co-chairman, the vice chairman, the
last CEO, the rotating CEO,” says Elfman. “It was very difficult to
understand the org chart.” Sprint’s advance team couldn’t brief their execs
on the org structure at Huawei, which maintained an opacity that would
make the NSA proud but leave a wary prospect confused and ill at ease. It
would be two more years before Huawei published even brief biographies
of their leadership team.

For a senior executive deciding whether to entrust a “bet-the-farm”
contract to a new vendor, the personal relationships are very important. The
technical specifications—speeds and feeds—matter, but only if leadership
trusts that the vendor is in good hands. This was challenging when Elfman
was unable to even figure out who had their hands on the controls.

He did know Admiral Owens, who was present at the meetings in China
on behalf of Amerilink, and he met the one person that he knew was
ultimately in charge, Founder-Chairman Ren.



“We were treated like kings,” Elfman says. “When I met with Ren they
had two large chairs that we were seated in, facing the minions. He did most
of the talking, working with an interpreter, radiating energy and charisma.”
Except for Ren, the team from Huawei barely said a word—they just sat
there. At one point, Owens, who was at the table, made a pitch for the
Sprint business using a military metaphor, referencing navy artillery. Ren
suddenly interrupted, shouting to his American guests, “We will point our
guns at Verizon and beat them!” The Huawei executives suddenly came to
life, roaring with support as their American guests shifted in uncomfortable
silence, trying to process the scene of a former PLA officer exhorting them
to join him in crushing America’s biggest telecom carrier.

Elfman was careful not to give Huawei false assurances that they were
going to win the business. He let them know that he was meeting with their
competition and had major concerns about awarding the contract to a
company that brought such political complications. They seemed to ignore
this, plunging ahead with plans for deployments and doing their best to ply
their guests with inducements.

“At the end, they presented me with a gift,” recalls Elfman. “They knew
that I couldn’t accept anything over one hundred and fifty dollars in value,
but this jade desk set must have cost thousands. It had my name engraved
on it.” The desk set was shipped to his home in the US and then forwarded
to the company’s charitable organization, the Sprint Foundation.

The European vendors tried to offer gifts as well—Hermes scarves, and
so on—but they were pikers compared to the Chinese. It all ended up in the
foundation. Later, the teams from Huawei and ZTE offered Elfman wine.
“They knew I collected wine, so they would deliver a ‘1982 Petrus,’” he
says. Knowing China’s reputation for counterfeits, Elfman wondered what
was really inside, but he left the corks in and turned the bottles over to the
foundation too.

The funny thing is, Elfman really liked the Huawei teams. “We liked
talking to them,” he says. “It wasn’t like a real pressure. They were decent
people.”

COMMERCE ON THE PHONE



Not everyone agreed. As Elfman was putting the bidders through their
paces, the US government was starting to lean on Hesse to avoid the
Chinese technology. Newspaper accounts say that Senate staffers met with
Sprint representatives in August of 2010 to warn the company about
Huawei and ZTE, but not long after that Hesse also got a call from his
government team saying that Gary Locke, the US secretary of commerce,
wanted to speak with him. Hesse took the call alone in his office.

Locke explained the government position. “I understand there are
Chinese companies that are going to be bidding,” he said. “You can do
whatever you want, Dan. It’s completely your choice. The last thing I would
ever do is tell Sprint what you can and cannot do.” But Locke also
reminded Hesse that the federal government was a customer of Sprint, and
emphasized the importance of security considerations in choosing which
networks the government could rely on.

This conversation was ironic not just because Locke was the US’s first
Chinese American secretary of commerce but because he and Hesse had a
history together. They had toured China years earlier on a goodwill mission
when the men wore different hats.

In 2002, Hesse was trying to make a success of an advanced—but
bizarre—form of wireless communications. He had left AT&T and taken a
job leading a Redmond, Washington–based start-up called Terabeam, which
promised high data speeds over a wireless connection using high-frequency
millimeter waves and other, even higher frequencies; the company was
promoting a technology that used light flashes to transmit signals over long
distances, from a laser to a sensor, like fiber optics without the fiber. Some
termed it “freespace optics.”

During Hesse’s short tenure there—the technology was perhaps ahead
of its time—he had accompanied Locke, then governor of Washington
State, on a business development tour of China. All but unnoticed by the
media, the two had traveled together on a mission to win Chinese business
and strengthen trade ties. Hesse was trying to find Chinese carriers who
might be willing to take a chance on this novel wireless technology, and
Locke was seeking to build political relationships that would help American
companies like Seattle-based Boeing and Microsoft win business in their
fastest-growing market. Both efforts were successful, with Terabeam



landing a trial at Great Wall Broadband, and Boeing securing hundreds of
millions in airplane contracts.

“Locke was the big China cheerleader when he and I had last been
together,” says Hesse.

Now, a few years later, Hesse understood that Locke was urging him to
avoid trading with China. That the US government would strongly prefer
that Sprint not put Chinese gear into the network.

But Hesse says he wanted to separate the technical decision from the
political: “I wanted Steve Elfman to evaluate the vendors on their merits,
not in response to political pressure. I kept him out of the discussions with
Commerce.”

In the end, Hesse’s decisions satisfied the commerce secretary. “I would
have made exactly the same decision had I never got a call from Locke or
anybody else,” Hesse says, citing Huawei’s lack of US reference accounts,
experienced installation and service crews, and relationships with the
American tower companies. But he acknowledges that their technology was
good and their prices great. Sprint executives reported much lower prices
from China than the quotes coming in from the European and Korean
bidders. Sometimes absurdly so.

NO BOTTOM

When the award was decided, the Chinese companies learned they were
out, both Huawei and ZTE. But they wouldn’t give up. On a multibillion-
dollar bid like this, vendors were known to shave prices late in the game to
snatch victory from their competitors. They might throw in additional
services for free or even cut the “best and final” bid by another ten or
twenty million dollars.

Elfman recalls getting a last-minute call from ZTE while on vacation in
Tuscany. “I was in my hotel room when I got the call,” he says. “They told
me, ‘We’ll give you all the 3G gear for free. For the 4G, we’ll cut our price
another eight hundred million dollars.’”

Elfman was stunned. They were already the low bidder—so low there
was no way they were going to make money on the contract. Now they
were offering to cut nearly a billion dollars from their bid. A billion dollars!



“I phoned my head of engineering and told him about the call,” Elfman
says. “I said, ‘Next call I get, I’m going to ask them to give us seven billion
dollars and we’ll agree to take their gear.’ They just didn’t realize that this
wasn’t about price.” (ZTE might have accepted that offer too.)

Both Hesse and Elfman acknowledge, however, that the aggressive
bidding by both Huawei and ZTE had an effect on the pricing they
ultimately required from the companies that were chosen to supply the gear,
Alcatel-Lucent, Ericsson, and Samsung, further reducing their margins and
limiting their research budgets. By the time the award was delivered to the
winners—the “winners”—their own prices had been pushed so low by the
Chinese bids that it became nearly impossible to turn a profit.

Elfman never did reach a comfort level with the security questions. He
asked his team what it would take to be able to look at Huawei equipment
and say, “This is a security problem!” They let him know that vetting
equipment in a demo lab was not a useful way to ensure it wasn’t corrupt,
especially when Huawei would be giving Sprint the equipment to test.

“These guys were not idiots—there wasn’t going to be something in the
test gear that would flag a problem,” he points out. The only way to have
confidence in the gear supplied was to have confidence in the gear supplier.

As for Amerilink, a few weeks after they failed to land that one big
customer, they closed up shop.
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Sniffing Around the Nuclear Missiles

In the War of Liberation, we continued the policy of
first encircling the cities from the countryside and
then capturing the cities, and thus won nation-wide

victory.
—Mao Zedong

hough Huawei had failed to land Sprint, their US sales force did not
remain idle. Large deployments—billions of dollars, in some cases—were
being carried out by Verizon, AT&T, Sprint, and T-Mobile, and they all
seemed off-limits to Huawei. But the United States is a huge country filled
with vast, lightly populated areas. For the biggest carriers, it’s not
economical to deploy cell towers there, so they often leave it to small,
independent service providers, operating on shoestring budgets and working
with little overhead. Even the equipment vendors tend to overlook these
places; Ericsson would rather have one of its salespeople submit a proposal
for a hundred-tower project in San Francisco than a three-tower project in



Popejoy, Iowa, and the field techs don’t have much interest in making a
four-hour drive to visit a site that needs troubleshooting.

For years, Huawei has been a boon for these rural carriers, offering
cellular equipment at half the price of the US or European rivals, and
throwing in free vendor financing and field support. For many of these local
companies, the extremely aggressive pricing and comprehensive support
make Huawei the only option when they need to deploy a new cell site.

Helped by federal subsidies for rural service, these operators play an
important role in providing wireless voice and data service for Americans
living remotely, in small towns or on farms and ranches. A former chief of
the Wireless Bureau at the Federal Communication Commission offers an
interesting take on why Huawei has been so willing to sell into these
accounts when there is clearly no economic appeal.

“Huawei understands something about American politics,” he says.
“Oklahoma has as many senators as California. If anyone ever tried to
remove the Huawei gear it would leave those American citizens literally
without a lifeline.” His words show insight on how the government works,
and senators from affected states have, in fact, been pressing the FCC to
find alternatives to pulling out Huawei, which would cut off service to rural
customers in their states.

But there was perhaps another reason why Huawei was placing
equipment in rural towers, practically giving away equipment to customers
who presented no opportunity for larger sales. This theory was initially
developed not by the FCC—though they would eventually get there—but
by a team working on the other side of the National Mall, in the J. Edgar
Hoover building.

STEALTHY DEPLOYMENTS

John Lenkart is a West Point graduate who hadn’t really used what he
learned in his engineering classes until he left the army and joined the FBI.
“I niched myself into looking at counterintel operations that were more
technical in nature,” he says. “Not just chasing spies.” Starting around 2009
he undertook an entrepreneurial endeavor, building a team at the FBI to



assess and investigate the national security concerns with Huawei’s
activities in the United States and around the world.

“We could have tried to find the smoking gun linking Chairman Xi to
companies like Huawei, but that’s a fool’s errand,” Lenkart says. “Instead,
we started with an assumption that Huawei served as a capability to meet
the goals of China. If that were the case, what would they be doing?”

As he and his team started looking at the Tier 3 telecom service
providers like the rural wireless carriers, they made an interesting discovery.
“A very significant portion of DoD (Department of Defense)
communications are carried on commercial infrastructure,” Lenkart points
out. “There’s very little that is carried end to end by DoD itself. And if you
look at where all these nodes of infrastructure are, whether they’re ICBMs,
or JSOCs (Joint Special Operations Commands, which house the elite
groups like Delta Force and SEAL Team Six), they’re in nowheresville.” In
other words, the US government isn’t locating intercontinental ballistic
missiles in Palm Beach, Florida. Most of the secure bases and classified
operations are in rural America.

When Lenkart and his team overlaid a blueprint of these locations on
top of the companies and towers that use Huawei gear, they were stunned at
what they found: Huawei’s deployments in rural America mapped
inexplicably close to the areas of sensitive military and government
operations.

In November of 2019, FCC commissioner Jessica Rosenworcel
delivered unclassified testimony about the situation. She described the
desolate area surrounding Malmstrom Air Force Base, where nuclear
missiles sit ready for launch. Malmstrom is on the edge of Great Falls,
Montana, and one hundred miles from the nearest . . . well, one hundred
miles from anything else. Montana is “Big Sky Country,” with lots of land,
few residents, and the third-lowest population density in the country. It does
not present an appealing market opportunity to any of the major mobile
carriers.

Overlooking the ultrasecure facility—home to more than a hundred
intercontinental ballistic missiles—is a cell tower operated by Triangle
Communications, an independent, locally owned operator and the only
wireless network based in this rural area. They advertise, “We build towers



where the big guys won’t.” The provider of the equipment in their base
stations? Huawei.

The federal government bars its employees from using Huawei handsets
and blocks the large carriers from putting Huawei’s gear into the network.
But for the missile control officers living in or near this ultrasecure facility,
wireless communications are passing through Huawei boxes. Can China use
the equipment to listen in on the communications at the base? There’s no
way to know for sure, but as the company controlling those radios and
switches in the cell tower, they may be able to shut down service in a time
of crisis or launch denial of service attacks on the region. Even if the
communications are encrypted, a bad actor could use metadata to glean
information about who’s on the base that day, who’s connected to the tower,
who they’re communicating with, or how much traffic is flowing, to gather
vital insight about base operations.

There’s more reason to be concerned about the presence of China’s
leading technology firm on the edge of one of the country’s most secure
nuclear weapons facilities. As Commissioner Rosenworcel continued, “This
is just one military base in Montana. But there are others like it.”

GIVE ’EM A MEDAL

This isn’t just idle fearmongering. The people charged with protecting
America against foreign and domestic threats have dug deep to understand
the extent of the violation. As part of the FBI’s counterintel investigation,
Lenkart and his team met with many of the rural service providers using
Huawei gear and with the competing US equipment vendors. He was
surprised at what he learned: “The other equipment vendors told us, ‘If we
sold our equipment under the terms of this deal, the sun would run out of
fuel before we would get our money back.’ So, what’s the value? The value
is to the nation-state of China. It’s not a business deal. It’s a projection of
geopolitical goals.”

The FBI redoubled its efforts to brief telecommunications carriers on
the dangers to American security of putting the equipment in their
networks, but have had little effect on their decisions. “To say, ‘Do it for
America,’ it falls in deaf ears,” Lenkart says. “Understandably. They have



to think about shareholders and owners.” And he delivers this kicker:
“Huawei understands that the rural carriers can get a federal subsidy to put
in cell towers. The US Treasury has to float bonds to pay for it, borrowing
the money from China. The carriers use the money to buy gear from
Huawei, who uses the gear to potentially degrade and disrupt
communications at our military bases. They got us three times,” he groans.

“I want to go to Beijing and give the guy who came up with this a
medal.”
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Everyone Has a Price

Huawei is a symbol of the national future of China.
The people know, the government knows, that if
Huawei cannot survive, this country will have no

hope for rejuvenation.
—Yan Xuetong, dean of the Institute of International

Relations at Tsinghua University in Beijing

he access to remote secure facilities may have given some advantage to
Huawei and China, but they remained frustrated in their efforts to break
open a bigger piece of the developed world’s networks. In their normal
course of business, Huawei did what all companies do when entering a
foreign market: they hired people who had a familiarity with the local
business environment.

It’s hardly a novel idea to recruit people with good reputations and
personal relationships within a targeted market. Global companies know
there’s a value in hiring people who have worked with the local regulatory



officials, people who understand how the game is played. There’s no
substitute for someone who’s been in that market and even has held a
position on the other side of the table.

But as with so many things Chinese, the scale was different, especially
as Huawei ramped up their efforts to win access to the countries still
resisting their entry to the market. Coming from a national culture that
places enormous value on connected insiders—guanxi refers to networking
and relationships, yes, but also has connotations of gift-giving, exchanging
favors—they undertook a massive effort to recruit and retain leading
political and business figures from all over the world to advocate on their
behalf.

AIMING HIGH

China made no secret about hiring the most influential, respected members
of the American House of Representatives, Senate, and even the
intelligence and defense departments to advance its case. In some instances,
the CCP made them its spokesmen. And in the most astonishing moves, the
people it recruited and hired were the very ones who had led the charge to
resist Chinese infiltration to American telecom markets.

In October of 2010, shortly after Huawei was effectively blocked from
deploying its gear in the Sprint 4G rollout but before the outcome was
known, four members of the US Congress sent a letter to Julius
Genachowski, chairman of the FCC, urging him to investigate Huawei and
ZTE. The letter raised several urgent concerns, including the fear that
putting their gear in our mobile networks “may create an opportunity for
manipulation of switches, routers, or software embedded in American
telecommunications network so that communications can be disrupted,
intercepted, tampered with, or purposely misrouted.” The presence of gear
from these companies, they concluded, “would pose a real threat to our
national security.”

The letter was signed by three senators and one member of the House of
Representatives, but the heavyweight was one of those senators, Joseph
Lieberman, chairman of the Senate homeland security committee and the
author of the legislation that created the Department of Homeland Security.



He had also been nominated to run as vice president on the 2000
Democratic ticket.

The damage the letter dealt to China’s efforts was great. In a spirited
defense of ZTE, a few years later, one of their paid advocates described
how he was working to find out what can be done to “raise the level of trust
in ZTE.”

That spokesman? Joseph Lieberman.

• • •

The letter from the congressmen had asked other questions like, “Does the
FCC work with the Department of Homeland Security or the Intelligence
Community to better understand the potential risks posed to US
telecommunications networks?” If the FCC had been doing such partnering,
they might have worked with the lead cyber expert at the DHS, Andy
Purdy, the White House national security staffer who drafted the National
Strategy to Secure Cyberspace and went on to launch and eventually lead
the National Cyber Security Division at the DHS. Purdy worked hard to
protect America from the threat of Chinese intrusions, and he was the lead
cyber official for the US government, specifically responsible for protecting
our networks from foreign infiltration and manipulation. Huawei objected
to the way people like Purdy characterized them and found that the policies
he advocated made it harder for them to do business in the US. Huawei
retained experts to counter his arguments, and paid to put them in front of
the American public.

One particularly enthusiastic and combative advocate appeared on
CNBC’s Squawk Box news show on February 19, 2020, during the heat of
the debate about the threat from Huawei. The spokesman decried what he
called the “campaign to carpet-bomb Huawei out of existence,” and
mockingly referring to “Huawei Derangement Syndrome.” This hurt
American companies, argued the advocate, Huawei’s new chief security
officer, who had had been hired by the company about a year after the
Lieberman letter. He insisted to the American people that there was “no
national security reason” to justify blocking China’s largest telecom-
equipment maker.



This fierce advocate for allowing Huawei into American
networks? Andy Purdy.

• • •

It would be impressive enough for Huawei’s recruiting efforts if the list
ended there, but these hires were not even the most connected or influential.
Many of these individuals weren’t just being recruited to be marquee
names, like the board members at Amerilink. These people were on the
payroll, going to work every day to bring Huawei into markets that were
wary of the risk. In this game of cat and mouse, it became hard to identify
which people were trying to guard America’s networks and which were
trying to assure the guardians that there was nothing to see here.

Samir Jain, for example, served on the National Security Council as
President Obama’s senior director for cybersecurity policy, having
previously been associate deputy attorney general at the Department of
Justice, where he took on China, securing its commitment not to engage in
intellectual property theft for commercial gain. He described his key role as
helping draft Obama’s executive order blocking the property of companies
or countries engaged in malicious cyber activities. This 2015 order was
considered a gloves-off response to the Chinese threat, declaring a “national
emergency” and enabling a “whole of government” response to cyber
threats, including allowing the Department of the Treasury to use its
property-blocking authority. Legal commentators at the time found it
notable how strongly the president’s order “flexed its economic muscle”
when it came to dealing with China.

Having left the National Security Council in 2017, Jain took his
Harvard law degree to Jones Day, the prestigious DC law firm that counts
Don McGahn, President Trump’s first White House council, as a partner,
and has provided more than a dozen senior lawyers to key roles in the
Trump White House. One of his first big client wins after joining the firm?

Huawei.
In April of 2019, President Trump directed his Twitter feed against the

news that Huawei had retained Jain as a lobbyist. “This is not good, or
acceptable!” raged the president, on learning that one of Obama’s top cyber-



security officials would be working for the company he had worked so hard
to rein in.

“Money talks,” said Jain’s former DHS colleague Nate Snyder, speaking
to The Hill, “and from that perspective, he’s probably making a pretty good
paycheck . . . From a national security perspective . . .” Synder went on,
“we’ve got a big problem here.”

SHIFTING ALLEGIANCE

In other countries, Huawei didn’t aim any lower.
In June of 2019, Huawei sent a champion to face down the British

Parliament that was becoming increasingly alarmed about reports that the
company’s network gear presented a threat to national security. The
equipment maker’s lone representative was regaled as a hero to the masses
across China watching the hearing online as he stood up to questioning
from members of Parliament. At one point, Julian Lewis, a Conservative
member, asked the representative about the law in China that requires
companies to cooperate actively with the intelligence services. The Huawei
representative was defiant and confident as he said, “There are no laws in
China that obligate us to work with the Chinese government on anything
whatsoever.”

If the members of the Parliament seemed deferential, at least at first, to
Huawei’s advocate, it’s understandable. Until he took the role of Huawei’s
global cybersecurity officer, John Suffolk had served for years as the UK’s
chief information officer, advising these same members of Parliament on
issues of cybersecurity and national protection from foreign threats.

Now, he would need to rely on their deference, as his answer was
clearly misleading, at best. Even in the freest societies, there are laws that
compel companies to cooperate with the home government. In the United
States, communications companies are required to make sure their gear can
be used for what is termed “lawful intercept,” where a court order allows
the government to tap a person’s phone. In China, the constraints on
government intrusion are negligible, and legal warrants need not be issued
to permit the CCP to monitor a citizen. Article 14 of China’s National



Intelligence Law explicitly requires Chinese companies to cooperate in
intelligence gathering both in China and around the world.

Suffolk may have been a useful hire for the Chinese company, but they
didn’t stop there. Huawei pulled a coup when they named Sir Mike Rake to
Huawei’s UK Board. He was the former chairman of British Telecom, ex-
head of the Confederation of British Industry, and advisor to the prime
minister. Sir Mike used his new platform to caution that restrictions against
Huawei equipment would hurt the UK’s efforts to deploy broadband, an
area that he recently held great responsibility over.

The list of prominent leaders taking money to represent Huawei’s
interests is long, including Lord John Browne, former CEO of British
Petroleum, and Andrew Cahn, the former UK trade minister.

If China were not content to see a mere advisor to the prime minister
joining the team, the most brazen move came in support for the Belt and
Road Initiative (BRI), the country’s massive program to develop ports,
highways, and other infrastructure in furtherance of Chinese influence
around the world. When it wanted to win more support from the United
Kingdom, it went right to the top and hired the former prime minister
himself, David Cameron, only months out of office after having served six
years leading the British government. On the Chinese payroll, Cameron
oversaw a $1 billion development project that represented a mix of public
and private companies. His responsibilities in the initiative were vague, at
least as described by his spokesman, who said Cameron would “play a role
in a new UK–China bilateral investment fund that will invest in innovative
and sustainable growth opportunities in both the UK and China to create
jobs and further boost trade links . . .”

But given the history of China’s BRI in advancing Chinese political
interests around the world, the former head of state for the UK faced the
possibility of having to represent a foreign government’s interests ahead of
his own country’s.

KNOW, OR SHOULD KNOW

Is this behavior unethical? Is it unpatriotic? And does it present real risks,
given the knowledge that these people possess before signing on to



advocate on behalf of the “other side,” against which they had fought for
years?

“The revolving door is a hard problem to solve,” says Ed Freeman, a
philosopher and professor of ethics at the Darden School of Business at the
University of Virginia. The author of numerous books on business ethics
and stakeholder management, Freeman teaches students and executives how
to examine the dilemmas they may face in business when confronted with
choices that involve issues of personal integrity and obligations to
shareholders, colleagues, customers, or society at large. And he sees this
behavior as potentially troubling. “You’d like to think people with integrity
would take those jobs because they think they can do them with integrity.
And sometimes that’s a bit naïve because they don’t realize the difficult
positions they’re going to get put in.”

So does he think the people recruited to front for Huawei don’t realize
they might be asked to advocate actions that run counter to the interests of
their own country? “Maybe they authentically believe in their hearts that
there’s nothing to worry about here,” he acknowledges. “But these are not
amateurs.”

The problem lies when they claim plausible deniability; these people
can only be expected to work with the information Huawei shares with
them. But, as Freeman notes, they can’t be confident about what is
disclosed to them as a spokesman or advocate: “At senior positions, the
standard ought to be if they knew or should have known” that something
they were fed from their employer was not what it seemed to be.

What about the argument that everyone deserves to be represented, like
a defendant in a trial? Lawyers can’t be faulted for taking on unpopular
clients—it’s a requirement of the profession to give the best representation
to your client possible.

Freeman doesn’t see it that way. “It’s a different system,” he observes.
Lawyers are expected to use the existing law to make the most vigorous
case possible for their client.

His point is an important one: No lawyer presents a case that is based on
his own personal integrity and past deeds, asking the jury to accept his
arguments because of his own contributions to society. Lawyers work on
facts and precedent of the law. Advocates like the ones Huawei hires bring
personal history and relationships and seek to transfer them to their “client.”



They are in fact using their own accumulated capital—a reputation for
integrity, a track record of protecting their home country—to wrap Huawei
in a protective barrier. They are selling their own integrity, not just their
time or ability, and, unlike with a lawyer, if it turns out their client really is
up to no good, it is on them.
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The Debt Trap

If you owe your bank manager a thousand pounds,
you are at his mercy. If you owe him a million

pounds, he is at your mercy.
—John Maynard Keynes, English economist

f securing influence in Western, developed countries was a simple matter
of money, gaining clout in the developing world was no harder, and Huawei
flexed its muscle when it came to sweetening the pot for—or putting
pressure on—prospective customers. Many of them were already struggling
with the broader societal ills that come from insufficient funding for
national infrastructure like transportation, water, power. This is generally
considered to be beyond the kit for a company selling base-station radios
and servers, but Huawei was able to take its game up another notch.

NO RESTRICTIONS, BUT A FEW STRINGS



Bundling multiple products and services together isn’t unusual, with many
companies tying software and support to the sale of network hardware, but
Huawei’s bundling is on a level that most Western telecom executives
couldn’t imagine. Pat Russo, CEO of Alcatel-Lucent, remembers the reports
she was getting from her field sales leaders who were getting killed in their
bids against Huawei in Africa and Latin America. Alcatel-Lucent would
submit a bid to the national carrier of a developing country. Then, she says,
“the Huawei bid would come in, not only at a fraction of the price, but
wrapped with promises from the Chinese government to provide
development loans that could be used for bridges, clean water, highways.
They would bundle major construction efforts along with their
communications solutions, and they would make the rest of the help from
China contingent on them buying the communications equipment.”

This government assistance changed the game entirely; the vendors may
have been battling it out on product quality and price, but the customers,
often national telecom ministries, had broader desires that these
infrastructure offers met.

To the extent that public aid from the home government of a vendor is
helpful in securing a contract, the United States should have had the ability
to equalize competing offers of assistance from the Chinese government.
This did not turn out to be the case. While the US government never ties a
foreign aid project to the selection of a US vendor, the expectation of future
assistance should at least have a subtle influence on customers in
developing countries. But as American and European companies learned,
Huawei had another advantage: projects supported by the Chinese
government came with few constraints or demands.

A banker in East Africa, who wishes to remain anonymous, explains
why these nations often favored Huawei: “The US would say, ‘We’ll pay to
build a pipe so people in the village don’t have to walk to the river to get
water.’ But it would include rules: ‘You can’t use child labor; you need to
give breaks every so often; the water must be treated to make it safe.’ The
Chinese come with no rules. It brings the money, the pipe gets built. Maybe
the water isn’t so safe, and some people will get sick, but people get water
in their homes fast. The government doesn’t have to wait.”



NOT A BANK, AGAIN

Huawei had another trick in their bag. Vendor financing, so important to
winning deals in the go-go nineties, had all but dried up after the telecom
bust, but for Huawei the party was just getting started. If deals like the
Winstar loan seemed absurd, Huawei took the practice to a new level, one
that couldn’t be justified in financial terms.

To illustrate, the loans made by US-based vendors were granted on an
expectation that the customer would be able to pay them back. Whether it
was a subsidized loan through the federal government’s Export-Import
Bank (EXIM) or a loan financed by the vendor themselves, the real effect
was to reduce the interest rate the customer would have to pay, help ease
their budget pressures, and in effect improve the odds that they could pay
the money back. A private company extending credit has no interest in
securing control or political advantage over a deadbeat customer; they just
want to get paid back. No maker of cellular radios wants to be repaid with
collateral by seizing a wire-pulling factory in Somalia. Even the EXIM
bank is interested only in helping a local company close the transaction.

China’s state-owned banks, by providing massive loan agreements to
Huawei, were able to virtually guarantee that carriers with limited budgets
would look exclusively to that vendor as the supplier of choice. This was a
winning combination for Huawei: Low prices and aggressive government
support, both through lending and tied foreign aid, were enough to start
winning significant market share across the developing world and even in
Europe.

Critically, the Chinese state insulated Huawei from the catastrophic
losses that the company could face if the vendors failed to repay, as they
often did. As we saw, after Lucent extended over $7 billion in vendor
financing during the nineties, often to undercapitalized carriers who took
the equipment and never paid back the loans, the impact on Lucent’s
finances were devastating.

For Huawei and China, the consequences of failing to pay back a loan
would have more sinister implications for the borrowing phone company,
especially across the developing world, leaving a trail of national telecom



carriers beholden to their vendor, an odd about-face from the traditional
power relationship.

China began to use the defaults by Huawei customers as a “debt trap,” a
deliberate method to turn prospective customers for telecom gear into
compromised borrowers, according to many analysts. By defaulting on their
loans to China, these companies all but turned over ownership of their
companies—and countries—to the CCP.

The impact on those customers has been devastating. A telecom
executive in Ethiopia, who does not want his name used, describes the
world he and his colleagues operate in: “Our network is almost entirely
from Huawei—them and ZTE. We don’t know if our calls on our own
networks are being listened to, but even if we find they are, we don’t have
the muscle to fight back.” As he explains, they owe so much money for the
equipment that Huawei effectively owns their network.

He continues with a story from a few years ago: “Internal discussions
were underway about privatizing Ethio Telecom,” a state-owned telecom
service provider in Africa’s second-most-populous country. “Huawei just
walked in and presented a detailed valuation of the company, including
details on usage, customer base, internet traffic. This was data that even we
didn’t have. They were apparently planning on making a bid for the
company,” he says, “and they were shameless about showing what
information they had pulled from our network operations center.”

In this case, buying out the carrier may not be necessary. With a total of
$3.1 billion owed by Ethio Telecom to the Chinese government and little
chance to repay, the lender may end up calling the shots anyway.

There is an irony here: The money was spent to upgrade Ethio
Telecom’s operations. And the result? According to a recent article in the
Africa Report, Ethio Telecom’s service is ranked 170 out of 176 countries.

The danger of this debt trap is well understood even if a solution is
elusive. Privatization may be a path out of the control wielded by China, but
even that path is blocked by the debt: Free cash flow (the best measure of
the value of a company like Ethio) is dramatically reduced by the need to
service the debt to Huawei, estimated at nearly a billion dollars in interest
payments over the life of the loan. The consequences are grave, going well
beyond the ownership of a company. As the Africa Report puts it, “Given



Ethiopia’s indebtedness to China, there may well be a risk to long-term
national sovereignty.”

This debt trap would turn out to be only one of the country’s—and the
continent’s—problems when it came to Huawei.
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Hacking a Continent

No one has ever found anything that the adversary
has successfully hidden.

—Old intel saying

n The Art of War, Sun Tzu shared his guidance on the value of espionage
in displacing the massive costs of raising and deploying an army. He
described how a nation can improve the chance of success over an
adversary by securing “foreknowledge,” and assailed those who “remain in
ignorance of the enemy’s condition simply because one grudges the outlay
of a hundred ounces of silver . . .”

It’s hard to estimate the value today of a hundred ounces of silver in 500
BC, but the $200 million China spent in 2012 to build and equip the African
Union (AU)’s headquarters is certainly more than that. Still, it was money
well spent, as China worked to extend its influence in the developing world
and sought foreknowledge of what was being discussed, planned, and
negotiated by the political and business leaders of the continent. It would be



five years before regional experts and the European press learned how it
may have been securing that foreknowledge, according to investigations
from France’s Le Monde, in a story that has been little reported in the US
media.

BEWARE OF SHENZHENERS BEARING GIFTS

In 2012, when the Ethiopian prime minister cut the ribbon on the gleaming
new office and meeting complex, he thanked China for its selfless gift to the
people of Africa and proclaimed that “the future prospects of our
partnership are even brighter.” He praised the Chinese government for its
“commitments for a win-win partnership . . .”

He was half right.
China had been eager to engage in the scramble for Africa and win a

stronger position in both selling to the continent and securing access to
resources like rare minerals and energy. Its approach, according to multiple
investigations, was less charitable than it appeared, and it included an intent
to secure compromising information on the continent’s decision makers.

From the start, China controlled nearly every element of the center,
located in Addis Ababa, the capital and largest city of Ethiopia. That was a
benefit that came with its offer to fully fund its design, construction, and
outfitting, right down to choosing the swivel chairs that would go into each
office. With a commitment of $200 million, China bought a lot of freedom
and flexibility as to how the complex was set up, including installing and
configuring the data center, which contained the secure servers that would
handle the massive amounts of commercial, political, and military
information that is managed by the African Union. The AU center was
designed, equipped, and managed by Huawei, with Huawei-trained local
technicians on site to oversee operations. Huawei was selected as the
vendor for the communications equipment in the data center, both for
internal and external use, while ZTE picked up some of the building’s other
communications needs. Staffed with engineers and architects imported from
China, the project moved quickly as the twenty-story, half-million-square-
foot complex rose over “the political capital of Africa.”



In January of 2017, five years after Ethiopian prime minister Meles
Zenawi inaugurated the building, a technician working in the data center
made a surprising discovery. Reviewing traffic logs, he found that every
night between midnight and 2 am, traffic on the data center’s servers was
spiking. Sources told Le Monde they had discovered that the system had
been installed with back doors that granted access to the system and its
controls. They claimed that sensitive information on business and trade
negotiations, military planning, and political considerations were being
forwarded nightly to servers in Shanghai. According to investigators, the
spying had commenced with the opening of the center and continued
unseen for five years.

The embarrassed administrators of the AU headquarters told Le Monde,
“This has gone on too long . . . We have taken steps to strengthen our cyber-
security, a concept that is not yet a habit among our bureaucrats or heads of
state. We remain exposed.” According to press reports, they thanked the
Chinese engineers for their work and sent them packing, avoiding any
public scandal or reckoning with the Chinese benefactors as they began the
process of remediation. After forklifting the racks of Huawei servers out of
the facility, the center was completely re-outfitted with gear from other
vendors.

In Mandarin, fang si may be the closest equivalent to the Yiddish word
chutzpah. Whatever the best translation is, the Chinese demonstrated it
when, after the African Union re-outfitted the center with another vendor’s
servers, Huawei offered to provide engineers to configure the new data
center.

Not surprisingly, this offer was declined.
Since the discovery, the wireless systems that were deployed to

facilitate video conferencing have been replaced with cabled connections.
All communications are now encrypted and no longer pass over the public
Ethiopian network. And yet, despite the extensive efforts to purge the
surveillance technology from the center, there was one more discovery
made. In preparing for the July 2017 AU summit, just six months after the
discovery that the servers were delivering information to Shanghai, a team
of Algerian experts was brought in to scour the building and search for any
more breaches. According to investigations by Le Monde and the Financial
Times, their room inspection uncovered numerous microphones placed in



walls and hidden in offices. It appeared that every conversation between
heads of state, military leaders, and business heads was susceptible to
eavesdropping by those who had constructed and outfitted the building.

The whole affair left the officials of the African Union frustrated at their
excessive trust in their Chinese benefactors and their inability to secure
their own communications from prying eyes. As one official commented,
“Everyone seems fine that we’re a sieve. We let ourselves be listened in on,
and we didn’t say anything.”

An investigation by Danielle Cave of the Australian Strategic Policy
Institute confirmed Huawei’s central role in designing and deploying the
secure communications center. She found contract announcements, listed at
the time on the Huawei website and now mostly deleted, that trumpeted the
cooperation between China and the African Union: “[Huawei’s] solution
deployed all computing and storage resources in the AU’s central data
center where it seamlessly connects to the original IT system.”

Whoever came up with the scheme must have missed Sun Tzu’s twice-
repeated admonition on how to use spies to secure knowledge, when he
commanded the reader to “Be subtle! Be subtle!” Perhaps they didn’t need
to. There seemed to have been little, if any, consequences.

China’s ambassador rejected the claims that any such incident had
occurred, calling them “ridiculous and preposterous.” And it’s possible that
the story is false; the African Union never went on record acknowledging
the hack, and the media investigations relied on numerous anonymous
sources at the African Union. But the AU went to considerable expense and
effort to replace the data center using non-Huawei equipment and refused
the offer of free Chinese assistance in configuring it.

More tellingly, the Chinese did not point the finger at others, like MI6,
the Russians, or even the CIA as the real culprits. One would assume that if
the Huawei gear were compromised and China and Huawei were not the
responsible parties, China would have aggressively pursued an investigation
of who besmirched its reputation and brand. It did not. Instead, the issue
was brushed aside by the African bureaucracies, and the very claim of a
breach denied by their Chinese benefactors.

A Huawei spokesman told the BBC a year later, “If there was a data
leak from computers at the AU’s headquarters in Addis Ababa that went on
for an extended period of time, these data leaks did not originate in



technology supplied by Huawei to the AU. What Huawei supplied for the
AU project included data center facilities,” he said, then oddly added, “but
those facilities did not have any storage or data transfer functions.” It’s hard
to imagine the value of data center facilities that can neither store data nor
transfer it. What function did they perform?

ON MUTE

Why would the phone companies across Africa refuse to acknowledge, on
the record, the abuse they are believed to have suffered at the hands of the
Chinese government? One reason may be the huge loans that were provided
to Huawei’s customers, according to the Wall Street Journal’s investigation
of Huawei’s government aid. Those loans were often made to companies in
amounts beyond what a commercial lender would have considered prudent.
There was little other benefit that came from Huawei’s financing offer;
otherwise, the carrier could take out a commercial loan through normal
channels at similar rates and terms.

Remember the debt trap?
When you consider the costs of empire building, with the billions the

Soviet Union poured into its attempt to conquer Afghanistan, or the costs of
softer global influence, with the tens of billions of dollars the United States
spends on foreign aid and development programs, it seems downright cheap
for China to loan money to a country that can’t pay it back. Some of the
money loaned comes back immediately to the national champion, Huawei,
in the form of equipment purchases. And then, as the customer struggles to
make payments, the state has the opportunity to use this difficult situation to
assert its national interests over the deadbeat debtor.

The telecom debt trap provides a modern extension of power as China
secures means to control, observe, or block not just communications but all
national activity in its debtor customers. For those who argue that Huawei
would not risk being caught compromising their own customers—“If it ever
got out, they would be ruined!”—the African Union hack is a ringing
counterpoint. According to multiple sources, it happened. But the customer,
representing a continent of over one billion people, was unable to stand up
to the might of the Chinese vendor/lender/patron, and has remained



officially silent, with only leakers and whistleblowers attempting to tell the
world.

Today, if you looked out the windows of the AU building, you would
see a city under construction, with Chinese companies (often using
imported Chinese workers) completing the highways, skyscrapers, and
metro system. One job site, about four miles south, might stand out. On
December 14, 2020, Ethiopia’s minister of Labour and Social Affairs hosted
the ground-breaking ceremony for the new Africa Centres for Disease
Control and Prevention headquarters building.

The complex is being built thanks to the generosity of China, which is
funding the $80 million project. The bidding process is complete for the
first phase of construction; the winner was China Civil Engineering
Construction Corporation. There is no word yet on who will be providing
the data center for the new facility.

The day after Africa’s CDC broke ground, Reuters broke the news that
AU’s technology staffers had discovered that “a group of suspected Chinese
hackers had rigged a cluster of servers in the basement” of the AU
headquarters complex and were monitoring surveillance video of
conference rooms, offices, and other locations at the building. The breach
was carried out by a hacking group nicknamed “Bronze President,”
according to the internal AU memo cited by Reuters.
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Bugs in the Walls

There are just two kind of companies: those that have
been compromised, and those that still haven’t

realized they’ve been compromised.
—Dmitri Alperovitch, American computer security

executive

he described attacks on the African Union headquarters may seem
clumsy and obvious. If it seems unlikely that a company with a
sophisticated cybersecurity capability would fall victim to such a hack,
Nortel’s experience shows otherwise.

The business relationship between developed Western countries and
China is seen as less mercantile than Africa’s relationship with China,
closer to parity in the economic power of the parties. Western companies
seek the low costs and broad technology portfolios that China offers, and
China wants access to the large markets of the more developed countries.
There is no question that state-sponsored spying takes place, but developed



countries have better cybersecurity protocols, more sophisticated
intelligence agencies, and are better able to discover and prevent
misbehavior. Does that mean China dare not attempt a hack, or does it just
mean it must be more meticulous and work harder to create deniability?

Intelligence gathering is a part of business; you’ll find it to some degree
in every company in every country. Corporate espionage happens in the
United States, but generally at a much lower level of intrigue than in some
parts of the world. Nearly every company studies press releases, hiring
announcements, and published patents of their competitors. At more
aggressive, typically smaller companies, a sales team may send a staffer or
hire a private investigator to hang out in a bar frequented by competitors
and try to overhear them discussing pricing or strategy for a major bid. A
scrappy startup may even “dumpster dive” to retrieve from the trash a
competitor’s plans that have been discarded by a careless engineer. In a
gray area, ethically, but legal in most places.

Big public companies rarely engage in anything like these more
aggressive tactics, at least not as a matter of corporate policy, knowing that
the consequences of being found out would be harmful to their brand and
public standing. People can work a whole career in the United States
without ever using or falling victim to these schemes. More typically, large
public companies in America seeking useful information may hire talent
away from competitors and push the bounds of confidentiality agreements,
letting the courts decide if this more genteel approach presents a civil, not
criminal, violation.

This code of conduct is not the same around the world. In Europe,
companies have been known to provide conference rooms or
communications links to rivals that are outfitted with listening gear. They
use their national intelligence agencies to procure commercial information
from overseas competitors to provide business advantage, something that is
explicitly outside the charter of American spy agencies. Germany and
France have been aggressive in this regard, as have Asian countries like
Korea and Japan, where it’s not unheard of for a company to rely on state
security services to gather intel on a competitor or even a partner.

But as with so many things, the issue with China is one of scale. And it
tends to operate so boldly that it seems to be playing a different game from
the others. So it seems with the events that unfolded at Nortel.



GO BOLDLY

At one time, Nortel was the largest, most successful technology company in
Canada. They led the world in the development of digital telephone
switches and created cutting-edge wireless technologies that enabled
broadband data to be delivered over huge distances. Nortel was an early
pioneer in technologies that became central for 5G capabilities. Their labs
were considered among the finest in the world, second only perhaps to Bell
Laboratories.

All of this made them a target for companies seeking to advance their
own intellectual property.

On a spring morning in 2004, Brian Shields had settled into his chair at
Nortel’s massive US campus in Raleigh-Durham, North Carolina. The
complex was a rabbit warren, a converted factory site hosting eight
thousand employees spread over dozens of buildings. This satellite site
included some of Nortel’s global corporate security staff, who made sure
the company’s computers weren’t being hacked and the intellectual
property was safe. That day, the company would need Shields for both.

Over more than a decade, he had built a reputation for himself as a
stickler for improved security. He supported the company’s efforts to
enforce two-factor authentication, which requires an employee to both use a
password and carry a small electronic “secure ID key” in order to remotely
log in to the company’s network. Such a policy might have averted the
disaster that was about to unfold. Shields’s persistence would lead Nortel’s
next CEO to describe him as a man known for “crying wolf.” But by the
end of the day, Shields would determine that not only had a wolf entered the
Nortel network, he was sure it was on the CEO’s own laptop.

The first phone call came from Shields’s boss in Dallas, Randy
Calhoun. A senior executive’s password had been used to download a large
amount of corporate information, but the executive expressed surprise when
he was asked if he had any questions on the material—he claimed he hadn’t
accessed the information at all. As Shields began his investigation, he found
no sign that the executive was the one who had logged in. Searching further,
Shields found that the IP address of the computer used to access the data
was not that of the executive, but of another, more junior, employee.



Finally, checking the “source IP,” which should have shown a local Ottawa
resident requesting the transfer, he discovered that the information had been
moved through an internet service provider outside their own system. “Wait
a minute . . .” he remembers saying to himself. “That ain’t right . . .” It
became clear what had happened.

“We’ve been hacked!”
Shields immediately called his boss, who assigned half a dozen people

to join the inquiry. Teams in Boston, Dallas, and Ottawa were pulled into
the investigation. Seven laptops were quickly identified as compromised,
but the team couldn’t find keystroke loggers, which are commonly used to
steal passwords. Most keystroke loggers can be detected with antivirus
software, and Nortel was using the best. Whoever had infiltrated the system
was working at a deeper level. The malware placed on these computers was
virtually undetectable and effectively unremovable.

As Shields continued his investigation, he found something that
surprised and disturbed him: He could wipe an infected computer—
completely reformat the hard disk—and within five minutes of rebooting,
that computer would be corrupt again, with some outside party once again
having control over it. That meant the hack was a “rootkit” attack, one that
was invisible to malware detectors and granted the intruder the power of a
system administrator—“root” control over the system. It was so
comprehensive it suggested a state actor was behind it. But which state?

COMPROMISED

When he left for home that night, Shields was consumed with getting on top
of this attack and cleaning the system. He knew Nortel would also need to
develop a solution to maintain security in the future. But he was assuming
that his company was interested in doing that. He was in for a surprise.

Over the coming frantic months, the security team identified over a
thousand documents that had been recently stolen from the company. But so
many other confidential documents had been stolen over a longer time that
some of the original records were now only available in tape backups. The
damage was so vast—information on new products, bid status on active



sales efforts—that Shields was directed to stop pulling older records of
what had been taken. The mad race moved into triage mode.

What’s the most sensitive information that has been stolen? Where are
we most compromised? The purloined information covered a wide range—
technical explanations, sales plans, product budgeting, and more. But three
things stood out for Shields.

First, this was information that only a trailing competitor would be
interested in. Companies like Nokia or Lucent wouldn’t care about Nortel’s
plans for a product that was no better than their own version, at least not
interested enough to risk hacking a competitor’s information systems. The
information taken was not consistent with someone perpetrating a financial
crime, looking to raid the treasury or extort ransom. No, this was
information that would only be useful to an industry competitor playing
catch-up, an also-ran who was trying to quickly put themselves at technical
parity with the leading players without having to pay to do the development
themselves. Good, Fast, or Cheap.

Second, the attacks were being conducted at a state-sponsored level.
There were only a few possible suspects who fit this description. And then,
reviewing IP addresses of the servers used in the hack, Shields found what
he feared: Most of the documents were ending up at a server registered to a
Chinese shell company called Shanghai Faxian Corp. Shanghai was the
location of the CCP’s notorious Advanced Persistent Threat 1 hacker team.

Nortel, Shields believed, had been hacked—to its very core—by
someone operating out of China. And, according to Shields, whoever it was
had access to the computer and emails of the company’s board of directors,
as well as Admiral Bill Owens, who had just been appointed to lead the
company. If true, this presented the possibility of not only stealing
confidential corporate information but of compromising the leadership of
the company.

A MOLE?

The company set about cleaning and securing the system, but after years of
countermeasures, Shields remained convinced that remediation efforts
performed by the company were “pathetic,” as he put it, and the hack was



not over. By 2008, four years after the initial attack, he believed the
attackers were targeting new CEO Mike Zafirovski’s computer. Shields put
in a request to conduct a more thorough investigation using more
sophisticated memory forensics that could determine exactly what they
were taking from Nortel’s systems and where the information was going.
The software required to complete the process cost $2,000.

Shields’s request was denied.
The lack of response by Nortel was so egregious that Canadian Security

Intelligence Service officials speculated about a more sinister explanation
for the failure to root out the infiltrators. Michel Juneau-Katsuya, a counter-
intelligence and counter-terrorism officer with the CSIS, told the National
Post that his agency’s warnings were all but ignored.

“To this day,” he said, “I believe there may have been one or more
agents of influence controlled by the Chinese in [Nortel] which succeeded
in neutralizing our warning.”

His concerns should have been alleviated after Nortel went bankrupt
and vacated the building. Unfortunately, the next tenant was one of the few
entities in the country big enough to need such a space: Canada’s
Department of National Defence. Incredibly, the DND had chosen a
building that the country’s own intelligence agency knew to be
compromised as its new headquarters. As the agency prepared to move
eight thousand military and civilian employees into the building, the Ottawa
Citizen reported that they encountered an office complex filled with
listening devices. Added in anticipation of the new high-security tenant?
After a series of half denials and “no comments,” Vice Admiral Mark
Norman assured that Citizen that “it was all legacy, old-school stuff
associated with the previous occupant.”

THE GIFT THAT KEEPS GIVING

Shields shares a story that took place after he had left Nortel, when he
applied for a job handling network security for a large American technology
company that competed with Chinese manufacturers. He was called for an
interview with the company’s director of security, who asked him about one



part of his résumé: “What’s this work you describe, identifying a remote
attack on Nortel’s computers?”

Shields explained the hack and how it had resulted in a thorough
compromise of the company’s computers—one that couldn’t be identified,
let alone resolved through the use of standard anti-malware. He described
how a foreign infiltrator had installed itself on the computers throughout
Nortel, redirecting information back to servers in China.

The color drained from his interviewer’s face. “Those computers—
those are the ones we bought from Nortel’s Enterprise division when they
went bankrupt,” he said. “Hundreds of them. No one ever told us.” Then he
paused.

“We’re using them now.”



Part IV

TOO MUCH AT STAKE
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Not If It’s War

Surge forward, killing as you go, to blaze us a trail of
blood.

—Ren Zhengfei, founder and CEO of Huawei

n 2019, as the importance of 5G and the Internet of Things became clear
and countries started waking up to the threat from Huawei, many
considered it too late to do anything. Huawei was too big, too good, too
cheap to exclude from the world’s networks. It would cost individual
companies billions of dollars to rip out existing Huawei gear and convert to
other vendors and, more importantly, there were no other vendors, at least
none that could roll out a 5G network as quickly and for the same price.

Nokia and Ericsson were coming to be seen almost as stalking horses,
there to fulfill a long-understood need for carriers to retain some vendor
diversity, to give 20 or 30 percent of a network to another vendor to hedge
against monopoly pricing and political or company risk. Bitter irony that
the global giants, who once grudgingly accepted access to China’s huge



market with a 20 percent cap on market share, were now relegated to
fighting each other for that much share on their own turf.

But what, exactly, was the rationale to block Huawei from selling its
products? Was it because they were being subsidized unfairly? Because
they were displacing local companies? Because there was a trade deficit
with China? Mike Munger, the Duke professor, had explained his view that
if countries want to subsidize their exports, we should let them do it and be
glad. What’s wrong with another government taking money from its own
citizens and transferring it to our citizens and consumers in the form of
subsidized low prices? But he had come to a new understanding of the
situation.

TAKING CASUALTIES

“For the first two years of the Trump presidency I thought these people
were idiots,” says Munger, referring to announcements of US tariffs and the
threat of a full-scale trade war to counter the trade deficit with China. He
still has profound disagreements with many of the policies Trump put in
place, but he realizes that there is a fallacy in the context under which we
consider trade with China. The argument put forward by nearly all
classically trained economists assumes that companies and countries
interact in a system of rivalry and competition, engaging in vigorous efforts
to secure the best deals for themselves but with an understanding that they
are participating in long-term trade relationships. As a result, successful
global trade means that trading partners become dependent on each other.
This brings about peaceful relations and creates wealth through
specialization of labor.

“The problem is that I didn’t understand that there was a second view,”
says Munger, “which is that the world is not primarily liberal and
cooperative.” He illustrates his point in the starkest terms. When General
Eisenhower had the troops gathered for the invasion of Europe in June of
1944, he understood what to expect if he proceeded: The allies would suffer
a massive loss of lives and materiel. Thousands of productive citizens
would be killed. Expensive ships would be sunk, tanks destroyed; no matter
how well the exchange went with the enemy, the endeavor would create a



net loss for the allies. With this knowledge, why would the general proceed
with a voluntary exchange that would leave his country poorer for it?

Because this scenario was not a voluntary exchange between trading
partners. Those trade rules don’t always apply.

Not if it’s war.
In a liberal worldview, power and wealth are measured in absolute

terms. Every country wants to get wealthier; it works to get the best deal
possible, but if a cross-border transaction achieves that, and it is satisfied
with the terms of the deal, it doesn’t worry about whether its trading partner
is getting even wealthier.

“In war, power is relative,” says Munger. “We will often do things that
harm ourselves so long as it harms our enemies more. When a general
decides whether to take a hill, he knows he may lose men, but if he expects
the enemy to suffer more—if he thinks he’ll impose ten times the casualties
on the enemy and win the hill—it may be the right decision.

Munger sees this as the alternative way to think of our relations with
China: “If we go for a trade war with China, if we restrict our imports from
China, of course it harms our consumers. The president’s team was not
confused about that. The point was to harm China more.” And he makes his
point crystal clear: “Because the US and China are rivals for power, not
partners in economic growth.”

This viewpoint is not one that is explained in the language of trade or
economics. Global trade relies on ideas of comparative advantage,
voluntary exchange, outsourcing activities that others are better at and
insourcing the things that you do best. It’s how all parties are lifted and
become cooperating elements in a global ecosystem of trade.

But in war, wealth and power are not absolute, they are relative. It may
be necessary to end beneficial outsourcing and pay more for an inferior
system if this action denies your enemy wealth. It may be necessary to
avoid becoming dependent on someone who views you as an enemy not a
trade rival. Munger continues: “If the United States has a slightly weaker
economy, and China has a much weaker economy, and is less able to project
its power abroad, that’s a benefit to the United States.”

How does Munger see China advocating for its interests? “Huawei’s a
great example,” he says. “‘This is just 5G technology! How could it not be
great? It benefits consumers!’ Well, no. For two reasons, we should not be



using Huawei: first, it benefits China by giving them a lot of revenue that
will allow them to increase its global influence even further, and second, it
makes us more dependent on a country that we should recognize we are at
war with.”

With this understanding, the free-trade economists’ arguments against
the US administration’s combative policies carry no more water than a plea
to Eisenhower to cancel the invasion of Normandy to save money.

Does Huawei reject this shift in attitude from the United States and
much of the rest of the world? Is the idea of “war” excessive for a company
that just makes radios? Apparently not. Huawei has responded in kind, with
Ren acknowledging to his employees that “the company has entered a state
of war,” according to a transcript of a February 2020 speech cited by the
Wall Street Journal. This is mild compared to comments the paper also
attributed to Ren at his company’s research center in Hangzhou: “Surge
forward,” two executives confirm he told his employees, “killing as you go,
to blaze us a trail of blood.”

Yes. This is war.

TRIGGERED BY COVID

As fraught as this debate already was, the global pandemic brought on by
COVID-19 proved a catalyst in the world’s view of China. In early 2020,
after the first reports emerged of a virus infecting people in Wuhan,
infections began to ravage northern Italy, then the UK, and then the US.
Over the course of the next several months, as the world economy crashed
and millions of people succumbed to the disease, attention turned to
precisely what role China played in the crisis.

The most widely cited reports indicated that the illness started
spontaneously in a “wet market,” where live, wild animals were being sold.
Fringe theories circulated that the disease was germ warfare, engineered by
Chinese scientists in their Wuhan lab. In March of 2021, Dr. Robert
Redfield, the former director of the Centers for Disease Control and
Prevention, told CNN, “If I was to guess, this virus started transmitting
somewhere in September, October [of 2019] in Wuhan,” where he believes
it came “from a laboratory . . . escaped . . .” While the true source of the



virus remains uncon-firmed, multiple investigations found that, as the
Financial Times concluded in October of 2020, “The Chinese government
and the WHO . . . downplayed growing concerns about whether the disease
could be transmitted readily between humans.” The lack of transparency led
to a delay in action and may have caused millions of needless deaths.

China’s behavior in the crisis, and the government’s reaction to
criticism, highlighted the risks arising from China’s critical role in global
healthcare supply chains. The world realized that crucial materials needed
to fight the pandemic were sourced primarily or exclusively from Chinese
factories, shining a light on poor supply-chain diversity. China, perhaps not
unreasonably, was believed by some to be retaining promised exports of
medical supplies, like personal protective equipment, for its own use. The
consequences were grave; this was not like relying on Mexico for 90
percent of your avocado supply, where a local blight could cause a
guacamole shortage. These materials were essential to preventing mass
casualties across the world. Deliberately or not, supplies weren’t being sent
in the quantities needed.

There were more signs that the leadership of the CCP was going to take
a belligerent stance to opposition. When Australian prime minister Scott
Morrison called for an investigation into the origins of the coronavirus,
China responded by imposing tariffs and other restrictions on goods from
Australia. This was a petulant move that violated standing agreements and
raised concerns over Chairman Xi Jinping’s willingness to use trade power
to penalize countries that crossed him. The pressure that China applied to
Australia was great, with one Chinese government agency posting what
turned out to be a faked image of an Australian soldier holding a knife to
the throat of a young child. This provocation led Prime Minister Morrison
to assert the importance of “Australia being able to conduct itself in
accordance with its own sovereignty” in a November 2020 address.

As the pandemic grew and crippled the world’s economy, countries
reliant on good-faith interactions with China began to pay much closer
attention to how China was using its trade power in general, and its
technology leadership in particular. The pieces began to come together,
telling a story about a China that was using its mobile technology
capabilities both to subjugate its own population and to extend power across
developed and developing countries alike.
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China’s Use of Tech to Oppress

Winston kept his back to the telescreen. It was safer,
though, as he well knew, even a back can be

revealing.
—George Orwell, 1984

hile George Orwell’s 1984 imagined a society in which the
government hid microphones and cameras in remote parks and bedrooms,
China takes advantage of the fact that nearly all citizens already carry
microphones in their pockets, along with cameras, location trackers, and
transmitters. The Soviet Union relied on informants overhearing and filing
reports on anti-state behavior, but Chinese authorities have eliminated the
middleman. They have started to require “face unlock” to register a smart-
phone, which means their world-leading facial recognition technology tells
authorities who is using a phone, and their artificial intelligence capabilities
are able to process where people go, what they read, who they communicate
or meet with, and what they say to them.



For those who are concerned about the dangers of China’s growing
influence throughout the world and wondering what its end goal is, the best
proxy of China’s intent toward other countries’ citizens may come from
considering what the CCP is already doing to its own people.

ABOMINATION

Nearly a million Uighurs, Muslim Chinese citizens from the northwest
provinces, have been relocated, many loaded aboard railcars and shipped
off to “reeducation camps,” according to the latest reports from human
rights group Amnesty International, and other credible evidence smuggled
out of China. For many of them, living under video surveillance is a
constant, whether in their own mosques or the barracks at their new
“home.”

People in free countries sometimes chafe under the ubiquitous
municipal video cameras that capture everything. But what would they
think of a surveillance system that could recognize a member of a targeted
race or minority group and alert the police that they were in a neighborhood
where they didn’t belong? Most would call that an abomination.

Huawei calls it a feature.
A study released in late 2020 by IPVM, an independent video

surveillance research company, reported that they had found a document on
Huawei’s own public website, marked “Confidential,” that describes a
successful test of such a capability. The document, which has since been
deleted from the website but was preserved by IPVM, names a Huawei
partner: Megvii, a company recently sanctioned by the US government for
being “implicated in human rights violations and abuses in China’s
campaign targeting Uighurs and other predominantly Muslim ethnic
minorities.”

This is not a passing allegation of harassment or unfair treatment of a
group that is considered troublesome to authorities. The US State
Department, under President Trump, labeled the treatment of the Uighurs a
“genocide.” If Beijing was hoping a change in US leadership would bring
relief from such views, the Biden administration wasted no time in
affirming this position. (Unsurprisingly, China has objected to this



characterization in the strongest terms.) And the role of the technology is
not incidental, whether in the cameras capturing the images or the wireless
networks delivering them.

Huawei responded to IPVM’s discovery of the “Uighur alarm” by
declaring that the ethnicity-detector feature was “simply a test” (advice to
companies—don’t do tests like this) and described the report as “purely
slander.” They told CNBC that using “modern tech products and big data to
improve social management” is a general practice around the world and that
their measures “are not targeting any particular ethnic groups.” Later
denials were softer and seemed to recognize the legitimacy of the evidence,
with a Huawei spokesman saying they “take the allegations . . . very
seriously and are investigating the issues . . .”

Huawei remains eager to distance itself, at least in the press, from these
activities, and its partner in the surveillance service, state-owned camera
maker Hikvision, hired a connected American legislator to help make their
case. Barbara Boxer, former Senate Ethics Committee chair, was brought on
as a registered lobbyist in January of 2021, perhaps to clarify that her client
was merely assisting in forced mass internment, not engaging in complicity
to commit genocide. She has since deregistered under public pressure.

RENEGING ON A FIFTY-YEAR PLEDGE

The CCP has imposed brutal policies even beyond its mainland borders,
especially with the crackdown on personal liberty in Hong Kong, a former
colony and dependent territory of the United Kingdom that, since 1997, has
been a special administrative region of China. This crackdown explicitly
violates the treaty that led to the territory’s handover, in which China was
legally obligated to honor certain political freedoms in Hong Kong.

One particular change in the administration of Hong Kong involved
China’s plans to reverse anti-extradition laws that Hong Kong had put in
place in the final days of British rule, in 1997. China’s efforts would have
allowed Hong Kong residents accused of crimes to be extradited to
mainland China, where there were few protections of rights and little
respect for due process. After several Hong Kong booksellers accused of
distributing books critical of the CCP disappeared and then turned up in



Chinese courtrooms, citizens of Hong Kong rose up and resisted the
attempts to pass laws that would make this process easier and more
common.

Protests became commonplace in Hong Kong, but they drew immediate
police response, with remarkable speed and accuracy. Arrests, harassment,
and beatings followed. But how were the authorities identifying these rallies
and protests so quickly? Brave young citizens didn’t need an intelligence
agency to figure it out.

In October of 2019, Wired magazine reported on devices mounted on
streetlamps, purportedly used to measure air quality and manage traffic, but
suspected of playing a much more sinister role in tracking and recording the
activities of the young protesters. Those protesters sought to dismantle
some of the dozens of remote wireless sensors. The images of crowds of
people carrying umbrellas on rainless days show one of the simple
countermeasures taken to prevent facial recognition applications from
succeeding.

But the systems didn’t need to see a face to know when a crowd had
assembled. Whether the Chinese had placed “spoof cell tower” devices, to
capture the phone numbers of people in the area, or had hacked the social
media platforms being used, the police were able to converge almost
immediately on any significant gatherings of protesters. This technology,
like so much of the Smart Cities equipment deployed and supported by
Huawei, serves as another example of how an authoritarian state might use
wireless tools to identify gatherings of people, assess what they have in
common, and dispatch armed officers to break them up or take them in.

CRUSHING A DISNEY SINGER

Outside of its own borders, China has been able to use its far-flung
technology presence to assist other countries in cracking down on dissent.
Huawei’s work on the African continent goes beyond designing and
deploying mobile networks and typically includes supporting the customer,
whether it’s the central government or a private network operator, in its
every need. Sometimes that need is ensuring public safety, and sometimes
that need is helping government officials maintain a grip on power, even if



it means using communications technology to—reportedly—quash political
opponents or find and eliminate popular opposition to the ruling regimes.

That’s the claim made in a series of investigations carried out in 2018
and 2019 by the Wall Street Journal (and disputed by Huawei leadership
and Chinese authorities), which show just how capable China may be at
exporting the surveillance state. The danger may not lie in what Huawei can
do to a country, but what they can do for it, as the world’s number one
exporting nation is accused of using Huawei as a tool to export its own
brand of government surveillance and control.

The initial premise of the deployments is legitimate. The leaders of
governments across Africa seek to achieve domestic peace and prosperity
by deploying wireless networks, getting the benefits that come to every
country that deploys them. But they also pursue stability by using those
same wireless systems to identify, track, monitor, and even seize those who
oppose the government. Few would oppose such covert surveillance when
the target is a terrorist plotting against the country. But when it is a pop
singer and Disney musician?

Robert Kyagulanyi grew up in a slum outside Uganda’s capital city of
Kampala. He’s better known as the singer and actor Bobi Wine, who
frequently includes socially conscious messages about poverty, public
sanitation, and healthcare in his performances. (His name and music
became better known in the West when, in early 2020, he released a song as
a public service announcement urging people to wash their hands and be
aware of the dangers of the coronavirus.) Wine would hardly seem to be a
threat to Ugandan president Yoweri Museveni, who has ruled the country
for more than thirty years. But Wine advocated for better health standards
and won a seat in the Parliament of Uganda, where he continued to speak
out against the ruling government. These actions led to him being arrested
by the Museveni government and charged with incitement to violence.
According to the Times (London), he appeared to have been beaten prior to
his court hearing.

An old joke, updated, tells about an American arguing with a Chinese
man about freedoms in their respective countries. The American boasts, “In
my country, you can stand on any street corner and denounce President
Biden as a buffoon and an imbecile, and the government won’t do a thing
about it.” The Chinese man responds, “We have just as much freedom as



you do. In my country, too, you can stand on a street corner and denounce
President Biden as a buffoon and an imbecile!” Not so in Uganda, where
Wine, upon being released for the incitement charge, was later rearrested
and charged with intending to “annoy, alarm, or ridicule” the President.

Throughout 2018, Wine irritated President Museveni with a series of
concerts in which he spoke out against certain government policies. In
December of that year, he arranged to have opposition leaders attend one of
these events and rally the crowd for change. According to the Wall Street
Journal, “A senior police commander relayed a presidential order to access
Mr. Wine’s encrypted written and spoken communications, including those
using WhatsApp and Skype,” to learn details of the event. The Journal says
that after the police failed initial attempts, they asked for help from Huawei,
and that a team of Huawei’s technicians cracked Wine’s communications in
two days. Ugandan state security forces were able to intercept and arrest
numerous attendees and organizers, many before they even reached the
venue.

“The deal with Huawei is a survivor strategy to consolidate power,”
Wine said of the Museveni regime. “It’s an all-out assault.”

The Wall Street Journal reports that Wine’s subsequent attempts to
organize rallies had been foiled and his family was also now compromised
by surveillance. Undeterred, Wine announced in July of 2019 that he would
run for president of Uganda in the 2021 election.

HIGH-TECH IMPERIALISM

Allegations of similar incidents in other African countries have also
emerged. The same Wall Street Journal investigation cited “senior security
officials” in Zambia as the source of a report that Huawei technicians
helped security services access the phones and Facebook pages of
opposition bloggers who were running a news site critical of President
Edgar Lungu. The sources say the information was used to track the
location of the bloggers and direct a police team to find and arrest them. In
that case, the official spokesman for the government acknowledged the use
of Huawei technicians to aid ZICTA, the telecom regulator for Zambia, in
combatting opposition news sites. The Zambian spokesman told reporters



that Huawei worked with the country’s “Cybercrime Crack Squad” to
intercept communications from legitimate targets like criminals, as well as
to surveil opposition groups, activists, and members of the country’s own
media. Again, Huawei claims that they did not play any role in these
activities.

These municipal systems get to the heart of the promise—and threat—
of 5G networks. Such solutions can transform the way governments keep
their citizens safe, with ubiquitous coverage enabled by wireless networks
that move broadband video around the globe and tie it into sophisticated
analytics, from facial recognition and license-plate readers to location
tracking and pattern detection. They can also serve as tools of oppression,
smothering dissent and isolating “troublemakers” whose only crime was
failing to toe the ruling government’s line.

When a senior Ethiopian official dismissed the discovery of bugs and
back doors in the Chinese-built African Union headquarters, he commented
that unlike some Western countries, at least China hadn’t colonized the
continent. But is this a new form of high-tech imperialism? Why else would
Huawei employees engage in this kind of behavior?

The revenue associated with such activities doesn’t seem relevant to a
$120 billion company. Could technicians who assist local government
teams be rogue actors, working without their employer’s knowledge? Or is
this part of a broader political initiative supported by China’s largest
technology firm? Actions taken elsewhere in Africa and around the world
undercut the idea that these are one-off “rogue” operations. Financially, it’s
inconceivable that Huawei, after a business case analysis, considers this
minuscule service revenue worth the political risk.

Or is this corporate-sanctioned, deliberate policy? That’s the allegation
in a federal indictment that led to the 2019 arrest of Meng Wanzhou, the
CFO of Huawei, in Vancouver, Canada. The daughter of Ren Zhengfei by
his first wife (Meng Jun, a woman he describes simply as “very tough”),
Meng Wanzhou was arrested by Canadian authorities at the request of the
US Department of Justice. They wanted to extradite and prosecute her for
activities involved with breaching trade sanctions against Iran. The complex
charges involve claims that she presented misleading information to HSBC
(the Hongkong and Shanghai Banking Corporation) about Huawei’s
relation with a company delivering Huawei gear to Iran.



Whether this company, Skycom Tech, was an independent actor or a
front for Huawei, the actions give further support to former FBI section
chief John Lenkart’s argument, that Huawei is acting primarily as an agent
of the CCP. He sees deals like Skycom’s alleged sale to Iran—as with ZTE,
which was found to have sold gear to North Korea—as demonstrating a
clear dual motivation.

“From a business perspective,” he says, “what is the value of the Iran or
North Korea market compared to the US market? What company would
review that risk assessment and then decide to make the sale?” The
companies are sophisticated global operators. They have hundreds of
lawyers, risk management teams, country experts, government relations
advisors.

Decisions to sell to North Korea or Iran are deliberate, the result of
extensive corporate decision-making, according to detailed Department of
Justice indictments. Lenkart argues that the risk of exclusion from
multibillion-dollar markets like the US in order to close a tiny sale to a
rogue regime is confirmation about who’s pulling the strings for Chinese
equipment makers. He has reviewed ZTE corporate documents signed by
company lawyers and executives right up to the chairman, detailing the
potential risk but directing the company to proceed.

“That’s why ZTE pled guilty and paid a billion-dollar fine,” says
Lenkart. “They were caught dead to rights.” The behavior of these
companies supports the argument that China sees its involvement with other
countries’ governments as a means to project and impose upon the world its
own philosophy on governance and control of society through the use of
advanced surveillance and tracking technology.

Is there something wrong with a country becoming involved in training
or even indoctrinating government or security forces in another country?
It’s something that the United States and other countries have been accused
of doing for a long time. If one believes that there is no difference between
one country and another, one can argue that it’s bigotry or bias to complain
when China extends its philosophy to other less wealthy countries.

All countries, even those who place the highest value on freedom and
individual liberty, are presented with hard choices about how to use
technology to improve safety and security without compromising personal



liberty. It’s a subject of constant debate and legislation across the free
world.

But there is a bright line between using a license-plate reader to find a
car that holds a kidnapped child and using that plate reader to intercept an
opposition leader on his way to a rally.
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No Way Out?

There’s no question that information from Huawei
routers has ultimately ended up in hands that would

appear to be the state.
—Eric Schmidt, former CEO of Google

s concerns grew about overreliance on China in global supply chains,
countries that had waved off the United States’ diplomatic efforts to ban
Huawei began to reconsider. For the first time, many of them saw that
China was not playing by the same rules. They realized that China was
capable of reneging on treaty obligations or of withholding vital committed
supplies because of a perceived “insult.” China was increasingly scrutinized
for creating a threat to the security or sovereignty of nations around the
world. A backlash began to build against China, raising the possibility of a
reversal on the deployment of future Huawei systems or even leaving
existing systems in place.



Yet despite increased pressure from the Trump administration, or
perhaps because of it, spring and early summer of 2020 passed with little
indication that Huawei’s grip on the market for 5G solutions would be
broken. Countries across Europe reaffirmed their relationships with Huawei
or punted on the question of a ban. In the United Kingdom, British Telecom
warned that it would cost billions of pounds and take years to completely
remove the Huawei gear from the network, and even then the process would
result in service blackouts for customers. Beyond concerns with
communications networks, some countries feared Chinese retaliation
against a ban.

WHOSE SIDE ARE YOU ON?

China’s willingness to impose trade punishments on countries threatening a
ban was made explicit, as was the extent of the power it had amassed
though paid allies, when an open letter was published in Britain’s
Telegraph, in March of 2020. The stern letter stated that a ban on Huawei’s
5G gear would not just be costly to the UK’s mobile operators but would
“prejudice trade relationships with China,” a clear warning of across-the-
board economic retaliation should Parliament restrict sales of Huawei
equipment. But the letter was not from China’s Ministry of Foreign Affairs.

The author was Sir Mike Rake, the former chairman of British Telecom
and president of the Confederation of British Industry, the UK’s largest
business advocacy group.

Sir Mike seemed all too happy to put these threats—and they came
across as threats, not warnings—in his own voice. They were oddly broad,
coming from someone who claimed to speak for just Huawei, not the entire
country of China. It might have made more sense if the threats came from a
representative of the Ministry of Trade, with China defending Huawei as a
national interest. But Sir Mike was ostensibly representing a private
company, free from the grip of the CCP, distinct from the Chinese
government. On what basis did he threaten the UK about China’s intended
retaliation?

The fact that a British leader who had made his career representing
British business interests was willing to speak on behalf of a communist



regime showed just how effectively Huawei had secured allegiance from its
well-paid spokespeople. The fact that Sir Mike was already a wealthy man
made his willingness to advocate for another country, against his own, even
odder.

Odd or not, China’s intimidating tactics were effective across Europe, as
parliaments and regulatory groups avoided taking a hard line against
Huawei’s technology. By early summer it appeared the US push had failed,
and numerous articles and books predicted a Chinese victory.

And then the US made a move that nobody expected.

PULLING OUT ALL STOPS

In his 1990 book The Prize, author Daniel Yergin told the story of the fight
to control the world’s oil supplies, with “mastery of oil” being the most
important tool for achieving power, growth, and sovereignty. But Yergin
forecasted that computer chips might become the new “prize,” the new tool
that could choke off an opponent’s growth. It appears he may have been
right.

Telecom gear relies on microchips to operate, and many companies
around the world are in the business of making them. Trying to restrict the
sale of these chips to China is difficult if not impossible, with too many
avenues to cheat a ban and too many companies willing to step up with
their own products.

But most of the companies who make chips, at least the high-end kinds
used in Huawei equipment, don’t actually make anything at all. They design
the chips—write the software and architect the chip—but leave it to
companies called fabricators, or “fabs,” to turn those designs into real
manufactured silicon and gallium chips. There are only a few companies in
the world that do this, or at least that make the highest-quality chips needed
to build a 5G cellular network. While two major companies in the United
States do fabricate high-end chips, the biggest supplier in the world is
TSMC, a Taiwanese company whose output is vital to Huawei.

And this is how the US was able to make an extraordinary move: While
the American manufacture of chips isn’t essential to Huawei’s success,
America’s supply of the equipment used to make chips is. Without



machines from American companies, fab plants around the world, including
TSMC, can’t make the more advanced chips needed for 5G equipment.

Having failed to apply diplomatic muscle effectively, the United States
used its trade and industrial strength to invoke a “nuclear option.” In May
of 2020, the US announced to fabricators around the world that anyone
selling chips to Huawei would be denied these vital machines.

As a group, they folded.
One company after another announced that they could not operate

without American equipment in their fab plants. And suddenly the question
facing Europe, Australia, India, and the rest of the world wasn’t whether
they would continue giving contracts for Huawei networks, but whether
Huawei could deliver on the networks they were awarded. Indeed, without
access to chips from any of the non-Chinese fabricators, Huawei’s ability to
compete effectively in any market became a question. Huawei
acknowledged that their ability to build equipment without the needed chips
was threatened, as their stockpile dwindled. At the company’s annual
conference in September of 2020, Huawei’s chairman Guo Ping put it
bluntly: “Right now, survival is the goal.”

Couldn’t China build its own fab plants and make its own chips? Yes
and no. The country is on a crash program to develop such a capability, but
the money required is staggering, and even money can’t buy the skills
needed. Each state-of-the-art fab plant costs ten to twenty billion dollars to
construct. And even these plants require know-how that isn’t simply
purchased. The ability to manufacture microchips is reliant on having a
team of experts working together on a wide range of complex activities.
China can’t just write a check and have a factory built and staffed.

Not for lack of trying, though: China claims to have hired 10 percent of
Taiwan’s chip engineers, three thousand so far, luring them with enormous
salaries to build capability on the mainland. This program is off to a slow
start, however; in 2019, China’s most advanced process was a 28 nm planar
technology, something Taiwan had been making for ten years.

THE GLOVES COME OFF



Faced with this crisis, China turned the screws tighter on European
countries, using trade pressure and threats in an effort to compel them to
keep their markets open to Huawei. The results have been mixed.

Among the stronger rejections of Huawei was that of the United
Kingdom, which, in July of 2020, announced one of the strictest bans on
procuring new 5G equipment. UK officials went further, requiring that
service providers remove all Huawei gear already in their networks—
including 2G, 3G, and 4G gear—by the end of 2027, costs and blackouts be
damned.

Sweden was next, banning all Huawei gear from its upcoming 5G
auction, which brought a direct threat from China to penalize national
champion Ericsson, whose sales in China make up an important part of its
own revenues. Ericsson, restricted as they may be from securing a high
market share in China, still knows that nearly 10 percent of its sales come
from the China mobile equipment market, while less than 1 percent come
from selling into their own country.

In a case of strange bedfellows, the CEO of Ericsson, Börje Ekholm,
implored the Swedish minister for foreign trade to reconsider the ban,
reflecting the pressure his Chinese customers were able to bring to bear on
him. In text messages obtained by Sweden’s leading newspaper, Dagens
Nyheter, Ekholm implored the trade minister to talk with the country’s
telecom regulator, even reportedly speculating that he might be forced to
take Ericsson out of Sweden. The country held to its decision.

Finland, home to Europe’s other national champion, Nokia, saw China’s
aggressive response to Sweden’s announcement and chose not to ban
Huawei, insisting that Finland did not take a stand on a product’s country of
origin. However, Finland did pass legislation requiring network operators to
deactivate equipment that is a “risk to national security,” effectively putting
a stop to further Huawei sales—for now.

France began withholding approval for carriers to deploy Huawei gear
in September of 2020, citing “European sovereignty,” as opposed to a flat
ban, and leaving the window open to later approvals.

What of Germany, the economic and industrial engine of Europe, which
had been one of the countries to continue supporting Huawei deployments?
Chancellor Angela Merkel, leading the country for fifteen years, faced



down the first-ever rebellion by her own Christian-Democratic–led bloc in
February of 2020, as she refused to ban Huawei.

Why would she dig in so aggressively? By far the largest company in
Germany is Volkswagen, at $283 billion in 2019 revenues. How important
is the China market to Germany’s most important company?

It’s not just that China is Volkswagen’s largest market. VW sales in
China are greater than in every other market in the world combined. VW
sells twice as many cars in China as it sells in all of Europe, including
Germany, and China was not shy about threatening the loss of the market,
with the Chinese ambassador specifically promising retaliation against the
German auto industry. “There will be consequences,” warned Ambassador
Wu Ken on a video shown on the Handelsblatt website, before slyly raising
and “dismissing” the possibility of China banning all German cars—28
million sold in China in 2019—on safety concerns. “No,” he continued,
providing little comfort. “That is pure protectionism.”

The pressure caused pause, but the security risk that Huawei gear
presented to Germany was deemed to be too great, and in September of
2020, Merkel agreed to support a new law imposing strict security
requirements on all “high-risk” vendors selling into Europe’s largest
market.

Some European countries have simply issued long-term contracts to
non-Chinese vendors, claiming the bid process had naturally led to them,
but not explicitly banning Huawei. Others are considering allowing Huawei
gear to remain in their networks, including some that are planning to deploy
it into the edge of the 5G networks.

The United States, Australia, Japan, Taiwan, and New Zealand have
explicitly banned Huawei from the countries’ networks.

The cost of refusing Huawei will be high. Replacing existing equipment
is expected to increase deployment expenditures by billions of dollars;
additional billions will be spent on price premiums that Nokia and Ericsson
charge over Huawei’s rock-bottom prices. These efforts mean that China’s
presence in Europe’s communications networks, including 5G, may be
reduced or eliminated entirely. But is it really worth it?
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5G Is Different

5G will be the backbone of the digital economy, and
the digital economy is increasingly the backbone of
the world economy. It’s important to get this right

early.
—Rush Doshi, director of the Brookings Institution

he winners and losers of the 5G war won’t just be the vendors or
operators of network hardware. Everyone will be affected. Depending on
how the solutions are rolled out, and who does the deployments, consumers
will see changes to their quality of life, whether in entertainment,
transportation, medical care, or elsewhere. Governments in cities across the
world will be able to provide better security, power management, and traffic
control, or be hamstrung in their efforts. Military readiness and battlefield
effectiveness, too, will depend on whether the armed forces can take
advantage of the networked battlefield or whether their communications are
ineffective, insecure, and compromised.



It may seem extreme to say that the prosperity and security of countries,
companies, and individuals around the world are at stake, but as with every
industrial revolution that preceded it, those who reap the advantages that the
Internet of Things brings will move ahead of the pack.

The characteristics that make a business or government effective will be
greatly enabled by 5G communications, the first wireless technology that is
purpose-built to do more than just connect people to other people or
information. With earlier generations, the bulk of mobile network activity
consisted of people calling or messaging other people or accessing the
internet. In the world enabled by 5G, mobile communications will more
often take human hands off the device and make the connections invisible
to the people who are benefiting from the service. Devices will talk to
devices. Information will talk to information.

TWITCHY

The technological advance in 5G isn’t really about speed: 5G solutions
significantly improve bandwidth, increasing speed from around 10 megabits
per second to 100 mbps or more, but adding bandwidth is relatively easy in
wireless. It’s like adding lanes to a highway. It may not be cheap, but it’s
not complicated and we know how to do it. To a great extent, 5G’s
increased speed is delivered by simply using more spectrum than 4G uses.
No magic there.

Improving latency—reducing it—is a bit trickier, and that’s an
improvement that opens a world of possibilities. Latency, the time it takes
for what you do on your end to make the round-trip to the destination and
back, matters more and more. The original 2G cellular data connections of
the 1990s had latency approaching 1,000 milliseconds; it took nearly one
second for your command to reach the destination and return your
information. Not a problem when your desire was to download an email.
That latency won’t do if a factory wants to scan a defective product
whizzing by on an assembly line and flick it into the trash bin. For that
application, or for virtual reality simulations or remote surgery, you need a
“twitchy” service—one that gives a response in a hundredth of a second or
less.



Each succeeding generation of wireless has improved on this, and 5G is
the twitchiest of all, with the possibility of latency in the single digits—as
low as 2 milliseconds—but achieving this creates problems that don’t just
affect the service provider.

Latency is added with each mile your command needs to travel to reach
the server or whatever is at the other end. It’s added each time the command
passes through servers on the way to its intended target, and it is further
added if those servers are overloaded. Engineering out the latency of 5G
networks is one of the great challenges, and the urgency around it is leading
to changes in how 5G networks are being designed.

One way to help achieve this will be to push the processing closer to the
end user, which will have a profound impact on security: by putting the
source of information or computer processing closer to the end user’s cell
tower, all the way at the edge of the network, the service provider
eliminates potentially thousands of miles of travel and multiple servers
along the path, significantly slashing latency. Still, this creates opportunities
for mischief—or worse—from an untrusted vendor of that radio gear at the
edge. Regulators don’t seem to have understood this yet, but this edge/core
distinction is important enough to explain in better detail. An analogy helps:

The CIA does not give tours of its Langley, Virginia, headquarters. It’s
just not done. Anyone can sign up to climb the Washington Monument or
tour the White House, but almost no one gets into the core of the Central
Intelligence Agency’s operations.

For those lucky visitors who do get to enter the complex, the visit
begins weeks in advance with the delivery of background information that
lets the security office vet them and approve their pass. On the day of the
appointment, visitors are met at the entrance by heavily armed security
officers. After confirming that they have been pre-approved, the visitor
advances to the next level of gates and scrutiny. And so on.

On a recent visit, as one lucky guest was walking up (finally) to the
main doorway of the iconic building, he pointed to a high fence surrounding
the close-in parking lot. “Does that fence have some kind of sensors built in
to set off an alarm if an intruder touches it?” he asked.

His host turned to him with a serious look on his face. “No one would
ever get that far.”



But many people have met with their CIA partners at the multiple
satellite offices in the area. No need to deliver social security numbers
weeks in advance. No gates, no armed guards. Just pull up next to the bagel
shop in Reston, Virginia, and walk right in. (Of course, the receptionist
behind the desk may be packing a Heckler & Koch sidearm . . .) Meetings
are regularly and easily held in any of the CIA’s offices around the region,
or even the family-style restaurants in the McLean, Virginia, area.

The difference is that the CIA ensures that there isn’t any significant
cost if they are compromised at the edges of their infrastructure. The valued
assets—files, equipment, laptops—are kept at the core, protected physically
from intrusion, compromise, interruption. They don’t leave the secure core,
and you can’t get to them.

Owners of wireless networks have long shared a similar perspective.
The core of the network needs to be protected; it holds the servers, the
billing engines, the databases. It controls and allocates calls and data
sessions, ensures continuity of service. The edge of the network just
consists of dumb antennas and radios. They connect to the core, but they are
only vulnerable to the extent that disrupting them can disrupt service to the
specific region they cover.

At least that’s how networks used to be. As new 5G networks are being
engineered, architects are redesigning them to deliver capabilities like the
low latency needed to enable medical procedures. This means placing
servers and software right at the base of the towers or even at company
locations. That profound change in network topology slashes the distance
information needs to travel. Your inquiry no longer needs to make the round
trip from the tower to the remote server thousands of miles away; it can be
processed and returned to you directly from the tower.

The downside is that it creates a significant new vulnerability in 5G
networks. That formerly dumb tower may now host the secure corporate or
personal data needed to deliver the mobile service. It may house the
classified software that enables the army’s war game to be executed. It’s as
if the CIA started allowing its analysts to take their files and laptops out of
the agency headquarters and work on them at the local bagel shop.

In addition to pushing resources out into the network, the nature of the
communications changes between the remote tower and the core. What
used to be a simple voice conversation between them is increasingly a



complex data and signaling session. As a result, if that tower is trusted by
the core, any breach at the edge lets the bad guy through the palace gates.
The implications are great for companies that consider letting untrusted
vendors play any role in their network. It’s becoming clear that even the
edge—the dumb cell tower—isn’t so dumb anymore.
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Dangerous Designs: Why We Need to Care

If Huawei is allowed to deploy their equipment into
our 5G networks, they won’t need a back door; they

can use the front door.
—A senior intelligence advisor to the president of the

United States

ith the new architecture of 5G, the job of securing the network against
enemies grows exponentially harder. The idea of digging a moat, building a
firewall around the precious core of the network, is insufficient. Now, every
part of the network, right out to the edge, is a potential point of
vulnerability for the entire network. Even past the edge, 5G networks create
a far larger “attack surface” than anything we’ve had before. With the
Internet of Things, not only is each device a threat, but there are far more of
them, and devices will be cheaper and simpler, and less managed, than the
laptops and smartphones that used to log in to the network. Operators, more



than ever, need to be able to trust the vendors of network elements. And
even then, operators must be careful.

SOMETHING FISHY

One recent example that made the rounds in the cybersecurity trade press
illustrated the risks of IoT deployments and stunned the normally “seen it
all” cybersecurity community.

A clever tech geek charged with maintaining the aquariums throughout
his employer’s Las Vegas casino figured he had found a way to save money
and time. He deployed off-the-shelf remote sensors to the massive
aquariums situated throughout the gambling floor and connected them to
the internet through Wi-Fi. This allowed him to log on from any PC and
remotely monitor water temperature and oxygen levels in the tanks,
adjusting the aquatic environment from his desktop as needed. A harmless
initiative, so removed from the world-class security measures required by
the casino’s IT experts that he didn’t even submit the change to the top
brass for approval. By the time the casino was done paying a cybersecurity
company to figure out what hit them, the casino’s high-roller customer
database had been compromised and the IT manager was contemplating a
future repairing slot machines.

Experts explained how the casino was hacked. The remote sensors and
controls are typically shipped with default passwords. Given the supposed
low stakes, most operators don’t bother resetting them, and this case was no
different. What potential risk could there be—that a hacker would turn the
temperature up and cook the koi? But an outside agent had bigger fish to
fry.

A hacker was able to access the unsecured fish tank sensors via the
internet and, through them, enter the casino’s operations database where he
proceeded to access and download all the personal and business information
on the casino’s high rollers. It didn’t take a George Clooney–led team to
stage an Ocean’s Eleven raid on the casino, just an unsecure tank bubbler
that was connected to the company’s otherwise secure core information
systems.



WORSE THAN A NUCLEAR ATTACK

If a financial loss to a Vegas casino doesn’t elicit tears, Justin Fier, a former
intel operative now with Darktrace, a cybersecurity company, shares
examples that serve as a stark reminder of the vulnerability of wireless
networks and connected devices. Why are they so vulnerable? “Software
tends to trust other software more than it trusts people,” Fier says. “By
putting wireless devices into the network, a trusted path gets created.

“The IoT has been willfully insecure from day one,” he continues, “and
now we’re talking about rolling out a new technology that is both exciting
and horrifying at the same time.”

Fier had a customer whose global restaurant locations serve billions of
meals a year. While doing an audit for the company, he discovered that
newly deployed temperature sensors in the refrigeration units were
connected to the internet—and unsecured. “I could have launched a
Stuxnet-like attack on the refrigerators units, raising the temperatures well
above safe levels and making them look like everything was operating as
normal,” he says, referring to the successful 2010 attack on Iran’s nuclear
centrifuges that reassured operators that the machines were working
normally as they spun apart. It wouldn’t be until people started falling ill or
dying of salmonella poisoning that the authorities would have started
looking for the culprit. “The client had no idea these systems were even
online and visible. They were just refrigerator controls; no one thought to
secure them.”

The list of remote-connected industrial sensors is already long and
expected to grow dramatically as 5G takes off. But it’s not the only danger
that can be exploited.

The COVID crisis spurred a frantic rush to take advantage of other
remote wireless equipment, whether forehead temperature scanners
mounted at the entrance to offices or always-on cameras set up in
classrooms for remote students. The deployments were made with a tie-
back-the-safety-valves urgency, and the potential dangers are just now
being contemplated as details of our lives are being moved from the real
world to the cloud, with the wireless world of 5G serving as the natural
delivery vehicle once the devices are set up.



It’s not just civilian sites that are vulnerable. Military and intelligence
facilities using advanced security measures find themselves vulnerable to
the hacking of wirelessly deployed remote equipment.

“We caught a biometric fingerprint scanner being compromised,” Fier
recounts. This was a device used to scan people’s fingerprints and grant
them access to secure areas. “All of a sudden it had internet connectivity,”
he says, “instead of just talking to its own control system’s devices. We
watched everything the intruder did. We saw the intruder download the
database that contained usernames and access levels from the company’s
human resources server through the fingerprint scanner, then—this is the
interesting part—they uploaded a new database. And the size of the file was
different. Information had been added.” Fier and his colleagues then
watched the intruders clean up after themselves. That means they had the
opportunity to add names to the secure list or change the places a given
person had access to, and no one at the company would have known the
database had been altered. “My client was in complete shock.”

One of the key reasons for poor security, even with otherwise security-
conscious users, is the sheer number of devices in the 5G Internet of Things
world. When Darktrace plugs into a client’s network to map out the devices,
Fier says, “Nine times out of ten, they’ll tell us something like, ‘You’ll see
ten thousand devices connected,’ and we’ll show them fourteen thousand.”

The billions of devices that will be connected through 5G each present
an opportunity for a breach of the entire network, a huge attack surface.
These are not major network elements managed by operations centers at the
network provider. They aren’t even smartphones, with PIN codes and
assigned chips. They are all the way out past the edge of the network—
boxes costing a few dollars each. Millions of them today, and billions of
them soon.

And they are made in China.
Fier describes the dangers: “We’ve seen intruders enter a university’s

research database through an air-conditioner unit that was networked so the
building engineer could monitor and control it. The building with the
HVAC unit was still under construction when it was hacked,” providing
access to a major research university’s confidential data, including research
that was proprietary.



“The ICS (industrial control systems) space scares me more than
anything,” he says. “What would be worse: a nuclear attack or an ICS
attack where the entire East Coast loses power?” He argues that a long-term
loss of all electricity could impose a greater loss of life and financial
damage than a nuclear bomb going off in a city.

SHUT DOWN

Fier’s warning doesn’t seem far off, as millions of Americans recently
experienced the devastating consequences of a major power crisis. In
February of 2021, a record-breaking winter storm hit the United States, with
Texas bearing the brunt of it. A period of extremely cold weather—the
coldest in more than seventy years—sent power demand through the roof as
residents consumed record amounts of electricity and natural gas to heat
their homes and businesses. At the same time, temperatures plunging to
below zero froze natural gas pipes and knocked wind turbines off line.

The combination of high demand and restricted supply pushed the Texas
power grid to the brink of complete failure, and on the morning of Monday,
February 15, the people running the Electric Reliability Council of Texas
(ERCOT), which operates the state’s electrical grid, decided to initiate
rotating blackouts to avoid a total collapse of the power system. In theory,
this proactive measure means that people should have only experienced
controlled, short-term outages, typically limited to less than forty-five
minutes. Instead, millions of Texans were plunged into darkness in
subfreezing homes, some for more than three days.

By the end of the crisis, the storm cost dozens of lives and over $100
billion in damages and losses. What’s alarming is how close the state was to
even more disastrous outcomes. Bill Magness, president of ERCOT, told
the Texas Tribune that the grid “was seconds or minutes [from possible
failure] given the amount of generation that was coming off the system.”
The results of such a collapse would have meant that the state could have
lost power for months, according to Magness.

In those panicked moments, ERCOT leadership had to make instant
decisions based on updates on their system’s generation, distribution, and
demand for power. Increasingly, such information is delivered through



remote terminal units that capture and report critical data on power grid
elements and even allow remote operation of controls at those sites. These
units are often connected through wireless links and increasingly will rely
on 5G networks to protect the grid. In a crisis, managers cannot take the
time to dispatch crews to remote locations, and without reliable information
from these sensors guiding their actions, equipment can catch fire and
substations can be destroyed.

There were no reports of reliability problems with the remote terminal
units in the Texas grid. But if an enemy were to hack or disable these types
of remote units during a crisis, there is no telling how much damage could
be done to a power grid. In the moment of decision, operators require
complete confidence in the reliability and integrity of the control elements.
Without that, there is no way to avoid catastrophe.

And it’s not just the public infrastructure that is coming to rely on
wireless sensors and reporting. The 5G-reliant factories that are now being
put into service use hundreds or thousands of remote wireless sensors to
monitor activity, track progress, and adjust processes. Tied into automation
systems, these factories can have a significant performance edge over
operations using older, more manual techniques. But they create new risks.

A pharmaceutical factory may have remote sensors that report when a
process has moved outside of acceptable levels. Automated responses can
then shut the production line until the problem is fixed, preventing wasted
time and materials and avoiding the manufacture of substandard medicines.
But if someone were to spoof a false report from those sensors, the factory
—or multiple factories—could be taken offline, stopping production of vital
medicines during a critical health emergency. Discovering and ending the
hack could be difficult, and adjusting operations to bypass the sensors and
bring the factory back on line might take weeks, or longer.

Could China hack critical infrastructure or a factory control system in
the United States? Could it bypass the security measures installed by
whoever built the control system? It might not have to, if it built that system
and still has its hands on the daily maintenance and operations. With
China’s dominance in all things wireless, is it too dangerous to let China’s
companies build these IoT networks?



THE FIRST

HACK

The idea of hacking a wireless communication is not new—it’s older
than the earliest wireless networks. Old enough that the first victim of
a corporate sponsored wireless hack was named Guglielmo Marconi,
known as the “Inventor of Radio.” He was both a technology pioneer
and an ambitious businessman, and in 1903 he was eager to show that
messages could be sent securely, an important consideration as the
wired telegraph was becoming widely embraced as a tool of
commerce, diplomacy, and military communications.

A crowd was assembled in the lecture theatre of the Royal
Institution in London, to receive a message from Marconi, located 300
miles away at a station in Cornwall. Marconi had boasted, “I can tune
my instruments so that no other instrument that is not similarly tuned
can tap my messages.”

The claim may have been technically true, but another person had
apparently “similarly tuned” his own instrument, and just before the
demonstration was scheduled to begin, the telegraph in the theater
began clacking. The dots and dashes that represent the word “Rats,”
appeared over and over again in Morse code. The telegraph in the
theater was unfortunately connected to a Morse printer, which
translated the dots and dashes into words and projected the output
onto a large screen for all to see. After a pause, the message became
more pointed. “There was a young fellow of Italy/Who diddled the
public quite prettily,” it began. The rest of the message was
sufficiently shocking that the papers of the day did not print the details
except to mention that it included allegations of Marconi taking
liberties with the hacker’s wife.

Days later, the culprit revealed himself. He was Nevil Maskelyne,
a music hall magician who claimed he was undertaking the hack to
warn the public that the technology was not as secure as advertised.

The real motivation was more mundane and commercial. The
Eastern Telegraph Company had invested massive amounts of capital



in undersea cables to carry wired telegraph signals to all corners of the
world, and this new disruptive technology presented a risk of
damaging their hold on the market, so the company hired Maskelyne
to spy on Marconi and reverse engineer his “secure transmission”
technology. His flamboyant prank succeeded in making sure that this
weakness in the wireless telegraph became widely known.
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If It’s So Risky . . .

If we do this right, it could render our smartphones
the least interesting thing about the future of wireless

technology.
—Jessica Rosenworcel, chairwoman of the FCC

f the danger is so great, why even build this 5G wireless Internet of
Things?

Because the benefits of this interconnected world are enormous. It
promises to deliver a fourth industrial revolution, with broad improvements
in health, poverty reduction, physical safety, and general economic growth.
The challenge will be to achieve this extraordinary value in a way that
doesn’t leave users vulnerable to interference, or worse, from those with ill
intent, whether internal suppliers or outside attackers. Detecting bad activity
won’t be easy, because these next-generation wireless networks are based
on connecting things to other things, information to information. The magic
will happen in the background, where it may be harder than ever to even



detect problems. Consider this example of the difference between 5G and
what has come before it:

In the early days of cars, people needed to use a key to unlock their door
and turn on the ignition. Then, they simply needed to have a key fob in their
pocket, and the car would unlock when they got close. With the advent of
4G apps and modern cars like Tesla, people didn’t even need a key
anymore; they can unlock and start their car with an app on their phone.

With 5G, people won’t need to use their phones at all. Wireless
networks will notify a car that its owner just paid their lunch tab or passed
through the security check on the way out of the office. The car will consult
weather data and decide if it should start itself to preheat or cool the
vehicle. GPS data will notify the car when the owner is near, and it may
even come to pick them up, using sensors, cameras, and cloud-based
artificial intelligence. None of this will require the user to take actions on
the 5G network; the multiple remote sensors and transceivers will invisibly
do this all on their own, using machine learning to adjust practices to better
satisfy the customer. This isn’t science fiction; many of these solutions have
already moved from lab to prototype to early commercialization.

LONG DISTANCE

One of the most anticipated capabilities of 5G is the advent of telemedicine.
Millions of people got their first taste of a “light” version of this during the
early COVID lockdowns, meeting with doctors via videoconferences. The
convenience was compelling, even if the experience wasn’t always
satisfying. But these Zoom health visits pale in comparison to what
ubiquitous wireless networks are beginning to enable.

Companies have already rolled out enhanced tools that allow doctors to
diagnose and treat patients more thoroughly via remote wireless
connections. Soon, 5G wireless solutions won’t just deliver high-definition
video images and complex telemetry on the patient’s vital signs but will
enable doctors to administer treatment, from altering the settings on a
wireless pacemaker to adjusting insulin doses from an implanted pump if a
person is entering diabetic shock. Those vital remote commands, and the



integrity of the connections that deliver them, will rely on the
trustworthiness of the companies building and operating the networks.

There are even bigger plans in store for telemedicine. The first
exploration of wireless-enabled surgery has begun. The basic concept of
remote surgery isn’t new; in 2001, a doctor in New York City was
connected to a robotic system in France, where he used the local networked
surgical instruments to remove a patient’s gallbladder. The connections
were carefully established over fiber optic lines, with redundant fiber lines
used to ensure a more reliable link and reduce latency, which would cause a
lag between the doctor’s movements and the actions carried out on the
patient.

These last two issues—reliable connectivity and latency—are the big
hurdles that 5G finally clears, allowing doctors to attempt truly remote
surgery, where there is no reliable wired connection.

Outside of the major population centers of the world, high-quality fiber
optics are not ubiquitous, and they may not be fully deployed for decades.
But just as early cellular telephony eliminated the need to dig ditches for
copper wires, 5G may be the first, and perhaps only, high-bandwidth/low-
latency connection for rural areas. For a country as large as China, and with
as big a divide between the high-tech cities and the still-backward
countryside, the idea of remote surgery via 5G connections is compelling,
and China’s lead in this technology is impressive.

Still, given China’s record of human rights violations, the country might
have been advised to pick a better procedure to demonstrate its lead in this
space.

In March of 2019, Dr. Ling Zhipei, chief of neurosurgery at the People’s
Liberation Army General Hospital in Hainan, performed the world’s first
5G-based remote surgery. The bandwidth of the wireless connection
delivered a crisp high-definition video image, and the low latency ensured
that the movements of Ling’s hands in Hainan were immediately
transmitted to the remote robot instruments in Beijing. The operation was a
success, and the patient was all too happy to testify about the results. “I feel
good,” the unnamed patient was quoted as saying in the state-controlled
China Daily. And the procedure?

The doctors implanted a chip into the man’s brain.



To be fair, the patient was said to be suffering from Parkinson’s disease.
The operation, a legitimate medical procedure, but new and rarely used,
consisted of implanting a deep brain stimulation chip into the head of the
patient. Still, such a demonstration hardly seems like an ideal way to dispel
fears of the CCP as a totalitarian organization bent on complete control of
the hearts and minds of its citizens.

The patient was not asked how he felt about participating in the
advancement of 5G telemedicine in such an intimate way, nor did the media
get his view on having the procedure done only weeks after it was first
tested on an animal. The reporter knew better than to label this a dangerous
stunt, and he dutifully repeated the surgeon’s explanation about why this
procedure had to be done remotely, despite the fact that the doctor works in
Beijing, where the patient was located: “The operation took place during
my Hainan rotation. A patient with Parkinson’s in Beijing needed surgery
and couldn’t fly to Hainan.”

Of course. It was just a good use of 5G technology to help the man
resolve his medical condition. Still, for a procedure that is not considered an
emergency, no explanation was given as to why the surgeon didn’t wait a
week until he was back in Beijing. Or simply use the fiber optics links that
already connected the hospitals.

The point was made: In the absence of a skilled surgeon, in the absence
of a broadband wired connection, talent can be delivered anywhere you
have a wireless network with the characteristics found in 5G.

DOWN TO BUSINESS

If this sounds impressive, the industrial side of the transformation may be
even more dramatic. The next wave of wireless networking will allow all
aspects of production to make a leap forward in efficiency, quality, and
safety. More so than in day-to-day lives of citizens, and probably much
sooner, the 5G revolution will transform industrial activity, and, in the
breakneck pace of global corporate competition, any country that falls
behind on this process will find its industries losing business and fading
away. This isn’t about sensors reporting information to people so they can
do something. This is about sensors reporting information to algorithms that



use AI to make changes and direct other systems to change, or issue
commands down the supply chain that never see a human’s eyes. If a
human gets involved, it’s a failure in the process. Factories taking
advantage of this technology will make laggards obsolete. In all industries.

The benefits will extend beyond commercial applications. In practice,
5G can enable a world where every element of a city or public
infrastructure system is linked, not just to each other but back to a central
brain that commands and controls the operations all around us. Such a
transformation holds the possibility of profoundly improving the quality of
such vital services as power generation and distribution, drinking water,
public transportation, and other services provided by the government.

For example, the benefits of intelligent remote connectivity for a
modern power grid, which may include millions of miles of power lines or
gas pipes, are enormous. Sensors may be deployed at distant locations to
deliver a simple reading—perhaps a temperature or pressure figure—back
to a control panel, which enables managers to know if there is a problem.
An intelligent 5G network can enable the problem to be resolved—say by
opening a valve or closing an electrical circuit—without needing to send a
technician to a distant location. Not only is this cheaper than a “truck roll,”
which can cost hundreds of dollars in the city and thousands elsewhere, but
it enables more thorough monitoring and management than would ever be
attempted using wired assets.

This creates a far more valuable service even as it opens a greater
opportunity for bad actors to gather data on people, businesses, government
officials, and military operators around the world. With the new
capabilities, it won’t just be possible to hear what people are saying; an
intruder will be able to know—and affect—what they do: 5G is no longer a
gateway for outside enemies to listen to what we’re saying; they will be
able to interfere with the most basic activities of life, from riding in our
driverless cars to entering our secure homes to running our factories or
farms.

Yet, given the core technologies that make up this next-generation
ecosystem—wireless networks, remote sensors and actuators, mobile
handsets—the network vendor expected to lead the market is one that is not
trusted: Huawei. The countries of the world may have a choice: lag in 5G
because of a reluctance to allow Huawei in, or open the door to having a



Chinese company build their next-generation networks. It should be clear
why we need a third option.



Part V

TAKING IT BACK
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Building a Response

When disruptive innovations have to fight with other
innovations for resources, they tend to lose out.

—Clayton Christensen, American consultant and
author

hile it may be necessary to ban untrusted suppliers of network gear,
that is hardly a solution. With China offering the most compelling end-to-
end 5G solution, our challenge is not to find a way to just get by without the
best technology or the most capable vendor. The challenge is to develop our
own solution that allows free countries to deploy the world’s best
communications networks so that businesses, government institutions, and
citizens can quickly and securely obtain the benefits of 5G for themselves
without the dangers of relying on China’s champion company. The
countries that win this race will reap the rewards that have historically gone
to those who embrace each industrial revolution, with gains in both absolute
economic growth and relative political/military strength.



The danger remains that, if we can’t develop a competitive and
compelling 5G solution ourselves, China will be able to deploy superior
systems and move ahead of the rest of the world in industrial and
agricultural productivity, scientific research, and military sophistication.
The potential impact is that great. Whether Chinese-made 5G systems are
deployed around the world or not, the rest of the world will be dealing with
a rising China whose intentions may be a threat, and we need to chart a path
that doesn’t allow them to surpass the capabilities of the rest of the world.

The new course requires changes in governmental policy and industrial
activities, but this is not a call for central planning or government control of
any sector. While the potential answer may touch on structured industrial
policy, the heart of the solution must lie with delivering superior
commercial approaches.

How has China won the commercial battle thus far? It played to its
strengths, but more importantly, it played to our weaknesses. The West,
especially the United States, has always had a more freewheeling
competitive culture. Free-market companies are driven by their need to
deliver returns to shareholders, and that can lead to a shortsighted, siloed
way of thinking. Frank D’Amelio, the former CFO of Lucent who was
named CFO of Pfizer in 2007, sums up why the West ended up in their
current bind: “Everybody was doing what was best for their company. No
one was thinking about what’s best for the country. That was the
conundrum.” But this isn’t a simple problem to resolve; you can’t wave a
wand and cause companies to act in the interest of anyone besides their
owners. It’s the heart of a free-market, capitalist system. And while these
characteristics present the opportunity for China to play one faction off
another, they also hint at our advantage.

Though China has its own chaotic entrepreneurial energy, which has
contributed greatly to its success, its companies’ interactions with trading
partners have been ultimately governed, or at least constrained, by their
CCP masters and directed toward specific national missions and goals. This
has been true both of the sclerotic state-owned enterprises, which act
completely at the direction of the Party, and the more independent,
entrepreneurial companies like Huawei, which pursue profit and growth
where they can find it, but are guided, corrected, and supported through
incentives, aid, and implied penalties, with the understanding that,



ultimately, no institution in China has the leeway to oppose the CCP’s
desires. And not only is their path rigidly set, they make no secret about
what it is. As former FBI section chief John Lenkart says, “The neat thing
about China is that they’re very open about their geopolitical goals. They’re
good communists, they have five-year plans. The great thing about those
plans is they tell you what they’re going to do, then they actually do it.”

We can use this to our advantage.

LOCKED IN AT THE TOP

Huawei reached unmatched size in part through relentless execution and
massive government support, operating in a sector where success has been
determined by scale. As 5G has emerged, the incumbency afforded by their
past wins has fortified their position and provided great inertia; once a
service provider purchases their gear, the cost to switch vendors becomes
nearly prohibitive.

Scale may not be the only way to win this game. Historically, scale has
derived either from the company’s size itself or from the imposition of a
technology standard that requires all suppliers to comply with a strict set of
characteristics. For example, by naming GSM as a wireless standard for
Europe in 1989, the benefits of scale were enjoyed by all who built to that
standard because of the huge supplier ecosystem that emerged.

That leaves the West a few options to meet Huawei’s scale:

• Create a giant of similar or greater size to go against them
• Adopt an industry standard that excludes Huawei
• Pursue a radically different path that changes the game and creates

scale in a new way (or introduces another determinant of success)

The first option would likely require beefing up competing vendors. The
United States spent trillions to prop up the economy after COVID; spending
$10 billion to juice Ericsson or Nokia would be trivial, and it would
transform their ability to compete, wouldn’t it?

Maybe not.



If a pile of money from a US government initiative suddenly lands on
the conference-room table in Stockholm, only a fool would expect the
budget and development process to retain any discipline. It would be
payday at the marine base, with projects that should be killed launching
nonetheless with all the discipline one would expect when you tell a
Swedish engineer to be frugal because “this is Uncle Sam’s money, and he
doesn’t want it wasted.”

It’s too late for this kind of a move, anyway. A strengthened Ericsson or
Nokia, even a combined, strengthened Ericsson and Nokia, as some have
called for, would still be a tiny force compared to Huawei. The European
vendors had a combined revenue of around $50 billion in 2020, less than
half that of Huawei, and if scale is the determinant of success, there is little
value in taking on Huawei by slightly lessening their scale advantage.

The second option is not so easy. We could create a split standard for
5G, with an exclusive standard that bars China from participating in
networks built around the world. Such an approach virtually guarantees that
no one anywhere will enjoy economies of scale, and that customers would
suffer under the complexity of having multiple incompatible standards in
place. Considering the direction technology is moving, with more open,
interchangeable elements, such a schism would be a step backward, and a
hard one to ever remedy.

The third option is more open-ended. How exactly would one “change
the game”? To the extent that any transformational solution will require a
national policy—and this can’t be solved without government engagement
that spans and coordinates among many activities in many countries—
government-led programs rarely deliver rapid, efficient, innovative
solutions. History has shown that such programs tend to devolve into
corporate welfare programs and winner picking, with the winners invariably
being the largest, most well-established players or the most politically
connected. They don’t change the game so much as lock in the old rules.

LET THE GOVERNMENT

FIX IT?



America has long been considered the world leader in microchips, but
the US doesn’t really make them. Companies like Qualcomm, the
world leader in mobile chips, design them, but they must be
manufactured by a company with a factory, a fab plant. This is where
the US was getting its butt kicked by the Japanese, and this is what
SEMATECH (Semiconductor Manufacturing Technology), an
industry consortium formed by the US government in the mid-1980s,
was intended to reverse. Funded with a then significant half-billion
dollars from the Department of Defense and DARPA, SEMATECH
worked to shore up American chip manufacturers who were being
crushed by better, cheaper Japanese microchips. Companies
throughout the industry assigned engineers and managers to a
program that worked for years to regain the lead from the Japanese.
The result?

“Honestly, this was a massive failure,” says Steve Papa, CEO of
Parallel Wireless, an American start-up offering innovative solutions
to carriers deploying any wireless standard. “The result of
SEMATECH is TSMC (the Taiwanese chip giant). They are the ones
who gained.” He argues that the structure of such organizations leads
to domination by the largest, most entrenched companies who can
afford to staff and co-fund them, and that leads to a bias toward the
types of policies that are least likely to react nimbly to advances in
technology. America’s largest chipmakers were helped to the
detriment of smaller innovators with less scale, and the largest
American companies were then choked out by larger international
vendors. In effect, we ensured that the “Innovators’ Dilemma,” (as
described in Clayton Christensen’s seminal book on the challenges
that large, established companies have in transitioning to new ways of
competing) kept the sector from jettisoning current technology
approaches even when opportunities for discontinuous, radical
improvement emerged.

Some disagree, arguing that SEMATECH saved the US industry
and reversed the gains of the Japanese. In the early nineties that
seemed to be the case. But the proof of the pudding is in the eating,
and within ten or fifteen years of SEMATECH reversing America’s
losses to the Japanese, the industry had faltered again. Today, at the



high end, only two major American chip fabricators, Intel and
GlobalFoundries, remain dominant.

No, the answer lies in the other direction—to find a way to unleash the
creative and productive potential of an entire society. It’s been done before.



T

31

Our Superpower

We cannot regulate the future with yesterday’s
means.

—Jack Ma, Chinese business magnate

o regain the lead from Huawei, the role of government should not be to
dictate the technology road map and compel industry acquiescence. The
first objective must be to clear a path for a uniquely American approach to
innovation, one that reverses the game and draws on our core nature, the
same characteristics China has used to exploit us so far. The US has
fundamental qualities, drawn from its culture, history, and resources, both
intrinsic and brought in from immigration of creative, ambitious minds.
These qualities can be leveraged to turn the game on China.

Sun Tzu called for stealth, cunning, surprise to defeat a greater foe. In
the Western tradition, the Israelites did not meet Goliath by sending out
their largest warrior; they won by meeting the threat asymmetrically.
Entrepreneur David got the job done after the state failed to come up with



its own winning plan—and he didn’t play by Goliath’s rules, either. Our
solution must likewise play to our relative strengths. And we have one in
particular.

PERMISSIONLESS INNOVATION

In the last twenty years, the United States has produced a string of
companies that are unmatched by the rest of the world. The companies have
emerged as game-changing leaders, inventing new markets and creating
massive value in short periods of time. Companies like Uber, Airbnb,
Amazon, Google, and Facebook have sprung up, not with the careful aid of
government assistance, but despite the best efforts of government to
regulate them, tax them, stop them. What do they have in common with
each other? These businesses were created in frequent, often direct, conflict
with the rules.

They violated the laws:

Private homes are not zoned as hotels.
Retail stores must charge a sales tax.
Regular people aren’t licensed to drive a taxi.

And these businesses frequently operated in conflict with social norms:

No one wants to get into a car with a stranger.
One does not research a blind date’s social history.
Why would the world want to see a picture of your avocado toast?

So far, the transformational business successes of the twenty-first
century are nearly all American and they all engaged in permissionless
innovation. These companies were not gently encouraged by legislatures
and regulators to launch and grow. The companies fought those institutions
every step of the way. They sidestepped regulators. They broke industry
models. They turned the old-fashioned ecosystems on their heads. Often,



they broke the law and challenged, in court, the government’s right to
enforce it.

Adam Thierer, a senior research fellow at George Mason University and
author of Permissionless Innovation: The Continuing Case for
Comprehensive Technological Freedom, says he didn’t coin the term,
crediting it to Admiral Grace Hopper, the computing pioneer who famously
attributed her breakthrough innovations for the US Navy to “asking
forgiveness not permission.” But Thierer has been a student and advocate of
it in his books and lectures through the Mercatus Center at George Mason
University. A self-described former telecom wonk, he also credits China
with granting its own innovators leeway to create new approaches “within
certain boundaries,” which is both a function of its efforts to emulate
American models and a surviving remnant of China’s own pre-
revolutionary spirit of creativity and invention.

“There are more innovators in China than in Europe,” Thierer says, “but
they also have state values that can’t be messed with. You don’t rock the
boat dissenting with the Communist Party.” In other words, the CCP has
implicit or explicit limits on what it will tolerate from its entrepreneurs, and
when it decides the answer is to dominate 5G through the lowest priced,
broadest selection of gear, compliant with the industry standard, it doesn’t
want anyone shifting investment to some iconoclastic new bet against the
house. Established companies and entrepreneurs in China know that if they
cross a line, the penalties may be severe. And there is no recourse.

Herein lies the answer to how the free countries of the world can avoid
mortgaging their future to China’s technology hegemony. By relying on
permissionless innovation we can take China on, not with something it can’t
do, but with something it won’t do. Could the CCP release people to act as
they choose, challenging the government and thumbing their nose at the
system? Of course.

Would they?
Not a chance.
This approach is consistent with our strengths and limitations. Huawei

is already operating at far greater scale, with more R&D dollars than all
their major competitors combined; there is no technology investment
program that can outrun them head-on.



But though Huawei has greater scale than any competitor in the world,
they don’t have more resources and ingenuity than every competitor in the
world. That is, even Huawei can’t match the power of a permissionless
ecosystem based on open access for all comers, a solution that allows an
equal seat at the table for every start-up, every Cal Tech junior working out
of their dorm room, every industrial giant looking to diversify into a new
market.

Such disruptive activity is the engine that has historically led to
technological breakthroughs and economic growth. Permissionless
innovation is the process—it’s too unstructured to call it a process—it’s the
condition where entrepreneurs can innovate, break rules, create risks and
dangers, and pursue discontinuous solutions, all without having a
government or industry regulator looking over their shoulder telling them to
stop. Permissionless innovation can’t be proctored, sponsored, approved, or
managed by a third-party authority. And it is dangerous: investments get
wiped out; companies get crushed; vital, venerable institutions are rendered
obsolete, all without a distinct intention to do so.

You don’t find this as a line item in a five-year plan.
Nothing could be harder to support at the government level. Politicians

and regulators don’t secure donations and lock up votes by supporting
someone they don’t know who is going to make something that may be
illegal and sell it to unidentified consumers who haven’t asked for it. It’s
hard to establish a political constituency around that kind of approach,
which is why there are rarely advocates for it in the government despite its
demonstrated contribution to economic growth and prosperity. And if the
payoff to elected leaders is slim in democracies, you can be sure that the
embrace of iconoclastic initiatives is no ticket to the CCP’s inner circle.

The amazing thing is that it ever happens, given how easy it is to quash.
In India, which sends so many brilliant technologists to thrive in the US,
those same people have not been able to achieve similar results in a system
that makes money by withholding permission and charging admission. In
India, you can’t do what you want to do unless you pay the right
bureaucracy for a license, check all the boxes, and spend so much time
waiting in line at the permit window that the market window closes.

Yet such behavior is how some of America’s greatest innovations have
come about. So many of the creators of our markets started as rebels, or



worse, and not just in technology. For example, Herb Kelleher challenged
the tightly regulated airline industry when he formed discount carrier
Southwest Airlines, and had to take his case to the Supreme Court to
confirm his right to fly Texans at low prices. Permissionless innovation is a
solution based on liberty and the freedom to challenge the norms of
business and society. This plays to our strengths. More importantly, it plays
to China’s weaknesses.

The Chinese system that Huawei must operate in is fundamentally
unable to abide such forces of anarchy and mayhem, even though this
model has led to trillions of dollars of value creation in world technology
markets just in the past decade. As a product of permissionless innovation,
Facebook alone has created more market value than all such companies in
Europe combined. It’s not that China can’t replicate such innovation. It
won’t. Culturally, politically, China would never allow this uncontrolled,
subversive behavior to define its markets.

That is not to say China cannot innovate; this old belief has been
dispensed with, as companies like Alibaba, Baidu, and Tencent invent
popular and successful solutions. Still, Chinese authorities have little
patience for activities that directly threaten the government’s control over
society. Chinese executives do not seek to provoke the government and face
off against them in their country’s corrupt and opaque courts. Entrepreneurs
know there is no equal treatment under the law, and business executives
aren’t safe from persecution, no matter how wealthy and connected they
are. Innovators are aware that there is a limit to the ability to change the
game and push the envelope. China’s most successful business leaders live
their lives at the whim of the CCP, where loss of freedom is always just one
misstep away.

NO RECOURSE

Tim Cook, Apple’s CEO, showed his ability to thumb his nose at the feds,
refusing to grant FBI agents access to an accused terrorist’s iPhone in 2016.
He knew that the worst consequence might be a court case, a fine, or
regulatory action against the company.



Not so for Chinese billionaire and real-estate tycoon Ren Zhiqiang, after
he made comments in a published essay that were considered insulting to
Chairman Xi, leading to his abrupt disappearance in 2020. Although Ren,
the son of a former vice minister of commerce, was politically connected
and himself a senior member of the CCP, he quickly learned that no one is
immune to the wrath of the party leadership. Months after he disappeared,
Ren resurfaced in police custody and was brought to trial, where he was
accused of a series of crimes ranging from misappropriation of state funds
to bribery and abuse of power. Complex as the charges were, the closed trial
was completed in a day, and he was found guilty and received his sentence.
Anyone else who has considered speaking up learned that the punishment
for being disrespectful to Chairman Xi is eighteen years in prison. To be
fair, Ren referred to Xi as “a clown stripped naked who insisted on being
called emperor.” But if that were the criteria in the US, the Trump
presidency would have seen most of Silicon Valley taken into custody.

Little cover is afforded to executives who step out of line, even if they
have brought glory to China and showed that the country can match the best
America gives. Jack Ma, the richest man in China and the billionaire
founder of Alibaba, China’s answer to Amazon, vanished in the fall of
2020. Immediately, there was speculation that he was in state custody. His
crime? He had given a speech accusing the country’s regulators of stifling
innovation. His views came on the heels of comments to the contrary by
Xi’s close ally, Vice President Wang Qishan, who called for an emphasis on
regulation and the primacy of the state over business.

Ma’s response “was about risk-taking, putting your neck on the line and
not minding the instability that comes from that,” commented George
Magnus, an associate at the China Centre at Oxford University. Such talk is
“anathema to the philosophy of Xi Jinping’s party.” Indeed, days after his
comments, Ma was called to meet with regulators, purportedly to discuss
his latest bold move: the spin-off and IPO of Ant, his online digital finance
operation that was at the cutting edge of technology and innovation. The
IPO—reportedly eight hundred times oversubscribed—was cancelled by
China’s regulators. Investigations were ordered into parent company
Alibaba on charges of monopolistic practices, and Ant Group was told to
back off its growth plans. Although Ma has since resurfaced, and his



expansion plans are back on track, his tone has been more subdued. The
point has been made.

The Ant venture shows that China’s entrepreneurs are capable of great
creativity and innovation, led by native executives who blaze trails not yet
cut by Western leaders. As such, one would be hard-pressed to find a more
perfect example of how China deals with the prospect of such
permissionless innovation. The brilliant, beloved, wealthy, and powerful
entrepreneur Ma faced the destruction of his businesses and the loss of his
own personal freedom for proposing a less tethered approach to innovation.
If China is willing to inflict such damage on its own economy and market
leaders in response to such approaches, who would be foolish enough to
propose the next disruptive idea?

“You know that the threat gets worse as you go down,” comments
Marty Cooper, the father of the handheld mobile phone. “What about the
guys who have careers ahead of them, who are afraid to do anything
because if they fail they are going to get smashed down?” It’s an
unfavorable environment for innovation, to say the least, compared to the
American business culture during the time of his own breakthrough work in
cellular invention. “I don’t know how I ever survived twenty-nine years at
Motorola other than they were just so tolerant of my obnoxiousness, of the
fact that I did have failures.”

China built its system on terrifying its own populace about the fear of
crossing a line that is not explicitly marked. The values imposed and
enforced by the CCP are inconsistent with the idea of turning the populace
loose to do their thing. It’s not that the entrepreneurs in China can’t respond
with their own freewheeling, anarchic approach. They won’t.

A PLACE TO RUN

There is no magic in the water in the United States. There is no blessing
that is bestowed on people when they are born here, or when they take the
oath of citizenship or receive their green card. The term “American
exceptionalism” is fraught; it’s perceived by many as a jingoistic view of
America—and Americans—as being better than others, blessed and
destined for a higher purpose. But if the country does have a claim to



exceptional innovation and creativity, it derives from the combination of a
freer marketplace and a workforce of the world’s best and brightest, coming
to this country to flex their ideas. In America, more than any other single
country, one gets a meeting of minds from across the world, people who
came here specifically to pursue their vision with a belief they could
succeed and reap the rewards in an environment where the laws, courts, and
social norms are more inviting to the outsider and permit greater freedom.

Is this still true? If so, it isn’t permanent, and the business environment
is not as free as it has been at other times in our history. But today more
than half of America’s biggest companies, the Fortune 500, were founded
by immigrants, or children of immigrants, bringing fresh thinking, diverse
approaches, perspectives that both build on and enrich the traditional
American approach.

While there are also companies in Europe run by nonnatives, very little
of this cross-cultural fertilization takes place in China. The country’s culture
and laws make it hard for a non-Chinese national to found and lead a
successful technology company, and as of 2021, all of China’s major
companies were run by people born and raised in the country or of Chinese
heritage. China is not looking to deviate from the present cultural values.
Curiously, almost no technology companies outside of China are run by
people born and raised in China. For all their exports, management style at
the CEO level is not one of them, and the unwillingness to stray from the
party line may be a major reason.

Permissionless innovation is the closest market equivalent to the
concept of exceptionalism that can be found, and the ecosystem that would
support and enable this new approach can take root and thrive in other free
countries, like Germany, Korea, Japan, India, Brazil. While not all of these
countries have the same entrepreneurial culture as the United States, they
give far more freedom for their companies to operate than China and, more
importantly, they have a mutual trust between each other, a faith shared
with the US that is not shared with China.
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The Role of Government

One of the things we’re trying to do is view the
China threat as not just a whole-of-government

threat, but a whole-of-society threat on their end.
And I think it’s going to take a whole-of-society

response by us.
—Christopher Wray, FBI director

hina took advantage of the chaos and lack of coordination within
competing nations to seize the lead in wireless innovation. That chaos can
now unleash forces of breakthrough innovation that no government-directed
and restricted system can match. China’s model will become its own worst
enemy. This is where a global response to Huawei’s dominance can take
root. This is facing them on our terms.

It’s critical that governments avoid the temptation to get too involved in
helping this along. To the extent the US regulators attempt to carry
companies to success, they will limit growth. Or, as Professor Munger puts



it, “If permissionless innovation is America’s superpower, politics is
Kryptonite.” The forces of government bureaucracy that have prevented
India from fully realizing its economic potential can equally throttle US or
European entrepreneurs, preventing them from delivering on their ability to
respond to Huawei.

Permissionless innovation doesn’t set up the scenario the way
politicians would like, with the elected officials preening about being the
one who greased the skids and made it happen. And it’s not a
conservative/liberal or Republican/Democrat thing. The Democrats used to
argue for the assurance of regulations and oversight, and the Republicans
used to push for business freedom. Now, they both just argue about which
party controls businesses better. This will have to change if we are to
unleash the potential of permissionless innovation.

CREATING THE ENVIRONMENT TO INNOVATE

Most of the role government can play in enabling permissionless
innovation, as described so far, consists of staying out of the way, but there
are active roles that will be essential in driving development of a successful
5G capability. These include:

• Asserting authority to ensure that regulators and industry groups
pivot to more competitive, open standards

• Providing companies with cybersecurity insights and basic research
that are beyond the budget and know-how of even the largest
private-sector players

• Ensuring the protection, through law enforcement and the courts,
of intellectual property

• Releasing ample wireless spectrum to allow new services to enter
the market

Each of these four areas is critical to developing a successful ecosystem.

STANDARDS BODIES



If requiring permission from a government regulator to offer a new product
is a time and money sink, just consider the burden of requiring permission
from your competitors. For a disruptive new entrant, this can be prohibitive.
Although new entrants often have to seek approval from a regulator who
has been “captured” by the incumbent industry (see Uber facing off against
taxi and limousine commissions), the greater barrier comes from
incumbents using industry standards to block new entrants from entering
the markets.

These industry groups play a vital role in telecommunications in general
and wireless in particular, where spectrum must be shared and market
viability requires interoperability between certain network elements. Any
networked solution, whether railroad tracks or mobile phones, needs its
standardized gauge, its agreed-upon frequency or protocol that lets a phone
talk to a cell tower whether in New York or Los Angeles. These standards
bodies are quasi-governmental, being made up mostly of industry
representatives and academics, with participation and oversight from
government regulatory bodies, and they have played a critical role in the
development of wireless standards and successive generations of mobile
communications. The current lead bodies, the 3GPP and International
Telecommunications Union, meet to determine the rules of the sector that
everyone must play by, and their decisions make or break companies and
technologies.

Such standards can aid the incumbents, says BroadSoft’s Mike Tessler.
“The standardization of wireless 3GPP has played to Huawei’s strengths,”
he continues. “There’s not a lot of flexibility in the ‘speeds and feeds’ (the
performance specs), so whoever can sell it for less wins all the business.”
What that means is that standards bodies decree a set of product metrics that
every product must adhere to. By reducing the value of differentiation, they
effectively make competition a matter of cost, which means scale. Huawei
gets the lion’s share, other big companies get leftovers, and new entrants get
left out.

This is not necessarily malevolent; it’s essential to agree on common
protocols. The challenge lies in the tendency of markets for those protocols
to evolve into a system that helps and protects the groups setting the
standards. The groups must be compelled to adopt standards that don’t
serve to block new entrants from participating.



This would require a difficult shift in the standards organizations, and
recent developments have only made it less likely. Over the past few years,
the composition of the standards organizations has changed, with a growing
presence of participation from China-based engineers, which has created a
significant culture clash. The standards groups are made up of competitors,
but the nature of the process requires more collaboration, leading to
agreements that leave everyone with a seat at the table when the music
stops, or at least a fighting chance for a seat. That is not to say everyone
works in perfect harmony; there is a constant jockeying for position and
arguing for advantage. Elbows are sharp. But the language of the standards
bodies is more technical and academic; everyone gets to make their pitch
based on technical and economic models, with the participants trying to
find a path that makes the most logical sense for the industry as a whole.
There are winners and losers, but the debate is just that—a debate, unlike
the battle that takes place outside of the standards groups when these
companies hit the street to sell against each other.

This approach does not sit well with the Chinese representatives, who
see the process entirely as a forum to advance their position over that of
their competitors, taking share and positioning themselves for more market
power and influence. Reports have long circulated of multiple Chinese
companies realigning their positions to settle on a standard that supports
Chinese vendors. Given the fierce competition between companies like
Huawei and ZTE, this can only be attributed to a greater master pulling the
strings and compelling them to align around national interests.

The number of Chinese participants on the decision-making boards has
surged from almost zero in recent years. As one board member of a major
standards group confides, “A lot of the members don’t like seeing Huawei
chairing a committee, but there’s no legitimate basis for us to keep them
out. It’s a problem.” China’s contention-based approach is recognized as a
threat to the more objective, merit-based model, but there is little these
groups have been willing to do when confronted with a company that has
such significant share and is willing to invest so heavily in supporting its
cause.

Given the importance of these organizations in wireless telecom, the
first role of government is therefore to ensure that the standards bodies are
not commandeered by the incumbents in general, and Huawei in particular.



If this is impossible, given the nature of such groups, the government must
clear a path for entrants to enter the market without passing through the
gates placed by these groups.

CYBERSECURITY

Security is a perpetual weak spot, with companies understandably devoting
their investments toward revenue opportunities, not national or even
corporate security. There is, however, a nationwide network of highly
skilled technologists ready to step in and deliver against this challenge.

America’s Department of Energy is the parent agency for the National
Laboratories, which are recognized as an expert, if underused, resource with
particular knowledge in security issues. They are ready to serve as both a
source of practical research and a clearinghouse for nonclassified
intelligence insights, delivering support to American efforts without
dictating product direction.

There’s Dan Elmore, for example, the director, Critical Infrastructure
Security & Resilience at the Idaho National Lab (INL). He made a career in
the air force, where his responsibilities included leading presidential
contingency communications and overseeing secure communications
around America’s nuclear defense and attack capabilities. Today, he leads
INL’s Wireless Security Institute, which he created in 2019 to bring
advanced R&D capabilities to those working to secure 5G cellular
networks.

His team focuses on the research and technical gaps that the carriers and
vendors may not be able to address within the constraints of their budget,
expertise, or access to unique capabilities. In the quarterly-profits-driven
world of the technology sector, such endeavors get short shrift. It’s hard to
redirect budget away from winning new customers to preventing a cyber-
security problem that may never occur.

The difficulty with this business-only thinking is that the carriers end up
with a woeful gap in their understanding of the security risks to the network
and little ability to address them. As Sprint’s Steve Elfman said when asked
if his company’s validation lab could spot a cyber threat secreted in a



Huawei component, “We wouldn’t know what to look for. That’s NSA
stuff.” Or a job for the INL.

To be fair, as bad as many of these businesses are at security, the
National Labs are equally so at technology transfer. The National Labs are
explicitly prohibited from competing with private industry, but instead
focus on solving critical technical challenges to complement or augment
industry and academia. Further, “We’re not great at marketing ourselves,”
Elmore acknowledges. “So many visitors come out and say, ‘Wow—we
didn’t know this existed.’” That needs to change.

The most valued role for the National Labs will be developing solutions
for security problems and making that output available to in-house teams at
the equipment vendors and operators. The government will need to make
partnerships with the Labs a more ubiquitous part of the industry, which
they can do by requiring equipment makers and service providers to get a
“seal of approval” confirming that security measures have been met, like
the stamp required from Underwriters Laboratory, which affirms
compliance with safety standards. (The Cyberspace Solarium Commission
included a similar proposal in its March 2020 report, though the idea did
not make it into the first wave of legislation that resulted.) In that role they
could promote such simple requirements as banning factory-default
passwords and adhering to benchmarks on other security metrics.

Could the INL help identify and clear security threats in network
equipment?

“Absolutely,” says Elmore. “It’s not easy, but we’ve done similar things
for industrial control systems and the electric grid for years in this lab.” His
team has expertise in finding things that don’t belong. “As we get smarter,
the other side gets smarter. They’re going deeper down in the stack, in the
software, firmware, or hardware.”

It takes time to reverse engineer the suspect gear, he says, so his lab has
developed models of looking for the sensitive use cases, zeroing in on
critical parts of the network. This is a proficiency that equipment makers
and service providers may not have; it’s not cost effective for each company
to develop its own cyber expertise at this level, so INL is already helping
some of them secure their early 5G systems, conducting research that is
sometimes used by other agencies to put out “zero day” bulletins when the
lab identifies exploits. The focus is entirely on security, and the billion-



dollar budgets behind America’s National Labs provides resources that
can’t be matched by even the best equipment vendors.

The role Elmore sees INL and other offices of the National Labs playing
seems well suited to helping secure the networks against bad actors and
ensuring that an American-based solution eliminates the problem we’re
wrestling with from Huawei gear. “Look at business leaders,” Elmore says.
“They’re motivated to make money. We’re not profit motivated, we’re
security motivated, mission focused. The best capabilities are where the
government labs have a partnership with the private manufacturers, where
we dissect the 5G problem with a security view.”

IP ENFORCEMENT

Creating a better solution won’t mean much if it can’t be secured against
immediate theft from our opponents. Before any improvements can be
made, we need to ensure that they won’t simply end up in the hands of the
people we’re competing against. A 2018 report from the Office of the
United States Trade Representative found that “Chinese theft of American
IP currently costs between $225 billion and $600 billion annually.” Law
enforcement agencies and court systems need to ensure that intellectual
property rights are being protected and enforced. This isn’t an easy thing to
fix, but one solution is simple: The US needs to become more aggressive in
its policing, prosecution, and prevention of IP theft.

The challenge comes down to raising the cost of stealing intellectual
property and lowering the business payoff from the theft.

Actions can include placing trade sanctions against companies caught
engaging in the practice, like placing them on the “Entity List.” This is a
blacklist published by the US Department of Commerce that prevents other
companies, including vendors and banks, from dealing with companies on
the list without a federally issued license. Such a designation can make it
nearly impossible for a company to engage in international trade.

SPECTRUM ALLOCATION



One critical change is simple to describe if difficult to enact. As one FCC
bureau chief put it, “Spectrum plus capital equals innovation.” What he
meant was that you will naturally get new solutions if you make more of the
needed ingredients available. Spectrum is to wireless markets what land is
to agricultural markets; the more you have available, the more value you
can produce. The federal government needs to continue freeing up
spectrum, much of which is held for government or military use, and turn it
over to companies who will make it more valuable through their
development of market solutions.

There are two challenges to doing this. First, government agencies in
general, and the military in particular, are stingy about giving up any
spectrum they already have the rights to. They use it to keep America safe
from attack, and they don’t want to jeopardize this mission by squeezing
their activity into a smaller slice of the airwaves, although the arguments
they put forth don’t always hold water.

Secondly, the main consumers of new spectrum have generally been the
incumbent wireless service providers. They have a good claim to it: they
provide most of the connectivity in the country today; they have most of the
talent and technology, at least in sheer numbers; and they are willing and
able to pay the most in FCC auctions. The 2021 spectrum auctions raised
over $80 billion, with most of that coming from companies like AT&T, T-
Mobile, Verizon, and the large cable companies. New entrants were, not
surprisingly, limited by the bidding power of the incumbents.

Allocating all new spectrum to the companies with the biggest
investment in the status quo is not a recipe for breakthrough innovation,
despite their essential role in delivering 5G services. Some of this spectrum
must be made available under rules that prevent it all from ending up in the
same hands doing the same thing.

The government can enable an environment that turns loose forces of
entrepreneurism and innovation, sheltering new entrants from barriers to
entry and encouraging established players to deliver solutions that are
productive and secure. By doing so, they will allow the growth of a new
ecosystem that will unleash the technologies of the next industrial
revolution.



I

33

Riding the Wave of Chaos

I’ve searched all the parks in all the cities and found
no statues of committees.

—G. K. Chesterton, English writer

f government authorities could be convinced to enable a freer
environment, with more open standards, better IP protection, and wider
ownership of spectrum, what would permissionless innovation look like?
How would the different sectors take off and grow, and what would the
benefits be?

“Some sectors are born free,” says Adam Thierer. “Robotics, virtual
reality, 3D printing; there’s no government commission overseeing their
actions. But some are born into captivity, with well-established regulatory
institutions watching over them. Aviation, space exploration. The taxi
industry. Uber and Lyft were born into captivity, and yet they broke
through.” Even space exploration has hit escape velocity from government



control, as Elon Musk’s SpaceX has turned sector economics on its head
and pulled off a string of breakthroughs.

What about telecom and the 5G marketplace?
“For 5G solutions,” Thierer muses, “permissionless innovation is going

to be harder to make a reality.”

TRANSFORMATIONAL BENEFITS

How might a successful implementation impact the competitiveness of
alternative 5G solutions? It can deliver:

• Breakthrough technologies in the elements of mobile networks (the
deployed equipment and chips that compose a 5G system’s cell
towers, phones, and other gear throughout the network), leading to
cost and quality improvements

• A flood of new applications that run on those networks (turning
companies like Verizon into app stores for enterprises and
consumers)

• Great leaps in the flexibility and customization of individual
networks in factories, hospitals, offices, farms, ports, and more
(through the control and ownership of custom-built private
wireless networks, which have traditionally been owned by the
service providers)

For each of these, there are strong signs that new developments in
technology will free innovators from the constraints that have limited them
and left control in the hands of a few large companies.

NEW EQUIPMENT

The elements of wireless networks are currently supplied by a dwindling
number of huge equipment makers like Nokia, Ericsson, Samsung, and
Huawei. And by the standards of the industry, the architecture is generally
closed and the components are non-interoperable. That means someone



operating a cellular network can’t swap out a Nokia radio for one made by
Ericsson or plug in a Huawei switch alongside the Samsung units. More
importantly, there is no breaking apart the racks of equipment in the base
stations located at the bottom of cell towers, which include radio
transceivers that generate the wireless signal that connects with your cell
phone, and baseband units that translate those radio signals into a form that
can be sent back over the fiber network.

This is not a technical detail; these boxes are the equipment that make
5G networks operate. They are what Huawei (and Nokia and Ericsson) sell,
the heart of a radio-access network. Those two units are tightly coupled,
and the most brilliant inventors of a new kind of radio know they have no
chance of selling it into such a closed system. It would be like an
entrepreneur trying to independently develop and sell a better dashboard to
use in your Mercedes; the market is closed to outside innovators. Even
getting a new radio licensed and approved by the FCC could break the
budget and kill the timeline of an innovator.

Recent developments are starting to change this and appear poised to
launch a modern wave of innovation. An approach called software defined
networks (SDN) will tear down some of the biggest barriers to new,
innovative entrants. SDN, and a closely related approach called network
function virtualization (NFV), sounds complicated but is actually quite
simple to understand.

The easiest way to explain SDN is to compare it to what happened over
the past twenty years with mobile phones. Years ago, if you wanted to make
a call, you had a cell phone. If you wanted to send an email, you needed a
BlackBerry. To take a picture, you used a digital camera, and to record
video, you needed a camcorder. Appointments, addresses, and phone
numbers were stored in a personal digital assistant. Each device was a
combination of hardware and software dedicated to a specific function. The
result was that people had to buy many purpose-built devices, each great at
what it did, but cumbersome and expensive.

When smartphones were introduced, the problem was solved with one
piece of hardware that could perform any number of functions, depending
on what software was loaded on the phone. Perhaps the camera wasn’t as
good as the best Nikon, but it was good enough for most needs. And
although this new smartphone might cost more than the old phone, the cost



covered all the devices previously needed, and it was a far more efficient
way to do all these activities, because it had a much higher utilization rate.
Before, if you weren’t taking a picture, all the hardware associated with the
camera was idle and useless. But now that same screen, battery, and
processor might be productive sending an email. The software on the device
defines the functions.

Each box in a 5G network has a specific function, and today each one is
purpose-built by a company like Nokia or Huawei with special hardware
and software designed to perform a specific function. One device looks up a
database to confirm that a caller is authorized to make a call. A different
box in the cell tower hands off a mobile call to the nearest tower as a driver
moves down the road. This leads to an enormous number of unique, custom
devices throughout the network, and they generally only work with other
devices from the same manufacturer, which typically leads a service
provider to buy everything from the same vendor. SDN allows the operator
to use standard computers in place of these custom devices, with software
defining the function of each computer. Importantly, this allows the service
provider to disaggregate its network elements; each piece can work with
elements from any vendor. Such a profound change eliminates the need to
buy everything from one vendor. Some service providers are already
deploying early SDN networks, with AT&T leading the way. Rakuten, an
innovative company in Japan, is the first company to build an entire 4G
network on this SDN principle, and they are upgrading it to 5G. The
companies are finding it drives down complexity and increases equipment
utilization rates from 10 percent to as much as 40 percent, leading to huge
savings.

“A typical telecom network might have fifty thousand distinct devices
in it,” explains telecom industry analyst Roger Entner. “In a software-
defined network there might be five to eight.” In the Rakuten network, for
example, there are only five different kinds of boxes that are deployed: two
types of antennas, two pieces of equipment to control the antennas, and
servers running on a more powerful version of the same CPU that is already
used in the computers made by any of a number of manufacturers. Each one
can be configured with software to do all the tasks these fifty thousand
devices used to do.



Rakuten has pushed the frontier further, deploying another model that
stands to transform the industry. Called Open RAN, for open radio access
network, this approach provides a standard that, if adopted, will break the
bond between radios and baseband units and allow anybody to create and
slide in a better component alongside the other elements of a 5G system.
Open RAN effectively allows the edge of the network, the cell towers and
antennas, to share the benefits of SDN. This might seem like small change,
a ripple in the pond, but it may turn into a tsunami for the industry.

And it does something much more important for the competitive
landscape. The components of cellular networks, the hundreds of billions of
dollars’ worth of equipment made by Huawei and a handful of giants, can
now be replaced effectively and cheaply by companies from any one of a
number of suppliers in the information technology equipment industry.
With SDN and Open RAN, specialized equipment that was previously
made by the telecom suppliers can be replaced with off-the-shelf general-
purpose servers from Dell, HP, Fujitsu, NEC, or other manufacturers. This
approach may not always eliminate company scale as a factor, but it
reverses the game; the biggest server makers are larger than Huawei, and by
letting HP and Dell into the 5G market, they can displace proprietary gear
with generic equipment, in effect, turning the scale and ingenuity of the IT
world loose in the telecom equipment world.

APPLICATIONS

These equipment cost savings may pale beside even greater gains in new
applications and services, as opening the network opens the floodgates to
innovation. Until now, no one besides the original vendor could write
applications for a public network. It would be like home viewers trying to
change the scripts on NBC’s Thursday-night lineup; take what you get or
change the channel.

In the days of voice-only telephone networks, new applications took
years to develop. Caller ID and Call Waiting were introduced by phone
companies when their equipment vendors were good and ready. The huge
switches had millions of lines of code written by engineers trained on that
company’s proprietary system; adding a new feature, even one as simple as



Caller ID, took years of development and testing, and it could only be
delivered by the switch vendor’s team.

With the advent of open, software-defined networks, businesses, farms,
and municipal governments will be able to procure mobile services that
weren’t created by the cellular carriers or equipment makers, but rather by
other companies, from small, entrepreneurial start-ups to giants like Google
or Apple.

The benefits of this can be seen from the way internet service
companies, free to innovate without permission of the network provider,
have delivered far more valuable applications over their networks, from
videoconferencing to social media to movies on demand. These features
weren’t created by Nokia or Verizon, but by innovative companies sending
their applications “over the top” directly to the user.

As mobile network applications are increasingly written by new entrants
or even freelancers, the services like smart cities and connected factories
will be freed from the restricted menu of options offered by the handful of
vendors active today. Such a move neutralizes a dominant vendor by taking
away their edge in developing apps. When that happens, any new vendor of
radio gear, no matter how small, can have a massive library of applications,
too, perhaps more appealing than those offered by Huawei, because they are
sourced from millions of developers the vendor has never met.

NETWORK OPERATIONS

The third element, network operations, may present the most radical
departure. With 5G comes the possibility of customized wireless
subnetworks that are owned and operated by the businesses, warehouses,
farms, or cities that use them, and supported by nonnetwork carriers who
specialize in industrial automation.

Today, wireless networks are run by the service providers who buy
spectrum, construct networks, and manage the services they provide to
consumers and businesses. A factory can hand out cell phones to its
employees or deploy wireless sensors throughout the facility, but the
network they run on and the services they receive come from the service
provider.



Companies aren’t so constrained in other areas; they can have a private
company design and build their office computer network to specifications,
with whatever security elements or features they desire. A customized on-
premises cellular network? Not so easy.

One barrier to this is being torn down, as a new class of spectrum
license is being issued, not controlled by the large service providers. Called
Citizens Broadband Radio Service (CBRS), it combines the best
characteristics of public wireless networks with free uncontrolled Wi-Fi
spectrum. Today, only the owner of a particular slice of cellular spectrum
can use it, a protection that ensures that Verizon, for example, can control
the quality of service they provide over the airwaves they bought at auction
from the government. Public Wi-Fi, on the other hand, can be used by
anyone anywhere, as long as they follow rules about power levels, but it
suffers from quality-of-service problems including interference from
microwave ovens and other Wi-Fi networks that are free to operate in the
same place and frequency.

CBRS offers the best of both worlds, allowing companies or cities to
operate their own networks without waiting on the carriers to offer the
service. Even the name chosen for the service, CBRS, is a reference to the
permissionless wireless communications that were offered half a century
ago, citizens band radio. CBs allowed anyone who bought a radio made by
any vendor to talk to anyone else on the network, using whatever brand of
radio they chose.

With these tools at their disposal, the participants have the ability to
reinvent the mobile world and create services that have never been
imagined.

Who, exactly, will these participants be? Will the ecosystem be made up
of new entrepreneurs, or will it be dominated by the same companies who
control it today? The answer holds some surprises.
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The New Ecosystem

When one door closes, another opens; but we often
look so long and so regretfully upon the closed door
that we do not see the one which has opened for us.

—Alexander Graham Bell

hat will the 5G ecosystem look like if we are able to align these
capabilities—government and industry—to respond to China’s dominance?
What companies will emerge to lead the sector, and how will they work
together in the new model? It’s impossible to know for sure; some of the
most promising new companies may go bankrupt or be absorbed by rivals.
Companies that haven’t yet secured their seed round of funding will
become leaders. Too much remains uncertain to make a clear prediction,
and it would be arrogant to presume otherwise—remember McKinsey? But
here are some scenarios of what we may see in the coming years.



THE NATURAL COMPETITORS

The incumbent equipment suppliers like Nokia, Ericsson, and Samsung
realize that their leadership days are over, at least if they continue playing
the game the way they used to, trying to beat Huawei head-on. The path to
future growth, or even future existence, is narrowing, but it’s not closed.
Already, they are turning their attention to software-defined networks and
Open RAN.

Successful companies have an enormous challenge when they need to
pivot from a profitable, successful business model to a less profitable one in
order to survive and fight another day.

Telecom analyst Roger Entner is one of the experts who believes these
companies will not only survive but thrive in this new environment. “If
you’re the dominant provider and you don’t disrupt your own market
constantly,” he says, “some small disrupter will catch up with you and kill
you. The writing is on the wall, and Nokia and Ericsson realize this.” He
believes that expertise built over the decades by the incumbent companies
will give them an edge in the design and deployment of networks, even
those based on newer, more open models.

THE ESTABLISHED NEW ENTRANTS

Other well-established companies have also begun allocating development
resources to enter 5G markets that are adjacent to their own. In some cases,
the technical challenges aren’t great and the growth opportunities are
significant.

On the hardware side, IT giants like Dell, HP, NEC, and Fujitsu already
sell boxes that can serve as the all-purpose devices that make up most of the
new networks. It will not require a profound redesign—perhaps speed
improvements—to optimize their servers for a telecom network scenario
and, given the size of the market opportunity, the business case is
compelling. To the extent that many of these networks may be sold directly
to enterprises—factories, farms, hospitals, municipal governments—
companies like Dell and HP are already staffed with sales and support
organizations serving these segments.



On the software side, industry giants who already sell special-purpose
network software are developing broader offers to support 5G networks.
VMware, owned by Dell, is a leader in network virtualization software, as
is Red Hat, owned by IBM.

With new workable hardware and software entrants, there will be a
significant challenge to integrating everything into a smoothly working
network with service delivery, billing, and management visibility into
operations. This remains one of the greatest hurdles, and many see this as a
reason why Open RAN and SDN aren’t ready for prime time. But the
companies that would be called upon to integrate the elements are among
the most technically savvy in the world, and their expertise spans telecom
network operations and enterprise systems.

No companies are better suited to tackle such a challenge than the large
global systems integrators including businesses like Accenture, Capgemini,
and Deloitte. Some, like Tech Mahindra, are already investing in the space,
and all of them are upskilling their teams to deliver on the requirements for
5G networks, both in traditional configurations and in open, virtualized
layouts.

Importantly, this industry sector is dominated by companies based in the
United States, Europe, and India, as China has not been able to establish a
presence in an industry where success comes through customer intimacy
and long-term trust-based agreements.

Jefferson Wang leads Accenture’s Global Wireless Practice which
includes 5G, Private Networks, Edge Compute, and Advanced Connected
Industries. He explains how companies like his can help the US seize the
lead in innovation around next-generation mobile solutions.

“The US strength was always collaboration and then differentiation
through execution, execution, execution,” he says. That collaboration—
working across industry sectors or spanning technology platforms—is the
bread and butter for the large systems integrators. And Wang sees a way
that companies like Accenture can bring a directed purpose to the
permissionless innovation environment. “Creativity loves constraints. If you
have too much choice, sometimes you go in too many directions or you
don’t have the courage to start.”

The systems integrators don’t get to dictate how other technology firms
spend their time and money, but they can give insight about what is going to



be valuable to end customers. Accenture doesn’t get paid to create shiny
objects—their customers want a functioning worker-safety solution, or a
factory-automation package, or a useable autonomous vehicle system. By
defining the elements needed to pull this off, companies like Accenture can
provide guidance to the many partners in the new ecosystem, letting market
opportunities (not central committee dictates) guide investment and
development programs.

INTO THE CLOUD

There is another industry sector that is going to have to draw on its
knowhow and deep pockets to help deliver viable solutions, and it is one in
which the US has a huge lead in innovation and scale. The new model for
5G—whether in the Open RAN standard or not—makes a far greater use of
the cloud, the remote and centralized concentration of processing power and
information. That capability will bring productivity to the abundant, cheap,
simple devices that will work as sensors, actuators, and terminals.

From a competitive point of view, this is a very powerful factor. The
leading cloud service providers in the US are Amazon, Google, and
Microsoft, by far the largest and most successful cloud companies in the
world. To the extent that 5G is powered by the cloud, America moves back
into a leadership role. The cloud companies are also reportedly exploring
partnerships with the tower companies who own the rights-of-way that are
needed to deploy the macro networks, creating the possibility of new
partnerships and business models to deliver 5G services.

THE NEW PLAYERS

While all these companies are entering the new 5G ecosystem, an industry
is developing of smaller companies who are proposing innovative solutions
that go beyond what the established equipment makers offer and will be
essential to creating the new 5G world that is promised.

Some are addressing the need for innovation in radios which, in an
Open RAN environment, can be sourced from any equipment maker,



swapped for any competing solution, connected to any other vendor’s Open
RAN boxes, and loaded with any company’s software. These flexible
solutions can only be supplied if the proprietary handcuffs are broken and
more open interfaces are forced on the industry.

Likewise with companies making antennas, which have become a
sophisticated value-adding element of the network. 5G’s new phased-array
antennas create opportunities to enhance service and cut costs, and there are
small companies now introducing their own innovative answers.

What do these companies look like? Who is funding them?
More than one of them is being run, or was founded, by an executive

who has been around since the industry began, an executive who got his
start in wireless some forty years ago, sitting in the back of the conference
room and listening to McKinsey declare that the mobile communications
market was dead.

Jim Brewington, out of Lucent since 2006 and now in his seventies, is a
leader at three companies delivering solutions that he hopes will take the
market back from untrusted suppliers. Brew is building teams made up of
his old Bell Labs colleagues and twentysomething millennial and Gen Z
coders, staffing his companies with people who want to create the next
wave of mobile solutions.

“There is not one company that can provide all of 5G,” he says. “But
even Huawei can’t do everything in the 5G space.”

Brew founded All Purpose Networks in 2007. The company has an
innovative approach to deliver security to IoT networks that have thousands
of end points, a large “attack surface.” One of the company’s products
masks the IP address of every device involved in a phone call or data
session, from the smartphone or sensor to every router and switch it touches
across the network, in effect making communications unhackable, even if
they’re taking place on a compromised network. Brew says the NSA and
the CIA find this intriguing, and the Pentagon sees it as one possible
solution in the search for a way to conduct military actions over the
networks of allies who may not be as stringent in their rules about whose
gear can be deployed into their networks.

Another company he chairs makes innovative base-station radios that
can be deployed into Open RAN networks. NewEdge Signal Solutions has
been meeting with the big carriers and the government officials who are



impressed with their agile products, which use tunable filters and advanced
amplifiers to allow more flexibility in how a network is designed and
operated. The CEO at NewEdge, Tom Lambalot, says that he’s been
encouraged to see Democrat and Republican senators cooperating well in
their exploration of US-based alternatives to Huawei radios, and the air
force has welcomed the technology amid “a dearth of similar companies
reaching out.”

Brew is also an advisor and investor at Blue Danube, a company that
uses beamforming antenna technology, originally developed to shoot down
missiles, as a way to make cellular antennas more efficient in delivering
bandwidth to smartphones.

Brew has been working to connect his companies to other companies
that are well down the road with their own network solutions. One of them,
Altiostar, provides the anchor technology for the radical experiment by
Japan’s Rakuten.

Thierry Maupilé, the EVP of product management and strategy for
Massachusetts-based Altiostar, explains the reasoning behind the creation of
companies like his. “We saw that 5G would require a different
architecture,” he says, “more like what was coming from the IT side—the
data center—an architecture that could leverage new silicon, software, and
cloud. Off-the-shelf hardware at the core and at the edge,” instead of the
proprietary boxes from the telecom equipment makers. This would not just
put the carriers into a better economic path, it has the promise of changing
their entire business model, wiping out the costs associated with running the
network. “With automation, carriers’ networks can self-deploy, self-
provision, self-configure, and heal themselves when there’s a failure.” It
does far more for the carriers than a cheap, or even a free, network device
can do.

But Maupilé sees new architecture as critical for another reason: “The
only way you compete against the Chinese is by innovating better and
faster. This innovation pipeline draws on the US strengths: software, cloud,
silicon, artificial intelligence, machine learning. All those technologies are
at the heart of what we’re doing.” In other words, despite the perception
that the United States is behind on 5G, by creating a strong and diverse
ecosystem, the leaders in our markets can unleash their abilities to become
the primary drivers of success.



Another newer company tackling the incumbents is Texas-based
Mavenir, which has invested close to $250 million to develop its suite of
end-to-end software that controls Open RAN networks and allows the
service provider to deliver and manage applications. With more than four
thousand employees and over $500 million in revenue, Mavenir is
establishing itself as one of the leaders in the category. Chairman Hubert de
Pesquidoux explains the advantage he sees his company offering: “When
you buy from Huawei, you buy their box, their hardware and software. You
have to trust them that it is secure. When you build an Open RAN network,
you have open interfaces between all the hardware and software. Outside
firms can test everything.” Just as important, bugs and vulnerabilities are
posted publicly, notifying service providers about what needs to be patched.
Stephen Bye, an executive at DISH Network, who is deploying a 5G
network in the US that will use Open RAN and SDN elements, put it best in
an FCC webinar in 2020: “It’s easier to find cockroaches with the lights
on.” Analyst Roger Entner further points out that the new model allows for
automation in the testing of elements for security purposes. This alone adds
enormous confidence to the ability to ensure that these complex new
networks are safe from compromise. Furthermore, it allows a service
provider to very quickly change out any software that is not performing up
to standard or presents any other concern.

There is another advantage of this new model for communications.
Historically, networks were built to be fail-safe. They had redundant
components, back-up elements, extensive pre-deployment testing. Before
any device was specified and accepted to go into a network, the service
provider had to make certain it did exactly what they said it did; if it didn’t,
the buyer would be stuck with a faulty device that was integrated into a
complete system, a costly problem. With open systems, there will be faulty
devices, too, perhaps more of them at the start, but the design is safe fail; a
problem is not necessarily a catastrophe. When a device doesn’t live up to
its promise, it can be swapped out for any other vendor’s solution, knowing
that they all have to work together. Carriers will no longer find the power
lies with their vendors, who have the grip of an installed base on their
customer.

Today, when a carrier deploys a billion-dollar network from a vendor
and finds that one element isn’t performing as expected, they are captured.



Both buyer and seller know that they can’t chuck that one element, which is
both integral to the network and proprietary to the vendor.

“The vendors have their hands around the operators’ throats,” says
British-born John Baker, Mavenir’s SVP of business development. In the
new model, every element can be replaced by anyone offering a competing
product. Network components, like network software, will enter a new era
of flexibility and agility.

Is this capability really ready to roll? Baker thinks it is. “Four years ago,
I would speak about open networks and people would say, ‘You’re stupid.’
Now there’s a sense that this could happen. The only piece of custom
hardware will be the radio itself, and smaller companies like NewEdge can
make that.” He also sees this ecosystem reawakening the venture capital
community’s role in investment, something that has been lacking. “The
stagnation of the VC business in telecom gear was because everybody knew
that the carriers were only buying from Nokia and Ericsson.” With that
assumption removed, VCs will be more willing to put their money into
network hardware and software makers.

DEVICES AND TERMINALS

This leaves only devices and terminals, already a space where strong
competition exists outside of China. While Huawei was able to reach
number one status in handsets briefly in 2020, and Xiaomi leads in low-cost
devices, the world’s leaders in this sector are Samsung and Apple, with
Google developing its own devices and supplying critical firmware to make
everyone else’s devices useful. Their handsets should work fine with the
Open RAN interface, and these market-driven companies can be expected
to supply whatever the network operators and end users need.

Most of the companies springing up to deliver solutions have
management teams based in the United States, whether originally from the
country or drawn to a market that has historically provided the best
opportunity for entrepreneurs to raise capital, build a team, and reap the
financial benefits their success brings. This is a market with the world’s
broadest supply of technical talent, not just because of the skilled engineers



coming out of the country’s universities but because of the ability to import
or outsource skilled talent from India, Ukraine, Brazil, and, yes, China.

The solution to the 5G challenge lies in turning loose this diverse group
of motivated, educated engineers and marketers, and doing so in an
environment that has removed the barriers to entry that led to domination
by a few large-scale suppliers. Once this new ecosystem is seated on firm
ground, service providers, governments, and enterprises across the world
will be able to deploy flexible networks that deliver the services people
need: factory automation, driverless cars, remote medical care, and other
services we haven’t yet imagined. Success will be determined by who is
more innovative, who provides the most flexibility, freedom, and desired
features. Solutions will be dictated not by government authorities but by the
desires of the market.

These actions won’t occur in a vacuum, of course. China will be
fighting every step of the way to retain its leadership in 5G. China is a
country where the ruling CCP dictates long-term objectives and pursues
them relentlessly: five-year plans, twenty-year projects, hundred-year
marathons. This approach has served China well for decades, but left it
vulnerable to the agility of free countries and marketplaces, and China may
find it has been caught in its own trap. Businesses and industries in free-
market societies typically rely on scenario planning, imagining the range of
possible outcomes and then shifting direction as circumstances unfold,
abandoning plans altogether if a better path emerges.

Authoritarian and totalitarian societies determine the “right answer” and
command their subjects to “march forward!” But it appears that China may
have instead backed itself into a corner. China made its investment for 5G;
it poured tens of billions of dollars into a cheap, effective solution that it
plans on rolling out throughout the world over the coming decades. The
approach was carefully scoped and executed. The plan was a good one.

The circumstances may have shifted.
If a diverse ecosystem of innovative companies can provide a superior

way to deliver flexible, feature-rich services over 5G, China’s network
equipment makers may find themselves locked into a losing model,
compelled to stay on track by their unbending CCP masters as the rest of
the world pivots and moves past them. The liberating flexibility of open
markets, based on trust and the free exchange of goods in a dynamic



ecosystem, will enable free-thinking countries to surge ahead and recapture
the leadership of the critical market, returning mobile networks, and all that
depends on them, to trusted hands.



A

EPILOGUE

s I was preparing to send in my manuscript for this book, I received an
unusual message over LinkedIn. I was just completing the chapter on how
China aggressively recruited and hired critics, ranging from the secretary of
the navy to think-tank analysts, when I saw a message from an executive
recruiter who wanted to speak with me about a position with a Chinese
telecom company. Alarm bells started ringing.

In an earlier conversation with one of my sources for the book, the man
who discovered the hack of Nortel’s network, he discussed the risks of
writing this and keeping it safe from the prying eyes of nation-state hackers.
“Do the whole book on a standalone, nonnetworked computer,” he warned.
“Save it to memory sticks. Keep them in a safe-deposit box.” He related
how he was giving a public presentation about his hacking discoveries
when a Chinese dissident approached him and asked to get in touch. He set
up a Yahoo email account for the exchange, securing it with an unguessable
password. They traded emails, and the next week his account was accessed
and his password reset. He learned that Yahoo’s email system was
compromised by China a year before Yahoo knew.

I decided that I couldn’t put a year’s worth of work on a stick and a hard
drive and risk losing everything. I also figured that a state actor, if they
were interested, would get past any security I attempted. I assumed that, if
they cared, whatever I was writing, they would be reading.

But this LinkedIn message came out of the blue. I responded to the
recruiter and asked to see the job description. The position they were
looking to fill was for a board seat on China Unicom Americas, a division



of the massive state-owned telecom operator in China. They have provided
internet connectivity to North Korea since 2010, though I don’t believe they
use that fact in their marketing campaigns. The job’s main responsibilities
would be to chair the board’s risk management committee and advise them
on how to respond to a Department of Justice inquiry on the risk they posed
to US national security. It was a new position, and I would be the only non-
Chinese, non-Unicom executive on the board.

I asked how they found me and was told it was through a standard
LinkedIn search, where I showed up as an alum of the same school as the
recruiter, with a background in telecom. I had no mention of China on my
LinkedIn page, no experience representing a company in front of the
Department of Justice, let alone a subsidiary of a company with more
customers than AT&T and Verizon combined.

It didn’t make sense.
The recruiter called me, and we spoke about the job. I offered that I

knew someone who was much better suited to this position. He had just left
a job running government affairs in the United States for a major Chinese
technology company, knew telecom inside and out, and was well respected
by the US government officials he would be dealing with. He had counseled
his Chinese employer on exactly these issues.

She didn’t want his name.
Before we ended our call, I had one last question. This was the first

position I had ever seen that didn’t provide a salary. It didn’t even mention a
range. I asked what they planned to pay.

She said it was negotiable.
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A NOTE REGARDING SOURCES

he stories, assertions, and recollections in this book come from nearly
one hundred interviews with executives; scientists; academics;
cybersecurity experts; and intelligence, law enforcement, and other
government officials. They also come from my direct experiences working
in the industry; more than once, I approached an interview subject with my
own recollections and asked them to corroborate my memory or set the
record straight. The events described also draw on information in the public
record, as detailed in the endnotes. Any quotations not endnoted are drawn
from my direct conversations with the subjects of the story. Every scene
described has been corroborated by multiple people or is supported by
contemporaneous evidence or news accounts.

The dialog presented is reconstructed from the memories of the subjects
and validated by other parties who were present whenever possible. The
names used are the subjects’ real names in almost every case; in one case a
minor figure’s name is lost to history and in four other anecdotes the
subjects requested that their real names not be used due to their role in the
intelligence community or due to sensitivities around commercial contracts.
In each of those cases the subject was known to the author, and his
legitimacy as a source of valid information was independently confirmed.
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Axel Boström, Ericsson CEO, left, in his Stanley Steamer, “mobile phone” in trunk, c. 1903. (With
permission, from Artur Attman et al., LM Ericsson 100 Years [L.M. Ericsson, Stockholm: 1997] and

from the archives of the Centre for Business History)



Some of AT&T’s (and later Lucent’s) Bell Labs’ many Nobel Prize winners. Drs. Shockley, Bardeen,
and Brattain, inventors of the transistor; Drs. Penzias and Wilson, discoverers of the Big Bang and
the origins of the Universe. (Reused with permission of Nokia Corporation and AT&T Archives)



Some of the inventions Bell Labs helped bring to the world: the solar cell, the communications
satellite, fiber optics, the laser (Reused with permission of Nokia Corporation and AT&T Archives)

AT&T leadership, President Bob Allen, center, inspect first factory in Hong Kong.



Jim Brewington, former head of AT&T Wireless Services. (Courtesy Jim Brewington)

Marty Cooper making the first public cellphone call in New York in 1973. (Courtesy Martin Cooper)



Alcatel-Lucent Chairman Serge Tchuruk with CEO Pat Russo, Paris, 2008. (REUTERS/Alamy Stock
Photo)



Huawei’s Ren Zhengfei, right, takes China’s Chairman Xi Jinping, left, on a tour of a Huawei facility,
2015. (REUTERS/Alamy Stock Photo)



Huawei’s research lab, dubbed the “White House,” in Shenzhen. (Hector Retamal/AFP via Getty
Images)

Peter Stein/Shutterstock



Peter Stein/Shutterstock

fansquaresss/Shutterstock

Camera_Bravo/Shutterstock
Huawei’s new Dongguan HQ, some of the twelve sections built to represent twelve great cities in

Europe.



A 5G police robot drives on a sidewalk in China. The robot warns people if they are not wearing
masks, checks their body temperature, and scans their face to determine their identity.

(atiger/Shutterstock)

Video surveillance system in front of the Heavenly Gate to the Forbidden City, Tiananmen Square.
(vvoe/Shutterstock)



Uighur reeducation by Xinjiang Bureau of Justice WeChat Account.

Blindfolded, shackled Uighur Muslim Chinese, being sent to “reeducation camps.” (Screen grab from
video posted anonymously on YouTube. As seen on BBC and the Guardian.)

Federal Communications Commission Radio Service Licensure of
Huawei and ZTE Customers



As of September 15, 2020, analysis identified seventy organizations with current or historic
relationships with Huawei or ZTE. The combined license area of these organizations covers

approximately 86 percent of the United States by land area.

Chairman of Huawei standing in front of an image of a Chinese fighter plane as he addresses Huawei
management in 2020, responding to US blocking chip sales to the company, calling it a “pernicious

attack” and urging combative response. (Noel Celis/AFP via Getty Images)



A commercial 5G phased-array base station antenna. (Courtesy Taoglas)

China’s new phased-array radar system, capable of tracking and targeting high-speed missiles.



Mercedes 5G automated factory.

5G farm drone.
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